USER SELF-SERVICE DESK

The specifications and information in this
document are subject to change without
notice. Companies, names, and data used in
examples herein are fictitious unless otherwise
noted. This document may not be copied or
distributed by any means, in whole or in part,
for any reason, without the express written
permission of RCDevs Security.

Limited Warranty - Copyright (c) 2010-2024 RCDevs Security SA. All Rights

Reserved.

WebADM and OpenOTP are trademarks of
RCDevs. All further trademarks are the
property of their respective owners.

No guarantee is given for the correctness of
the information contained in this document.
Please send any comments or corrections to


mailto:info@rcdevs.com
file://www.rcdevs.com

B User Self-Service Desk

Web-Application

1. Overview

This Web application is mostly designed for internal (corporate) use and includes several self-management features like:

> Manage account information such as email, mobile phone numbers, etc.
> Reset LDAP password according to a configurable password policy

> Enroll, re-synchronize and test a Software / Hardware Token or Yubikey
> Manage SSH keys (SpanKey)

> Manage PDF Signatures

> Manage own user certificates

The installation of SelfDesk is straightforward and only consists of running the self-installer or installing it from the RCDevs

repository and configure the application in WebADM.

You do not have to modify any files in the SelfDesk install directory! The web applications configurations are managed and stored
in LDAP by WebADM. To configure SelfDesk, just enter WebADM as super administrator and go to the ‘Applications’ menu. Click

SelfDesk to enter the web-based configuration.

SelfDesk application logs are accessible in the Databases menu in WebADM.

M Note

To be able to use SelfDesk, any LDAP user must be a WebADM account. That means usable LDAP accounts are those containing
the webadmAccount LDAP object class. You can enable the WebADM features on any LDAP user/group by extending it with the

webadmAccount object class (from object extension list).

Inline WebApps: You can embed a Web app on your website in an HTML iFrame or Object.

#Example

<object data="https://<webadm_addr>/webapps/selfdesk?inline=1" />

2. User Self-Service Desk Installation

The User Self-Service Desk application is included in the webadm_all_in_one package.

2.1 Installation with Redhat Repository


http://127.0.0.1/tags/web-application

On a RedHat, CentOS or Fedora system, you can use our repository, which simplifies updates. Add the repository:

yum install https://repos.rcdevs.com/redhat/base/rcdevs release-1.1.1-1.noarch.rpm

Clean yum cache and install Self-Service Desk (SelfDesk):

yum clean all
yum install selfdesk

The User Self-Service Desk application is now installed.
2.2 Installation with Debian Repository

On a Debian system, you can use our repository, which simplify updates. Add the repository:

wget https://repos.rcdevs.com/debian/base/rcdevs-release_1.1.1-1 all.deb
apt-get install ./rcdevs-release_1.1.1-1_all.deb

Clean cache and install the User Self-Service Desk application (SelfDesk):

apt-get update
apt-get install selfdesk

The User Self-Service Desk application is now installed.

2.3 Through the self-installer

Download the Selfdesk package from the RCDevs website, copy it on your WebADM server(s) and run the following commands:



[root@webadm1l tmpl# gunzip selfdesk-1.1.8-1.sh.gz
[root@webadml tmp]# sh selfdesk-1.1.8-1.sh

Selfdesk v1.1.8-1 Self Installer

Copyright (c) 2010-2018 RCDevs SA, All rights reserved.
Please report software installation issues to bugs@rcdevs.com.

Verifying package update... Ok

Install selfdesk in '/opt/webadm/webapps/selfdesk' (y/n)? y
Extracting files, please wait... Ok
Removing temporary files... Ok

Selfdesk has been successfully installed.
Restart WebADM services (y/n) y
Stopping WebADM HTTP server... Ok
Stopping WebADM Watchd server..... Ok
Stopping WebADM PKI server... Ok
Stopping WebADM Session server... Ok
Checking libudev dependency... Ok
Checking system architecture... Ok
Checking server configurations... Ok

Found Trial Enterprise license (RCDEVSSUPPORT)
Licensed by RCDevs SA to RCDevs Support
Licensed product(s): OpenOTP,SpanKey, TiQR

Starting WebADM Session server... Ok
Starting WebADM PKI server... Ok
Starting WebADM Watchd server... Ok
Starting WebADM HTTP server... Ok

Checking server connections. Please wait...

Connected LDAP server: YO_AD-DC (192.168.3.50)
Connected SQL server: SQL Server (192.168.3.58)
Connected PKI server: PKI Server (192.168.3.54)
Connected Mail server: SMTP Server (78.141.172.203)
Connected Push server: Push Server (91.134.128.157)
Connected Session server: Session Server 2 (192.168.3.55)
Connected License server: License Server (91.134.128.157)

Checking LDAP proxy user access... Ok
Checking SQL database access... Ok
Checking PKI service access... Ok
Checking Mail service access... Ok
Checking Push service access... Ok
Checking License service access... Ok

Cluster mode enabled with 2 nodes (I'm slave)
Session replication status: Active (0.0003 sec)
Please read the INSTALL and README files in /opt/webadm/webapps/selfdesk.



Selfdesk is now installed and can be configured under the WebADM Admin GUI.

3. Selfdesk configuration

To configure the PWReset application, you have to log in on the WebADM Admin GUI > Databases Tab> Self-Service >

User Self-Service Desk (selfdesk) > CONFIGURE.

The User Self-Service Desk application can be published through the WebADM Publishing Proxy for the end-user access with the
setting Publish on WAProxy .Thissettingisonly available when WAProxy is configured with WebADM. Have a look at this

documentation to setup WAProxy.

To help you end-users to download a Token application on their phone, you can configure the Token Download URLs setting. For

example:

I0OS=https://itunes.apple.com/us/app/openotp-token/id1148075952,
Android=https://play.google.com/store/apps/details?id=com.rcdevs.auth

Misc Settings

10S=https://itunes.apple.com/us/app/openctp-token/id1148075952,

Token Download URL Android=https://play.google.com/store/apps/details?id=com.rcdevs.auth

The Software Token download page on an external website.
When configured, a download button is included in the OTP section.
Ex. http:/iwww.rcdevs.com/tokens/?type=software

It will look like that for the end-user:

User Self-Service Desk Rc D evs

You can find your Software Token compatible with your device here:

Coo Lo

Choose a Software Token, according to your mobile device type.
Install the Token Application on your mobile phone via direct download or AppStore URL.

Instructions to install and setup your Software Token:

1. Install the Software Token application on your mobile device.
Installation procedure may differ depending on your mobile device and selected Token.

2. Start the Software Token setup (you may read vendor documentation for installation).
3. Click 'Next' to register your Software Token with OpenOTP.

Next | Ok .

o Provided by RCDevs SA


http://127.0.0.1/howtos/waproxy/waproxy/

The other settings are described under the User Self-Service Desk configuration page.

Object Settings for g

ebARRS,

Web Application Settings
Yes ) No (default)

App Yes @ No (default)

Hide application from WebApps portal.

Yes ¢ No (default)
Make WebApp accessible from WAProxy reverse-proxies.

Default Domain Default ¥

This domain is automatically selected when no domain is provided.

Group Seftings * Yes(defaul)  No

Resolve application settings on user groups (direct and indirect).
‘Warning: Impacts performances.

Aceess Logked Yes =« No (default)

Login is not permitted unless the user is temporarily authorized.

To authorize a user, use the "Unlock WebApp access' action for the user.
IMPORTANT: Self-service applications published on the Internet should be locked.
Menzlocked IP Addresses

Comma-separated list of IP addresses with netmasks for which access is never locked (ex: 192.168.1.0/24).

Allowed 1P Addresses

Comma-separated list of IP addresses with netmasks (ex: 192.168.1.0/24).
If not set then any source IP is allowed. The localhost is always allowed.

DE 3

Show Domain List * Yes(defaul)  No

‘WebADM Domains are displayed in a drop-down list on the login page.

Requi

If enabled, a user certificate must be provided to enter the self-service.

User Certificate Yes (@ No (default)




"

Require Second Factor Always #

If enabled, a second factor (OTP or FIDO) is required to enter the self-service.
With 'Enrolled' the authentication falls-back to LDAP-only when no OTP/FIDO method is available.

Allowed Features

age © Yes (defaulty ~  No

When enabled, users can change their mobile, email and language.
Allow User Password.Ghange Yes (default) £ No

When enabled, users can change their LDAP password.
Password change requires the PwReset WebApp to be installed and enabled.
The password policy seetings should be configured in PwReset.

Allow OTP Management Yes ) No (default)

When enabled, users can configure their OTP authentication settings.
Allow SSH Management Yes @ No (default)

When enabled, users can configure their SSH private key settings.
Allaw PKI Management © Yes | | No (default)

When enabled, users can manage their X.509 certificates.

TOKEN
SMs
Allowed QTP Methads MAIL
LIST
LASTOTP
Choose which items are available for primary and fallback OTP methods.
If not set, any method can be selected.
Token1
Token2
Token3
OTPList
AppKeys
FIDO
SSHKey
TIQR
[None]

Choose which items users are enabled for self-registration.
If not set, any items can be self-registered.

OTP Token Management

HARDWARE-OATH
HARDWARE-YUBIKEY
QRCODE-TOTP

| QRCODE-HOTP
MANUAL-YUBIKEY
MANUAL-TOTP

o MANUAL-HOTP

“d MANUAL-OCRA

Allowed Token Types

feccacea

Selection of OpenOTP Token types users are able to register.
Hardware options are used for inventoried Tokens and YubiKeys.
If not set, any Token type can be self-registered.
Default Token Type HARDWARE-OATH %
If set, this Token type is pre-selected in the Token registration form.
Emergency OTP Management
Emergency OTP Expiration 3600 %

When enabled, users can set an emergency OTP valid for the configured time.
Uncheck or set to '0' to disable emergency OTP management.

E 0o %

When enabled, the OTP can be used a maximum number of times.
Uncheck or set to '0' for unlimited usage count.

SSH Key Management
Allowed SSH Key Types HARDWARE SOFTWARE

Selection of SpanKey public key types users are able to register.
HARDWARE option requires inventoried SSH PIV devices.
MANUAL-PWD issues only password-protected SSH private keys.
If not set, any key type can be self-registered.

Key Password Length 0+

Minimum password length for newly-generated software SSH private keys.
Set '0' to disable password requirement.



Misc Settings
Support Email support@mycompany.com

Your Organization support address.
When configured, a support request form is presented in the home page of the self-service.

10S=https://itunes.apple.com/us/app/openotp-token/id1148075952,
Token Download URL Android=https://play.google.com/store/apps/details?id=com.rcdevs.auth

The Software Token download page on an external website.
When configured, a download button is included in the OTP section.
Ex. http://www.rcdevs.com/tokens/?type=software

TIQR Pownload URL

The TiIQR mobile download page on an external website.
When configured, a download button is included in the OTP section.
Ex. http://www.rcdevs.com/tokens/?type=tiqr

Cancel Reset

4. Proxy_user rights on AD for SelfDesk app

The proxy_user will operate for the end user to reset the password, change user account information like mobile, mail, preferred

languages... That means that the proxy_user account must have the required rights at the AD level to do these actions.

A Note

INIERIER CN=-Users,DC=test,DC=1ocal (NJeRLIIWAR{ FAVNTEIE (e NoEIKelo o} il-{[g=Te NI Te[I@IY We bADM Admin GUI
g 2anin B 10cal Domains @ YOUR_DOMAIN M CONFIGUREf User Search Base Bl

4.1 Rights for domain user accounts
For domain users, you have to configure the following rights for the proxy_user:

Token registration rights for a not extended schema

dsacls "CN=Users,DC=test,DC=local" /I:T /G 'TEST\proxy_user:WPRP;bootfile'
dsacls "CN=Users,DC=test,DC=local" /I:T /G 'TEST\proxy_user:WPRP;bootparameter"

Token registration rights for an extended schema

dsacls "CN=Users,DC=test,DC=local" /I:T /G 'TEST\proxy_user:WPRP;webadmsetting'
dsacls "CN=Users,DC=test,DC=local" /I:T /G 'TEST\proxy_user:WPRP;webadmdata'

Common attributes rights

dsacls "CN=Users,DC=test,DC=local" /G 'TEST\proxy_user:WPRP;mail'
dsacls "CN=Users,DC=test,DC=local" /G 'TEST\proxy_user:WPRP;mobile'
dsacls "CN=Users,DC=test,DC=local" /G 'TEST\proxy_user:WPRP;preferredLanguage’



Password reset rights

dsacls "CN=Users,DC=test,DC=local" /I:T /G 'TEST\proxy_user:WPRP;userPassword'
dsacls "CN=Users,DC=test,DC=local" /I:T /G 'TEST\proxy_user:WPRP;pwdlastset'

Voice rights (if Schema extended)

dsacls "CN=Users,DC=test,DC=local" /I:T /G 'TEST\proxy_user:WPRP;webadmVoice'

Voice rights (if Schema not extended)

dsacls "CN=Users,DC=test,DC=local" /I:T /G 'TEST\proxy_user:WPRP;audio'

4.2 Rights for domain administrator accounts

For domain admin users, you have to configure the rights on the AdminSDHolder object else, rights will be overridden after an

hour.

Token registration rights for a not extended schema

dsaclsc"CN=AdminSDHolder,CN=System,DC=test,DC=local" /I:T /G 'TEST\proxy_user:WPRP;bootfile'
dsacls "CN=AdminSDHolder,CN=System,DC=test,DC=local" /I:T /G
"TEST\proxy_user:WPRP;bootparameter’

Token registration rights for an extended schema

dsacls "CN=AdminSDHolder,CN=System,DC=test,DC=local" /I:'T /G
"TEST\proxy_user:WPRP;webadmsetting'
dsacls "CN=AdminSDHolder,CN=System,DC=test,DC=local" /I:T /G 'TEST\proxy_user:WPRP;webadmdata’

Common attributes rights

dsacls "CN=AdminSDHolder,CN=System,DC=test,DC=local" /G 'TEST\webadm_admins:WPRP;mail’
dsacls "CN=AdminSDHolder,CN=System,DC=test,DC=local" /G 'TEST\webadm_admins:WPRP;mobile'
dsacls "CN=AdminSDHolder,CN=System,DC=test,DC=local" /G
"TEST\webadm_admins:WPRP;preferredLanguage’

Password reset rights



dsacls "CN=AdminSDHolder,CN=System,DC=test,DC=local" /I:T /G 'TEST\proxy_user:WPRP;userPassword'
dsacls "CN=AdminSDHolder,CN=System,DC=test,DC=local" /I:T /G 'TEST\proxy_user:WPRP;pwdlastset'

Voice rights (if Schema extended)
dsacls "CN=AdminSDHolder,CN=System,DC=test,DC=local" /I:T /G 'TEST\proxy_user:WPRP;webadmVoice'
Voice rights (if Schema not extended)

dsacls "CN=AdminSDHolder,CN=System,DC=test,DC=local" /I:'T /G 'TEST\proxy_user:WPRP;audio'

5. SelfDesk Usage

The Self-sService applicationisaccessible via the following address:
https://YOUR_WEBADM/webapps/selfdesk/index.php
and through the WAProxy itis:

https://YOUR_WAPROXY/selfdesk/index.php

User Self-Service Desk

Welcome to the Self-Service Portal at com.
Please enter the required information to login.

Usemname: test-user

Provided by RCDevs Security SA

5.1 Manage personnal information

The Home tab allow you to view and manage account information such as mobile phone number, e-mail address, the prefered

language and change his LDAP password.



User Self-Service Desk

# Home OTP FIDO | 58H | Sign PKlI Logout

Hello test-user.
Welcome to the Self-Service Portal at com.

Usar Information

User Mame: tesi-user
Uszer Domain: Defaul

Mobile Number:  [Not Seff
Email Address:  [Not Saf]
Language: [Not Saf]

2 A

Edit Infermation Change Password

Clickon Edit Information tochange the user’sinformation.

User Self-Service Desk

Login Name: test-user

=, Mobile Number: | 352 123456
=

Email Address: | test-user@rcdevs.com

Language: .EN v
==

Provided by RC

Clickon Update toupdate new information provided on your account.

User Self-Service Desk
# Home OTP  FIDO | SSH Sign | PKI | Logout

Hello test-user.
Welcome to the Self-Service Portal at com.

Usar Information

User Mame: tesi-user

User Domain: Defaul

Mobile Number: 352 123456

Email Address: fesi-usen@rodevs.com
Language: EN

2 R

Edit Information Change Password

Provided by RCI Sacurity 5A




Clickon Change Password and follow the instructions provided to change your password.

5.2 OTP Tokens enrollment

Go tothe OTP tab. Choose the Authentication Settings like Primary/Fallback OTP Method and Push Login.

User Self-Service Desk

# Home OTF FIDO | §8H | Sign PHKI | Logout

Register OTF Token(s} to authenticate at com.
Move your cursor on the (i) icons below for more information.

Authentication Settings

Primary OTP Method: Token v | Reset |
Fallback OTP Method: [Mot Set] ~ | | Reset |
OTP Challenge Timeout: 90 Seconds v | Reset ]
Enable Push Login: @® Yes O No| Reset | @

View My = Primary Token ~ O

OTP Token Status: Not Registered

User Statistics

Login Count: No success & No faillure

Last Login: Naver

Blocking Status: Account active (0 login failed)

5 =
¥ .l i o L
Ljﬁ 0 w 0 v X

Download Token Register Token Resync Token Testlogin Build OTF List

Provided by RCDevs Security SA

Clickon Register Token.Choose between Hardware, YubiKey, QRCode-based or Manual Registration of

the Token according the type of Token you want to register.
5.2.1 Sofware Token

Press | use QRCode-Base authenticator and then a QRCode is prompted as the below example :



User Self-Service Desk

You must first register your Software or Hardware Token to start using it.
The registration consists in gynchronizing a Secret Key and an initial Token state.

Instructions to register a ORCode-based Software Token:
1. Install the Software Token on your mobile device.
2. Start your software Token and Scan the QRCode displayed below.
3. Click the "Register' button below after scanning.

(O 1 use a Hardware Token {Inventoried)

O | use a Yubikey Token (Inventoried / YubiCloud)

@ I use a QRCode-based Authenticator (Time-based)
O | use a OQRCode-based Authenticator (Event-based)
O | use ancther Token (Manual Registration) i ]

Register As: | Primary Token

QRCode:
(Enlarge)
Enter OTP
e
Sl Provided by RCDevs Security SA

Scan the QRCode with your Token application previously installed on your phone. It should create a token entry in your

application and 6 digits code should appears.
Enter the OTP provided by your application. This step is needed only if you are not using Push login. With Push login enabled,

you don’t need to provide the OTP as the registration will be done with a communication coming from OpenOTP Token

application (phone) to the server.

User Self-Service Desk

Your Primary Token has been registerad

Ok

= Provided by RCDevs Security SA

Clickon Test Login to verify if the Software Token has successfully enrolled.



User Self-Service Desk

# Home OTF FIDO | SSH | Sign PKI | Logout

Register OTP Token(s) to authenticate at com.
Move your cursor on tha (i) icons below for more information.

Authentication Settings

Primary OTP Method: Token v || Reset |
Fallback OTP Method: [NotSet] ~ | Reset |
OTP Challenge Timeout: 90 Seconds v | Reset |
Enable Push Login: ® Yes O No| Reset | O

View My  Primary Token ~ @

OTP Token Status: Ok (Disable) (Unregister) 0
Token Type: OATH Tima-based (160 bits)
Time Interval: 30 Seconds
Max Time Offsat: 120 Seconds
User Statistics
Login Count: No success & No failure
Last Login: Never
Blocking Status: Account active (0 login failed)
e
\3 o
Download Token

Enter the OTP from the OpenOTP Smartphone App. (Only without the Push Login.)

User Self-Service Desk

This page allows you to test an authentication with the selected OTP methods.

Checking OpenOTP server status... Ok
Sending OTP authentication request... Ok

Resul:  Challenge
Message: Enter your TOKEM passwornd

Timeout: &7 seconds

CIE |

Continue | Canceal |




User Self-Service Desk

This page allows you to test an authentication with the selected OTP methods.

Checking OpenOTP server status... Ok
Sending OTP challenge response... Ok

Result: Success
Message: Authentication success

o

Provided by RCDevs Security SA

In the User Statistics, there is the Login Count, Last Login and Blocking Status.

User Self-Service Dask

# Home OTP FIDO | S5H | Sign PKI | Logout

Register OTP Token(s} to authenticate at com.
Move your cursor on the (i) icons below for more information.

Authentication Settings

Primary OTP Method: Token || Reset |
Fallback OTP Method: [Not Set] v | Reset |
OTP Challenge Timsout: 90 Seconds v || Reset |
Enable Push Login: ® Yes O No | Reset | ©

View My = Primary Token v O

OTP Token Status: Ok (Disable) (Unregister) B
Token Type: OATH Time-based (160 bits)
Time Interval: 30 Seconds

Max Time Offset: 120 Seconds

User Statistics

Login Count: 1 success & No fallure

Last Login: 2021-08-13 11:01:18

Blocking Status: Account active (0 login failed)

Be L Do o

Download Token Register Tokem Resync Token Testlogin Build OTP List

Provided by RCDevs Security SA

Clickon Resync Token ifthe Software Token is out of sync. Always use an NTP Serveron the WebADM Servers and the

Endpoints.

5.2.2 Hardware Token (Inventoried)

To register an inventoried hardware token, select the correct option as shown in the screenshot below, and you need to provide

the serial number written on the back of the token and the OTP in order to validate the enrollment and to initialize the Token.



User Sealf-Service Desk

You must first register your Software or Hardware Token to start using it.

The registration consists in synchronizing a Secret Key and an initial Token state.

Instructions to register your Hardware Token:

1. Enter the serial number displayed on the back side of your Token.

2. Click the 'Register' button below.

\ @ | use a Hardware Token (Inventoried)
O lusea Yubikey Token (Inventoried / YubiCloud)
O lusea QRCode-based Authenticator (Time-based)

Register As: | Second Token W

Token Serial: | 2308700400845 0

Enter OTP: | sesses

e Provided by RCDevs Security SA

Press Next button and if all information provided can be successfully validated by the server, the token is enrolled on the

account.

User Self-Service Desk

Your Primary Token has been registered

=

Provided by RCDevs Sacurity SA

5.2.3 Yubikey (Inventoried/Yubicloud)

To enroll a Yubikey, select the correct option as shown in the screenshot below and press the Yubikey when you are invited to do

it:



User Self-Service Desk

You must first register your Software or Hardware Token to start using it.
The registration consists in synchronizing a Secret Key and an initial Token state.
Instructions to register your Yubikey Token:

1. Plug the Yubikey in a USB port on your computer.

2. Press the Yubikey button to finish the registration.

O | use a Hardware Token (Inventoried)
@ lusea Yubikey Token (Inventoried / YubiCloud)
O | use a QRCode-based Authenticator (Time-based)

Register As: = Third Token v

[Press your Yubikey]

[ Cancel I

Provided by RCDevs Security SA

If the enrollment finished successfully, a confirmation message like below appears.

User Self-Service Desk

Your Primary Token has been registered

5.2.4 VOICE biometric enrollment

Gotothe View My drop menuand choose Voice Biometrics then click on Click to Register.



User Self-Service Desk
# Home | OTP | FIDO | SSH | Sign | PKI | Logout

Register OTP Token(s) to authenticate at com.
Move your cursor on the (i) icons below for more information.

Authentication Settings

Primary OTP Method: Token ~ | | Reset |
Fallback OTP Method: (NotSet] v || Reset |
OTP Challenge Timeout: 90 Seconds v |H|
Enable Push Login: ® ves O No| Reset | @

View My Voice Biometrics

Voice Login Status: "‘VM\WV'Q

Click to Register
User Statistics
Login Count: 2 success & No failure
Last Login: 2021-08-13 16:35:27
Blocking Status: Account active (0 login failed)

ﬁ i) v _ =

Download Token Register Token Resync Token TestLogin  Build OTP List

Provided by RCH

The Voice Biometrics consists in speaking several times the same secret passphrase.

User Self-Service Desk

The voice registration consists in speaking several times the same secrat passphrase.
To be secure, the chosen passphrase must be long enough (minimum 3 seconds).

Example passphrase: Flease authenficate me with my voice.
Or: My name is tesf-user and my voice is my password,

Provided by RCDew




Repeat the same Passphrase.

User Self-Service Desk

Tha voica registration consists in spaaking sevaral times the same secret passphrase.
To be secure, the chosen passphrase must be long enough (minimum 3 seconds).

Example passphrase: Please authenticaie me with my voice.
Or: My name is tesf-user and my voice is my password.

Again, repeat the same Passphrase.

User Self-Service Desk

The voice registration consists in speaking several times the same secret passphrase.
To ba secure, the chosen passphrase must ba long enough (minimum 3 seconds).

Example passphrase: Please authenticate me with my voice.
Or: My name is test-user and my voice is my password.

Finally, repeat one last time the same Passphrase.



User Self-Service Desk

The voice registrafion consists in speaking several times the same secret passphrase.
To be secure, the chosen passphrase must be long enough {minimum 3 seconds).

Example passphrase: Please authenticate me with my voice.
Or: My name is fesf-user and my voice is my password.

Click to Start

The Voice Fingerprint is successfully enrolled.

User Self-Service Desk

Your voice fingerprint has been registared

Provided by

Clickon Test Login to verify if the Voice Fingerprint has successfully enrolled.



User Self-Service Desk

# Home @ OTP | FIDO | 88H @ Sign | PKl | Logout

Register OTF Token(s) to authenticate at com.
Move your cursor on the (i) icons below for more information.

Authentication Settings

Primary OTP Method: Token ~ | | Reset |
Fallback OTP Method: (NotSet] v [ Reset |
OTP Challenge Timeout: 90 Seconds v | [ Reset |
Enable Push Login: ® ves O No| Reset | @

View My Voice Biometrics

Voice Login Status: Ok (Unregister)

User Statistics

Login Count: 2 success & No failure

Last Login: 2021-08-13 16:35:27

Blocking Status: Account active (0 login failed)

Boe & O =, €

Download Token Register Token Resync Token Testlogin Build OTP List

Hitthe Click to Speak buttonand repeatyour secret passphrase.

User Self-Service Desk

This paga allows you to test an authentication with the selected OTP methods.

Checking OpenOTP server status... Ok
Sending OTP authentication request... Ok

Result: Challenge
Messaga: Enter your VOICE passwaord
Timeout: 83 seconds

e

Click to Speak |
Continue | [ Cancet |

Security SA




User Self-Service Desk

This page allows you to test an authentication with the selected OTP methods.

Checking OpenOTP sarver status... Ok
Sending OTF challenge response... Ok

Result  Success
Message: Authentication success

Lo

Provided by

M Note

For easy interaction with any integrations, the VOICE password can be provided through OpenOTP Token application if the

configuration is allowed in OpenOTP server configuration. The setting to allow that is setto .
VOICE biometric usage for MFA logins requires VOICE option as part of your license. Contact RCDevs Sales team for more

information regarding that feature.

5.3 FIDO devices enrollment

Gotothe FIDO taband click onthefirst Register button available to register the new FIDO device.

User Self-Service Desk

|lHuma|0TP|FIDU 35H|Sign PKIiLnguut'
. | | I I J

Register FIDO Davicas to authenticate securaly at com.
Move your cursor on the (i) icons below for more information.

Device Description Type Action
i T e e e it
Second Device | [Device Not Registered] Register
_Thh:l Device | [Device Not Registered] | Register
;uu;u_w Device ‘ [Device Not Registered] | au:r
_Fiﬁh Device [ [Device Not Registered] Register

Test FIDO Login - Remove All

Provided by RCD SBCLMtY SA

Once you are one the following screen, plug the FIDO device you want to register on your computer and press the red message

which is blinking.



User Self-Service Desk

You must first register your FIDO Device or Token to start using it.
If any of the checks below fails then the registration cannot be done.

Your Web browser supports FIDO: Yes 1 ]
Self-Service URL is enabled for FIDO: Yes

Instructions to register your FIDO Device:

« Plug the FIDO Device in a USB port on the computer.
« Click the blinking message below (or press Enter) to initiate the registration.

« When the device starts blinking, press the button to proceed the registration.

7,

Friendly Name: 0
Device Type: FIDO2

[Click Here or Press Enter]

‘ Cancel ]

Provided by RCDevs Security SA

Once you clicked on the red message, if multiple FIDO devices are detected, you are prompted to choose the one you want to
register. | selected my security key.



Valider votre identité avec rcdevs.com

Sélectionnez une option

s Clé de sécurité USB

[ Cet appareil

Annuler

Friendly Name: 0

Device Type: FIDO2

Cancel

’%ﬂ Provided b

Then | have to allow the access to my security key in order to perform the registration. The key is now ready to be enrolled and

my key (Feitian BioPass FIDO2) is blinking, which means I have to press the key to perform the enrollment.



Autoriser ce site a lire les informations de votre clé de
sécurité ?

rcdevs.com souhaite voir la marque et le modeéle de votre clé de

sécurité
Passer Autoriser

& e

Friendly Name: 0

Device Type: FIDO2

[Press your FIDO Device]

Cancel

After pressing the key, the FIDO device is enrolled and can be used to log in on systems requiring FIDO authentication.

User Self-Service Desk

Your First Device has been registered

Ok

Provided by RCDevs Security SA

You can see now, the key registered on the account :



User Self-Service Desk

Register FIDO Devices to authenticate securely at Active Directory Service Provider name .
Move your cursor on the (i) icons below for more information.

Device Description Type Action

First Device FT BioPass FIDO2 USB FIDO2 | Remove

Second Device i [Device Not Registered] Register
Third Device [Device Not Registered] ‘ Register l
Fourth Device l‘ [Device Not Registered] Register
Fifth Device | [Device Not Registered] : Register l

@°

Test FIDO Login  Remoave All

Provided by

You can test if the key is working correctly by clickingthe Test FIDO login button. My key is detected by my web browser
and is blinking. | have to press the security key in order to be authenticated.

Voulez-vous vous connecter a « rcdevs.com » a l'aide
d'une clé de sécurité ?

Insérez votre clé de sécurité et activez-la pour continuer.

Annuler

I am successfully authenticated, my FIDO device is correctly registered and ready to be used in my company’s FIDO integrations.



User Self-Service Desk

This page allows you to test an authentication with your FIDO device.

Checking OpenOTP server status... Ok
Sending FIDO challenge response... Ok

Result: Success

Message: Authentication success

Provided by RCDevs Security SA

N
AR

5.4 SSH Key enrollment for Spankey usage

Go to the SSH tab. Choose if you would liketo Generate SSH Key, Register FIDO Key, Register PIV Key,

Import SSH KEY or Remove SSH KEY.

User Self-Service Desk

# Home | OTP | FIDO ! SS5H Sign | PKl | Logout
1 L ] | 1 1

( y Register your 35H Key to access 5SH servers at com.
Mova your cursor on the (i) icons below for more information.

No Public Key Registerad

%ﬂ @Bo “o i}lﬂ ]

Generate S5H Key Register FIDO Key Register PIV Key Import S5H Key Remove S5H Key

Provided by R(

Clickon Generate SSH Key toaddthe FIDO Device.



User Self-Service Desk

Please confirm the registration of a new S5H key pair with the following parameters.

“ Key Format | RSA w

Key Length: | 4096 Bits

Provided by RCDevs Security SA

Choose the and the
User Self-Service Desk
Your S3H key pair (RSA 4096 bitz) has been successfully registered.
Please select the export format and click the "‘Download Private Key' button.
Export Format: PuTTy & OpenSSH (ZIP) w
Export Passsword: LT
Download Private Key Back To Self-Service
=i Provided by RCDevs Security SA

Set a strong Password and download the Private Key.

Opening

¥You have chosen to open:

Ll test-user.zip
which is: ZIP file (4.8 kB)
from: https:[[192.168.4.149

What should Firefox do with this file?
Open with Archive Utility (default)

& Save File

Do this automatically for files like this from now on.

Cancel

In the User Statistics, there is the Login Count and Last Login.



User Self-Service Desk

# Home OTP FIDO | 58H Sign PKl | Logout

An SSH public key is already registered on your account and is VALID.
The key does not have an expiration date and will not auto-expira!
The key does not have a maximum usage count!

ssh-rsa |
BAAABINzZaClyc2?EAARADAQABARACAQCIEPiLu+AdrzdHl
TyzoKlUigeEYEaUf¥YulFbxZrhSzJiJzVant éxaxd GgMQO
FolS¥00Ulxy /wlgSdE Wl IWbDLKWORETK
SSH Public Key: | /B+eTuSyCwrBSDpt IXNCEYWnI TEXkWY LY/ nweld6mp6T
//TKRMhazT0d]lcgPHwbsEEKIhr 0XLa0S0S1hVNpd2BNhG
(RSA 4096 Bits) 71g+3foNWXutNIpTiTkLCleLzidg8q32REZNTIInInER]
IhDngMXWQ4 33TrnCR+NEhdv] 9H
JE9IABT99YNLIBbxHY 1k I+ew(PSxiN0THbFzdYhE
St TusMmOMDeROzy 2 FquiGlamd Q0L EVEC tMxm] JHSHEDX3
0aflcBLxJHIAHE/Z11siVe6T7EzyF/J4B309e y

Ao N el TS E T ] e B led PR T F N OO BAT - O E 40 Tar i
User Statistics

Login Count: No success & No failure
Last Login: Never

@ ] fido} - Eﬁﬂ

Renew SSH Key Register FIDO Key Register PIV Key Import S53H Key Remove SSH Key

Provided by RCDevs Security SA

5.5 Submit PDF for Signature

Thenew sign functionality allows the user connected to the Selfdesk application, the possibility to electronically sign a
document. That feature is available since WebADM 2.0.23, Selfdesk 1.2.6 and OpenOTP 2.0. It also requires the OpenOTP Token
application, the Push functionality must be configured in your WebADM infrastructure and a Push token enrolled on the user

account. Gotothe Sign tab.



User Self-Service Desk

# Home OTP | FIDO SSH | SSO @ Sign PKI | Logout

Drag and drop a PDF document to sign it electronically.
Choose Advanced Signature mode to sign a printable document on your mobile.
Choose Qualified Signature to electronically sign with an external signing device.

Signature Mode: = Advanced (Handwriten Signature) v

Drop files here to upload

Provided by RCDevs Security SA

You can choose the Signature Mode you want to use. For more information regarding the 2 modes, please refer to the
REGULATION (EU) No 910/2014 OF THE EUROPEAN PARLIAMENT.

Drag and drop the document you want to send for Signature or click in the white zone to import the PDF you want to sign. Once

the file has been loaded in the Selfdesk application, you will receive a push notification.


https://ec.europa.eu/futurium/en/system/files/ged/eidas_regulation.pdf

User Self-Service Desk

#& Home @ OTP | FIDO | SSH | SSO @ Sign PKI @ Logout

Drag and drop a PDF document to sign it electronically.
Choose Advanced Signature mode to sign a printable document on your mobile.
Choose Qualified Signature to electronically sign with an external signing device.

Signature Mode: | Advanded (Handwriten Signature) v

\\"I

Sending PDF to your mobile phone...
Remaining time: 113 seconds

Provided by RCDevs Security SA

Once the document is uploaded, the user receives a notification on the OpenOTP Token application to sign the document.



SelfDesk

Request From: Default\yoann
Document Name:

APPEL DE CHARGE 2020.PDF
Signature Mode: Advanced

Click the button to review the document:



ETAT DES CHARGES DE COPROPRIETE

L au 311220
2

DEPENSES CHARGES

LIBELLE e COCATIVES FOURNISSEURS

Charges Courantes
01 PARTIES COMMUNES GENERALES

615000 Entretion et petites réparatio

TOTAL 615000 Entratien st patites réparatio

621300 Frais postaux & photocopies

TOTAL 621300 Frais postaux & photocopies
TOTAL CLE 01 PARTIES COMMUNES GENERAL
04 PC3 - CAGE ESCALIERS
602000 Electricité

TOTAL 602000 Electricité

606000 Fournitures

TOTAL 606000 Fournitures

611000 Nettoyage des locaux

On the next screen, you are prompted on your phone to provide your handwritten signature which will be incorporated into the
final document.



Draw your signature here

| provide my signature :



If the PDF contains multiple pages, you are invited to provide your paraphs, which will be incorporated into all other pages.



Place your initials here

| provide my paraphs and then click



The transaction is submitted to the server.



Your response has
been submitted

After that screen, the PDF is auto-prepared by RCDevs Cloud Services with the handwritten signature at the end of the document
and paraphs are added on intermediate pages. On top of that, the PDF is electronically signed and sealed with RCDevs
certificates. If you check the signature validity/status, the status of the signature will depend on the type of mode of signature
(Advanced/Qualified) that has been chosen at the beginning of the workflow to sign that document. For example, Adobe Reader
will by default, show the signature validity in green as soon as the document has been signed with a qualified device. For

advanced signature, it may appear in orange if the certificate authority file of RCDevs is not trusted in Adobe Reader.

Once the workflow is finished successfully, you can see the following screen on the SelfDesk application and the version of the

signed PDF is automatically downloaded.



User Self-Service Desk

| # Home | OTP | FIDO | SSH | SSO Sign PKI @ Logout

Drag and drop a PDF document to sign it electronically.
Choose Advanced Signature mode to sign a printable document on your mobile.
Choose Qualified Signature to electronically sign with an external signing device.

Signature Mode: | Advanded (Handwriten Signature) v

PDF file signed successfully

Provided by RCDevs Security SA

You can verify the electronic signature with Adobe Reader or with a PDF digital signature validator.

ETAT DES CHARGES DE COPROPRIETE

DEPENSES DOMT CHARGES

L LE e TWVA LOCATIVES

FOURNESSELURS

TOTAL 07100 Birmandrtion du sy e

TOTAL CLE 97 WONORARES SYNDHG
TOTAL Charges Couranles
TOTAR POUR LIMMEDILE 007373

Dore af 4360 E schesur- Alzetie, Luxembourg
Ties 17 Aug 2021




See proofs of signatures above.

If you want to involve multiple signatories for the same document, you can send the first signed PDF version to the next person

who should sign it. His handwritten signature/paraphs will be added to the document and the cryptographic proof of the

signature is added after the existing signature block. Found below, the example of the same document signed by 2 persons :

B e art it et e et Thimant wa opclatant afie Saging e Segrabirs Pans I e the Socumerd cangs Rk

Sagninres

i
@
(-4

[El~ veicaie 88

oy e B by e St 01 it L

[Rrev—

ETAT DES CHARGES DE COPROFRIETE

LIBELLE

DEPENEES
e

BONT
TWA

CHARGES
LECATIES

FOURMISSEURS

TOFAL 827700 Reswsneration du vynd
TOTAL CLE 97 HOMNORASES YN
TOTAL Charges Coursmtes

TOTAL MHR LTMMEUELE 807173

Diori 58 4360 Eschsie-Alnofa, | ussmbousg
T 17 Aug 2001
|

Done af 4050 Eschsur-Alnoa, |Luserrboung
Wiend B a0
=

Signatures status are displayed in green in Adobe Reader because | trusted the RCDevs CA certificate in Adobe Reader :




Certificate Viewer

This dialog allows you to view the details of a certificate and its entire issuance chain. The details
correspond to the selected entry.

Show all certification paths found

~ RCDevs Root CA <ca@ Summary  Details  Revocation @I Policies = Legal Notice
Seal Certificate #1 -

This certificate is not trusted.

Trust Settings

Sign documents or data
Certify documents

Execute dynamic content that is embedded in a certified
document

Execute high privilege JavaScripts that are embedded in a
certified document

X X X X X

Perform privileged system operations (networking, printing,
file access, etc.)

Add to Trusted Certificates...

@ The selected certificate path is valid.
The path validation checks were done as of the signing time:

2021/08/17 18:11:10 +02'00"
Validation Model: Shell

OK




Import Contact Settings

This is not needed when signatures are produced by qualified devices because Adobe Reader already trust the Certificate

Authorities used to provide qualified devices.

5.6 User Certificate enrollment

Gotothe PKI tab.Chooseif youwould liketo Add New Certificate, Get Other User Certificate oOr

Get WebADM CA Certificate.



User Self-Service Desk

# Home OTF FIDO | 85H | Sign PKl Logout

No user cerfificate found.

= e \B
Add MNew  Get Other User Get WebADM

Certificate Certificate CA Certificate

i Provided by RCDevs Security SA

Clickon

User Self-Service Desk

# Home | OTP | FIDO | SSH | Sign | PKI Logout

Certificate Password: VeWnHpvd
Creating user certificate... Success
Click Download' to download and install the PKCS12 certificate package on your computer.

This PKCS12 package cannot be re-downloaded later!
The certificate password is required during the cerificate package installation.

=3 -

Provided by RCDevs Security SA

Download the New Certificate.

Oper est-user.pl12

You have chosen to open:

C) test-user.p12

which is: P12 file (2.4 kB)
from: https:[[192.168.4.149

What should Firefox do with this file?
Open with Keychain Access (default)

® Save File

Do this automatically for files like this from now on.

Overview of all the users’ certificates. Download, Renew or Delete a certificate.



User Self-Service Desk

# Home OTP | FIDO  SSH | Sign | PKI | Logout
Click the actions in the table below to download, renew or delete your certificates.

Serial Name Valid From Valid To  Status  Actions

2 Defaultitest-user | 13/08/2021 | 13/08/2022 @ Valid oo

© & @

Add New  Get Other User Get WebADM
Certificate Certificate CA Certificate

Provided by RC
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