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Bi Remote Desktop Web portal and Gateway

Remote Desktop Services Windows RDWeb RDGateway NPS

How To Configure MS Remote Desktop Services and RDWeb portal with OpenOTP

M Note

OpenOTP plugin for Remote Desktop Web portal works on Windows Server 2012, 2016, 2019 & 2022.

1. Prerequisites

1.1 Remote Desktop Services Infrastructure

In this post, we will assume an existing Remote Desktop Services infrastructure installed and available. This post will not cover
how to set up RDS. Please refer to the Microsoft documentation and/or the TechNet blog for details about how to install and

configured Microsoft documentation.

1.2 WebADM/OpenOTP/Radius Bridge

For this recipe, you will need to have WebADM/OpenOTP installed and configured. If you would like to have Push Login Mode
then Radius Bridge needs to be configured. Please, refer to WebADM Installation Guide, WebADM Manual and Radius Bridge to do
it.

2. How to Secure RDWeb Access with OpenOTP

2.1 RDWeb Authentication Workflow (Challenge Mode)


http://127.0.0.1/tags/remote-desktop-services
http://127.0.0.1/tags/windows
http://127.0.0.1/tags/rdweb
http://127.0.0.1/tags/rdgateway
http://127.0.0.1/tags/nps
https://docs.microsoft.com/en-us/
http://127.0.0.1/howtos/webadm_install/webadm_install/
http://127.0.0.1/howtos/webadm_admin/webadm_adm_guide/
http://127.0.0.1/howtos/radius_bridge/rb_manual/

RDGatewsy

. User Access to RDWeb login page, provide Username/Password. Credentials are sent to Kerberos.
. Credentials are validated between RDWeb and Kerberos services.
. If credentials are correct then a Kerberos ticket is provided to RDWeb for this user.

. Once the first validation with Kerberos is ok, an OpenOTP login request is sent from the OpenOTP RDWeb Plugin

installed on RDWeb server to OpenOTP server.

. If LDAP Credentials are validated by OpenOTP server, then a challenge request is sent by OpenOTP to the RDWeb and

will allow the user to provide the OTP.

. The user is prompted to enter his OTP. The OTP is sent back to the OpenOTP server through the OpenOTP RDWeb
plugin.

. OpenOTP validates the OTP provided by the User.
. Ifthe OTP is validated by OpenOTP server then the authentication is a success.

. The user has logged on the RDWeb interface and is able to download RDP files.

2.2 RDWeb Authentication Workflow (Push Login Mode)



10.
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. The user initiates an RDP session with an RDP file previously downloaded from the RDWeb server.

The RDP connection start through the RDP client. The RDP client contacts the RDGateway. The RDGateway

communicate with NPS to check users policies and resources allowed for this user.

At this step, the first validation with Kerberos is in progress.

. A Kerberos ticket is created for this user and send back to NPS.

NPS act as a PROXY RADIUS too. Once NPS has received the Kerberos validation, a RADIUS Access-Requestis sent to
Radius Bridge by NPS.

. The Radius Access-Requestis translated into a SOAP Login requestby Radius Bridge product to be managed by

OpenOTP server. OpenOTP will validate LDAP credentials and send a push login request to the user’ mobile.

. If LDAP Credentials are validated by OpenOTP server, then a push login request is sent RCDevs Push servers.

RCDevs Push Servers communicate with Google/Apple Push services.
Google/Apple services. send the push notification on the user’s mobile OpenOTP.

The user receives the push login request on his phone and has to Accept or Reject the login attempt.



11. The response from the mobile is sent to WAProxy server and WAProxy forward the mobile response to OpenOTP server.
12. OpenOTP manages the response and accept or reject the login attempt according to the mobile response.
13. OpenOTP sends a SOAP access acceptrequest to Radius Bridge.

14. Radius Bridge translates the SOAP request into a RADIUS request. The response is sent to NPS. NPS receives the
authorization from the RADIUS server to allow the connection for this user. The user is successfully authenticated in
2FA.

15. RDGateway allows the user to access to Session Hosts according to policies configured on NPS for this user and

resources allowed.

3. OpenOTP Plugin for RDWeb Installation

OpenOTP plugin for Microsoft RDS has to be installed on every RDWeb servers you have. You have to download the plugin on
RCDevs Website at the following links OpenOTP Plugin for RDWeb Gateway.

A Note

Administrative/elevated permissions are necessary on any workstation to correctly set up and/or change the OpenOTP Plugin for
RDWeb’s configuration. Please, run the Windows PowerShell as Administrator. Right click on the Windows PowerShell then select

Run as Administrator.



https://www.rcdevs.com/downloads/Integration+Plugins/
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Extract files from the archive on your RDS server(s), run the MSI file in the Windows PowerShell as Administrator and click on



ﬁ OpenCTP-RDWeb (64 bit) Setup —

1k
-
O Welcome to the OpenOTP-RDWeb (64
> = bit) Setup Wizard
Ie)
v The Setup Wizard allows you to change the way
= OpenOTP-RDWeb (64 bit) features are installed on your
= computer or to remove it from your computer. Click Mext to
Lj continue or Cancel to exit the Setup Wizard.
9]
Q
wn

O

Back Mext Cancel

Accept the End-User License Agreement and click on Next .

ﬁ OpenCTP-RDWeb (64 bit) Setup

— *
End-User License Agreement RC DEVS

Please read the following license agreement carefully

RCDEVS OpenOTP-RDWeb LICENSE AGREEMENT -~

RCDewvs OpenCTP RDWeb Access ("OpenCTP-RDWeb™)
Copyright (c) 2010-201% RCDewvs SA, All rights
reserved.

IMPORTANT: READ CAREFULLY: By using, copying or
distributing the Software Product you

accept all the following terms and conditions of the
present OpenlID License Agreement ("Agreement™) .

If yvou do not agree, do not install and use the w

A1 accept the terms in the License Agreement

Print ' Badk Mext ' Cancel

On the next page, choose your default folder location and click on Next .




ﬁ OpenCTP-RDWeb (64 bit) Setup

= >
Custom Setup
Select the way you want features to be installed. :EIC Devs

Click the icons in the tree below to change the way features will be installed.

OpenOTP-RDWeb (54 bit) Setug

This feature requires 2KB on your
hard drive. It has 1of 1
subfeatures selected. The
subfeatures require 4202KE on your
hard drive.

Browse...

Reset Disk Usage | Back [ _mext || cancel

On this page, you have to configure one of your WebADM servers URL. If you are running a WebADM cluster, then both OpenOTP
URLs should be automatically retrieve in the Auto mode. If your OpenOTP URL(s) can not be automatically retrieve, then

configure URL(s) manually like below :

#F OpenOTP-RDWeb (64 bit) Setup =

Configuration 1/5
Setup server URLs, default domain, login text and dient ID E/c Devs

(&) Auto i Manual
WebADM URL:
|htu:|s:,r,.rlgz. 168.3.64 Configure

Server URL: {mandatory)

Ihttps:y'_,"lgz. 165, 3.64:8443 fopenotp/
additional Server URL: {optional)

@ @

Ihtu:s:,"_."lgz. 168.3.65:8413 /fopenotpf
Login Text: {optonal)

IWork Resources

9

Client ID: {optional)

=

©

Back | Mext Cancel

On the next page, the WebADM CA certificate is automatically retrieved and configured if you have chosen the Auto mode to
return OpenOTP URL(s). Every other settings are optional. If you’d like to use a client certificate for enhanced security, please use
this next screen to provide the detail. Clicking on the question marks (?) will provide additional help during the installation

procedure.



ﬁ OpenCTP-RDWeb (64 bit) Setup >

Configuration 2/5 ‘ Rc Devs

Setup security using a PEI. J

The following settings are generally not reguired.
They are applicable only if you have set the Server URL with HTTPS in the previous
step.

Certificate Authority File: (optional)
C:\Program Files\RCDevs\0penOTP RDWeb Access'ca. crtiIF|

Certificate Eile: (optional)

| )

Certificate Password: {optional) _
|| | @

Confirm Password:

|| |
Badk ' Cancel

Click Next and the next page allows you to configure failover with OpenOTP, SOAP request timeout and UPN Mode. Keep the

default configuration if you are not sure of what you need. Click on Next .

[ RCDevs OpenOTP-RDWeb (64 bit) Setup X

Configuration 3/5 ( ~
Setup preferences for this machine. B/C DeVS

The following settings are for advanced configurations.
You should keep the default values here.

SOAP Timeout: (Default 30)

(i
Server Selection Policy: (optional)
Ordered (Default) v |

Back | Next | | Cancel

On the next page, you can configure a custom message when users need assistance.



ﬁ OpenCTP-RDWeb (64 bit) Setup x
Configuration 4/5 ‘
Setup user assistance information, Rc Devs

The following settings are assistance information for users,

Support Information: (optional) Ctrl+Enter for new line

SSLS)

= e

Clickon Next . On that page, you can configure the reverse-proxy address(es) of your reverse-proxy if you are accessing RDWeb
portal through a reverse-proxy. This is usefull for WebADM in order to know the real end-user IP in WebADM logs instead of the
reverse-proxy IP(s). It is also usefull for WebADM if you want to use the Per-Network Extra Policies featureinyour

RDWeb client policy.

#F OpenOTP-RDWeb (64 bit) Setup

*
Configuration 5/5 ‘
Setup RDWeb specific configuration infos B/c Devs

Authorized Proxies IPs (optional) :

192.168.3.1 7Y

= cars

Clickon Next and Install.



ﬁ OpenCTP-RDWeb (64 bit) Setup

— X
Ready to install OpenOTP-RDWeb (64 bit) ( RCDevs
\/ security solutions

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back | Instal | | cancel

Installation is complete. Clickon Finish .

E OpenCTP-RDWeb (64 bit) Setup = =

Completed the OpenOTP-RDWeb (64 bit)
Setup Wizard

wn
V<
O
4t
>
Q

v Click the Finish button to exit the Setup Wizard.
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-
Q
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A Plugin Installation

Repeat this procedure on every RDWeb servers!

You are now able to log in on your RDWeb server with OpenOTP. Go to your RDWeb page and please enter your credentials:



S e
T

. Work Resources
2 RemoteApp and Desktop Connection

Help

Domain\user name: lnd.rtdevs.:om\adminiwawr

Password: |

Security

Warning: By logging in to this web page, you confirm
that this computer complies with your arganization’s
security policy.

To protect against unauthonzed access, your RD Web
Access session will automatically time out after a period
of inactivity. If your session ends, refresh your browser
and sign in again.

B8 Windows Server 2012 R2 Microsoft

A WebADM Authentication Policy

Here, WebADM is configured with the authentication policy LDAP + OTP but, LDAP credentials are not checked by
WebADM/OpenOTP but by Windows. In any case, OpenOTP will only check the OTP password.

Enter your OTP password on the next screen and clickon Submit .



o Mo e A
Work Resources - _

RemoteApp and Desktop Connection

Activate U2F Device

Token: bm-Ti me-Password

Remaining time 75 seconds

[Sao ] o)

= Widous enver 20282 Microsoft

And you are logged on:

T mT—————h
Work Resources -

Remoteldpp and Desktop Connection

RemoteApp and Desktops Help  Signout

Current folder: /

o B

Caicuiator Paint

It’s done for the RDWeb.

3.1 Enable MFA for the RDWeb Apps.

If you have Remote applications accessible through RDwWeb portal, and you want to secure these applications access with

OpenOTP , you have to install OpenOTP Plugin for Windows Login.



https://www.rcdevs.com/downloads/Integration+Plugins/

.‘- Work Resources

2% Remotefpp and Desktop Connection

RemoteApp and Desktops

Current folder: /

> = —
2 P = =
Calculator Faint Server WordPad
Manager

[Server Manager

%5 RemoteApp

Starting your app

‘;‘;.

Server Manager

Configuring remote session...

> Show Detais

CP-win-2022

Supportr (user1)

192.168.4.151

Help

Sign out



Login success!

You are connec

s Server Manager - O X

«« Dashboard

I8 Dashboard WELCOME TO SERVER MANAGER

B Local Server

ii All Servers

WHAT'S NEW T .
Hide
LEARN MORE
To enable for every connection, even if you close the published app, follow
these steps:
To ensure is required for every connection, you need to activate the

option. This can be done under the host machine
(Windows server).



Configuration Steps :

> Login with an administrator account, press “Window” + “R” to launch the “Run” window.

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | I v
O This task will be created with administrative privileges.

> Enter “gpedit.msc” and press “Enter” to enter the local group policy editor.

JibleiEActon S iaw ANkt
esmoz Bm

11/ Local Computer Palicy S Conana by ——

i Tm:‘m?n;hm Select an item to view its description.  Name E
b ) Windows Settings & Computer Com’lngummn
b [ Administrative Templates W User Confiapmation
4 &, User Configuration
b ] Software Settings
p ] Windows Settings
b 5 Adminitrative Templates

Extended 4, Standard //

> Find ® Computer Configurations-> Administrative Templates-> Windows Components-> Remote Desktop Services-> Remote

Desktop Connection Host-> Session Time Limits.



File Action View Help

e 2@ = B T

| HomeGroup
p 1 Internet Explorer
| Internet Information Services
b | Location and Sensors
| Maintenance Scheduler
] NetMesting
1 Metwork Access Protection
1 Network Projector
| OneDrive
] Online Assistance
[} Password Synchronization
7| Portable Operating System
[} Presentation Settings
4 | Remote Desktop Services
7 RD Licensing
b ] Remote Desktep Connection Cli
4 | Remote Desktop Session Host
] Application Compatibility
1 Connections
|| Device and Resource Redirectio
1] Licensing
[ Printer Redirection
7 Profiles
) BD Connection Broker
¢ 1 Remote Session Environment
(7] Securi

| Temporary folders )

7RSS Fand:

~ [ sesipaTinepns - 1

Select an item to view its description,  Setting

22| Set time limit for disconnected sessions

Set time limit for active but idle Remote Desktop Services se...
\E| Set time limit for active Remote Desktop Services sessions

/] End session when time limits are reached

|22 Set time limit for logoff of RemoteApp sessions

< W

State
Not configured
Mot configured
Not configured
Mot configured
Mot configured

Wl | >

> Select “Set Time Limit for Logoff of RemoteApp Sessions”, right click to select “Edit”.

W Lecal Group Policy Editar
File Action View Help

e @z Bmlr

» || Remote Session Environment
(5] Security
" Session Time Limits
[ Temporary folders
[ RSS Feeds
] Search
7] Security Center
1 Shutdown Options
) Smarnt Card
(21 Software Protection Platform
"] Sound Recorder
[ Speech
= Store
[ Syne your settings
» [] Tablet PC

| MetMeeting
B OneDrive Set time limit for logoff of
(2] Online Assistance
RemoteApp sessions
21 00BE
7] Portable Operating System Edit policy setting
[ Presentation Settings
[ Push To Install Requirements:
~ (2] Remate Desktop Senvicas At least Windows Server 2008
(] RD Licensing e
) i Desc
> (1 Remote Desktop Connection Client ?hkmmsﬂﬁm TR
w | Remote Desktop Session Host specify how long a user's
() Application Campatibility pp session will remain in
] Connections a disconnected state after closing
. oo all RemoteApp programs before
= D_ev‘celnndnsoutelladracbor the session & logeged off from the
[ Licensing RD Session Host server.
] Printer Redirection =l
] Profiles By default, if a user closesa
(] RD Connection Broker RemoteApp program, the session
is disconnected from the RD

Session Host server, but it is net
legged off.

If you enable this policy setting,

Remoteldpp session will remain in
a disconnected state until the time
limit that you specify is reached.
When the time limit specified is
reached, the session
will be logged off from the RD
Session Hest server, If the user
starts 8 Remotelpp program
before the time limit is reached,
the user will reconnect to the

tting
Set time limit for disconnected sessions

= Set time lirnit for active but idle Remote Desktop Senices
o Settime limit for active Remote Desktop Services sessions
End session when time limits are reached

W

P

> Select “Enabled”, and select a time at the options for “End a disconnected session”, and then click “OK” to apply the

configurations.



& Set time limit for logoff of RemoteApp sessions O X

Set time limit for logoff of RemoteApp sessions T
() Not Configured ~ Comment:
(®) Enabled N
(O Disabled
Supported on: [ At |east Windows Server 2008

Options: Help:
RemoteA| ion logoff delay: This policy setting allows you to specify how long a user's ~
| ~SMOe pp sesmon ogo B RemoteApp session will remain in a disconnected state after
Immediately | closing all RemoteApp programs before the session is logged off
- from the RD Session Host server.

By default, if a user closes a RemoteApp program, the session is
disconnected from the RD Session Host server, but it is not
logged off,

If you enable this policy setting, when a user closes the last
running RemoteApp program associated with a session, the
RemoteApp session will remain in a disconnected state until the
time limit that you specify is reached. When the time limit
specified is reached, the RemoteApp session will be logged off
from the RD Session Host server. If the user starts a RemoteApp
program before the time limit is reached, the user will reconnect
to the disconnected session on the RD Session Host server.

If you disable or do not configure this policy setting, when a user
closes the last RemoteApp program, the session will be
disconnected from the RD Session Host server but it is not v

oK Cancel Apply

Now you can use the gpupdate /force command in PowerShell to forcibly update Group Policy.

4. How to configure RDGateway with NPS and OpenOTP over RADIUS

A\ Push Login is mandatory in that scenario

The RDS scenario with NPS, OpenOTP and Radius Bridge can only work with the push login infrastructure. NPS didn’t manage the
RADIUS challenge, that’s why it’s mandatory to use the Push login.

4.1 Workflow



10.

11.

12.

OpenOTP

. The user initiates an RDP session with an RDP file previously downloaded from the RDWeb server.

The RDP connection starts through the RDP client. The RDP client contacts the RDGateway. The RDGateway

communicate with NPS to check users policies and resources allowed for this user.

. At this step, the first validation with Kerberos is in progress.

A Kerberos ticket is created for this user and send back to NPS.

. NPS act as a PROXY RADIUS too. Once NPS has received the Kerberos validation, a RADIUS Access-Requestis sent to

Radius Bridge by NPS.

The Radius Access-Requestis translated into a SOAP Access request by Radius Bridge product to be managed by

OpenOTP server. OpenOTP will validate LDAP credentials and send a push login request to the user’s mobile.

If LDAP Credentials are validated by OpenOTP server, then a push login request is sent RCDevs Push servers.

. RCDevs Push Servers communicate with Google/Apple Push services.

The user receives the push login request on his phone and has to Accept or Reject the login attempt.
The response from the mobile is sent to WAProxy server and WAProxy forward the mobile response to OpenOTP server.
OpenOTP manages the response and accept or reject the login attempt according to the mobile response.

OpenOTP sends a « SOAP access accept » request to Radius Bridge.



13. Radius Bridge translates the SOAP request into a RADIUS request. The response is sent to NPS. NPS receives the
authorization from the RADIUS server to allow the connection for this user. The user is successfully authenticated in

2FA.

14. RDGateway allows the user to access to Session Hosts according to policies configured on NPS for this user and

resources allowed.

4.2 RDGateway Configuration

We will start by configuring the RDGateway component. Open the RD Gateway manager console.

Right click on > >
o0 W YO_RDS2 Peur relichar volre soUMs, apPUYeT sur : Control-3
n m A @ @ @ o (¢ 4
) D Gateway Manager - o *
File Action View Help
e 2m Him
(B RD Gateway Manager Connection Authorization Policies Actians
v 3 RD52 (Local) : —
v & Poiicies A Remate Desktop cornaction suthorzation polcy (RD CAP) alkows you 1o spechy the usen who can comnect J&-nmmm.. -
Connectio = ** ST 2 S e Create Mew Policy 3
Resource £ Creste Neaw Pobicy 3 T - Configuee Central AD ...
Meniterng Configure Central RD CAP Custom U Grouspas Clent Computier Groups i ;
View
g ; 7 Refrech
Refresh E Help
Help
< >

' Pocofp;mchm authonization policies currenty exisi. To creale a policy. in the Action pare, click Create
New Policy

< >

Create a new connection authorization palicy (CAP).

You will be prompted to the following screen:



Peur reliicher votre scuris, appuyer sur ; Conirol-X

LY N % YO_RDSZ
n = A & B @ @ @ 4
&
File Action View Help
4= uh| il H 5D
i@, | Create New Authorization Palicies Wizard X f—
v
r_ -

“‘ Creale Authorization Policies I'BILRIJ Galeway

128

You can use this wizard to create new sushorizasion policies. A Remote Deskiop connection
authorization policy (RD CAP) allows users io access the RD Gabeway server, A Remols
Desktop rescurce sutherization polic: AP sllows users I connect I remole compulers
o the netwark by using AD Gateway, You can use tes wizard ko creste both fypes of
muthorizasion policies

Select the types of suthorizaion policies to creste
&) Create & RD CAP and & AD RAP fmcommended)
Creste ordy s FD CAP
() Creste oy a AD RAP

g, Unii you create both a RD CAP and a RD RAF. users cannot connect i network: resources
thezigh thia RD Galeway srver

Action: In progress.

Select option and click .

Provide a name for your RD CAP.



L R N & ¥YO_RDS2 Pour reliches voire souris, appuyex sur : Condral-3
n = A = @B @ 4 ] 4

i

File Achion  View Help

- = [ 7]

i@ | Create New Auther

L = |
u— Creale an RD CAP »
».y |

on Palicies Wizard x

An RD CAP sllews you io salact the usars that can
this RD Gateway server
yp# & rama for the RD CAP

snmact i & remote compussr by using

=" G

€ >

Action: In progress




OpenOTP

Select your user group and a computer group membership.



Create New Authorization Policies Wizard

Mh,ﬁm:ﬁdﬁﬂmﬂﬂlhmﬁdﬂdﬁmﬁﬁﬂtﬁ?ﬂm
computers that are members of these groups can connect to this RD Gateway server.

Clent compuier group membersiap foptional)

Select Requirements
Authorization Pollcies Select at least ane supported Windows authentication method. i you select both methods, users
Clonacion Ao Pty tha uie ether method vl be akowedto connect
| Feasees [ ] St
Device Redrection
Session Timeout
KGE : Add the user groups that wil be associated wih this RD CAP. Users who ane members of these
Resource Authodzation Policy groups can connect to this RD Gateway server,
L oy User g Pembersp regures)
AddGrop..
Hlowed Pods —
RD RAP Summary . H—.|
Corfim Pobicy Creation




Pour relicher voire souris, appuyez sur ; Condrol-¥

LR N % YO _RDS2
n = A, « @ @ 4 (@] ‘
@
File Action View Help
b = o
Y | Create New Authornzation Policies Wizard X p—
v - o o
& . Enable or Disable Device Redirection »
»

Authorizsion Foboes Specly whether 1o enable of disable Bcoess 1o local chert devices and Festurcas in your remole
session for cents that connect by using RD Gatewsy

Ragursmarts
m RO Gateway device redirection should anly be used for trusted cherts unning Remate Desidop
Comnection

() Enable device nedrection for all chent devices
Desable dewvece redmction far the follovang clent device types

[ Oy sl chart cormactions 1o Ramote Desbice Sesson Host servem that enforce RD
Gateway device redrection

<meta G

progress.

Action




LR N ¥ YO_RDS2
n = A, « @ @ 4«4 &) i

i

Fidle Action  View Help

in = oyl 7|

E.]. Create New Autherzation Policies Wizard

w -
‘L . Sel Session Timeouls
L%

Speciy meout and reconnection seftings for remote sessions

[ Erubie iche timeout

Desconnect sesmon after idie for

Resource Authosization Polcy |j Enable session trmeout
User Groups b
Network Fissource Tims out wession sher

After session tme ot is reached

< >

Action: |n progress..

Pour nelicher voire souris, sppuyez sur : Control-K




Create New Authorization Pelicies Wizard

, RD CAP Setlings Summary
a4
Authortzation Polcies
You have specied that an RD CAP with the following settings ba created:

Resource Authodzation Polcy
User Groups
Network Resouce
Mawed Ports
RO RAP Summary
Confirm Policy Craation

I the user is a member of any of the following user groups:

SUPPORT20\Domain Adming

if the client computer is a member of any of the following computer groups:

Mot applicable [no computer group is spechied)

:Ilu user uses the following supported Windows authentication methods:
‘assword

Alow the user to conned! to this RD Gateway server and disable device

redirection for the following client devices:

ot appicable (device redrection is allowed for al cent devices)

After the idle timeout is reached:

- Not apphcable o ide tmeout)

After the session limeout is reached:

« Not applcable (no sebsion tmeout)

s [e5]




[ R X | & ¥YO_RDS2 Pour reliches voire souris, appuyex sur : Condrol-3
un = A « @ @ 4 @ 1

L=

File Action  View Help

i mh 1l 7

i@ | Creste New Authorization Policies Wizard M [r—
v . r... -
& . Creale an RD RAP 4
»é
»
futhonization Pobces - -
L % m An AD RAP allows you 10 select the netwirk resouwrces thal users Can cinnect o remotely by
Connecton Authonzaton Poloy usmang thes RD Gateway server
Racurenrts Type & name for the RD RAP.
Device Redirection
Session Timeout
L
e e
¢ >

Action: In progress.




Create New Authorization Policies Wizard

% Select User Groups
<4

Authorization Policies Add the user groups that wil be associated with this RD RAP. Users who are membens of these
R
. on Athorzaion Pekcy groups can connect to network resources remotely theough RD Gateway
Requirements
Device Redrection ¥ you have just cofigured a RD CAP by using ths wizard, the same user group that you
associated wih the RD CAP will be speciied. To specfy anciher group, clck the grup that you
Session Tmeout want to remove, chck Remove, and then cick Add Group,
RD CAP Summary
Resource Authorization Policy
Netwadk Resource SUPPORT20:\Domain Admins Add Group..
Alowed Posts
RD RAP Summary
Confim Policy Creation

chowan | et |




n = A,

.

File Action View Help

e Hmm H
|

Autharization Pobces

<

Action: |In progress..

% YO_RDSZ
4 [0 4

| Create New Autherization Policies Wizard

v -
& Select Network Resources
124

Users can connect 1o netwosk: resources by using D Gateway. Netwodk resources can inchude
compuiers in an Adiive Diveclory Domain Senvices securty group or 8 Remate Desidop server fam
Specify the network resource available to remaote users by doing one of the following

() Select an Active Directory Domain Services network resource group

() Selact an musting RO Gateway mansged group or creste & new ons

() Alow users to connect to any network resource [computer)

P
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Pour reliches voire scuris, appuyez sur ; Control-3
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File Action View Help
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{ Create Mew Authorzation Policies Wizard > =
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~ = E
Select Allowed Ports
Ahorizaion Plicies By defaut, Ramote Deskiop Services cherts conrect 1o netwark nescurces remately theough port Ly
3323, the pod waed for Remcle Desidop Profocel (RDF) connections. Specy whether to use port
Connection Authorzation Policy 3359 or arsther port
Fegurerarts
Device Redirecton
Session Timeout &) Mlow eormsctions onky 1o port 3389
RD CAP Summary
Fesource Authoazation Polcy () Alow connections o thess ports
User Groups

Networs Resource

To speciy mare than cne por, type the port mumbers separated by a sem-colen. For example
33853350

) Mow connections ta any pot

< Previous Cancel

<

Action: In progress..




Create New Authorization Policies Wizard

4
' @ RD RAP Settings Summary
PAuthorization Policies
Cannection Authorization Policy You have specfied that an R RAP with the folowing settings be crealed:
y the user is a member of any of the following
. ) useris a user groups:
Dot Fndiecton SUPPORTZD Donan s
Sesson Timeout then the user can connect remotely through RD Gateway to any computer on the
e Y wﬁHMMIoMMMMMMimm
Resource Authorization Policy

following P\‘.I‘Il-:
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| Create New Authorization Policies Wizard X —
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1 u‘: Confirm Creation of Authorization Policies
N>
Confirm Policy Creation '
1 The RDCAP “ROCAP” has been successfully craated
1 The AD RAP "RODRAP™ has been successhily created
-

b

Mot applicable (device redinection 15 allowed for all client devices)
YA e

< »|< >

Action: |n progress..

The configuration wizard is now finished.

Now click right on your server name under RD Gateway Manager console and select
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~ § RDS2(Local) I | RD5Z {Local) e
w Policies Do not mansge this server tus: RDS2 - x
Conr . e ; Du not rmanage this se...
ey Expont pokicy snd configuration settings sonfigured ae a RO Galeway s iie o Tt il i
| Momstort import policy and configuration settings 1ty conhguration, chok the ink prowided n each configurstion task 2
g lecyy 8
»\! P e Configur Tasks port policy and conf...
; = Properties
Wiew * gnot yet installed or View or modify certificate properties ™%
View b
Refresh
efres 3 Refresh
s RDS2 -
Help H Hep
Connection Status
Total number of connections ] 3 Monitor active connections
Number of users connected to this 0
server
Hurniber of reseurces that users are o
connected to
Configuration Status
1 Connection authorization policies i 7 View connection suthonzstion policies
[} Resource authorization palicies 1 3 View resource sutharization polices
i Gateway server farm members 1] B3 Add RD Gateway Server Farm members
< b |
View or modify settings for the selected BD Gatewsy server

Underthe SSI, Certificate tab,selectyour Certificate signed by your CA or select a self-signed certificate. On my side, |

select a certificate issued by my internal CA.
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View  Help
& RD Gateway Marages

i RDS2(Local) I
Policies

w

Server Farm
Gonaral

Rudting
551 Centficate

55L Brdging Mesasgng
Tranapon seengs RO CAF Stom

Centficate s reeded for secure communscation of HTTPS/UDF bstenans and for NAP
messagng Certficate it aulomaticaly bound to the corfigured HTTP and UDP pords

Connection Authorization Policies
Resource Authorization Palicies
Monitoring

U A ForAD Gateway o hunction comectly. you must select an exising 551 cerficate or
Import Certificate
i cartficates are cumently ratalisd

Ta view o install 8 carvhicals, select the carthicats that you want 1o, and then chek \View Consficate. To import &
certrhcate 1o the RD Gatewsy serves. select the certficate. snd then click Import

lssued b0 s by Feendas Pupcss Expiration Dste  Remark
59 A0S yorcdews.  CA el Auttwrticabo 20 Vislid Cotificste
ColRDS2yordevs . RDS2yorcdevscom  Server Autherticati . 7/12/2019 kel Cantficate
[ Show s cedficates in fLocal Computer) Personal store oot Cancel
i T 75 MO DEnCE TR0 T T Wy MO
"~ Corificales {Local Computer)Fersonal store
0K Cancel .

Panat rellichar volre touris, dapuyel e : Contral-N

e
- RDS5Z (Lecal)
XK Danot manage this se...
Export policy and confi...
Imgeort policy and conf...
Properties

WVhew J

i Refresh

-
¥ H Hep
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[} A iz, [ 5 E
. :curce uthorization Policies Cotlatelin o y of HTTPS/UDP bat andfor MAP Export policy and condi.
Monitoning

messagng. Cenficae i atomaticaly bound io the corfigured HTTP and UDP ports mpont policy and cont

B t
1. The folowing cedficale s instaled on RDS2 Toperties
WVhew ]
3 Refresh
lamund to RADS2 yordeve.com
lasued by A | H Hep
Expration date 141172020 e
Specky the type of S5L centficate 1o moor for the: RD Gatevsy server by doing one of
the followng =
_) Create & saf-sgnad cetificate
G

Selact an mosting cetficate from the R Gatewsy RDS2
Castficales (Local Compubier)/Personal stare

= Import & cestficate into the RD Gateway RS2
~ Cortficates (Local Computer) Personal store

s

My certificate will now be used to trust the Gateway.

Now, go to and choose the location of your NPS server. On my side, NPS is installed on the same server.
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stored on the local or centrsl server that is ranning Network Policy Server (NPS mport policy and conf
Properties
Whew b
) L NP5
@) Local server nunning N ) Refresh
i Use FID Gatewsy Manager tp manage AD CAPs
T, H Hep
=
() Contral sarver nnning NP5
1 Use the central Network Polscy Server snap-in to manage RD CAPs andio
erdorce healsh policies for clierss o]
Eriter & name o IP address for the server ruming NPS
Oweder DS Hame:
Carce
« 3

Under the tab, add your current RD Gateway server(s).
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RO Gataveary sarver
Femcte Desiop Gateway server farm status
o 0 Detod
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The configuration of RD Gateway is now finished!

4.3 NPS Configuration

We will now configure the NPS component. NPS manages which user is able to log in on which resource, the authentication

method...

First, we will configure a and edit the default group
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- RADIUS Clients and Servers
3 RADIUS Chents
15 Remnote RADIUS Server Groups
| Policies
&S Accounting
i Termplates Management

o YO RDS2 Posar relicher votre souris, apeayer sur ; Contral-i

Remote RADIUS Server Groups

g Femote RADIUS server groups slow you to specy where 1o farnvard connection reduasts when the local NP5 server is configured s 2
Uyl RADIUS promy

Group: Mams
i3(TS GATEWAY SERVER GROUP

Right click > Properties on the

Server.

button to add a RADIUS

. Under the General tab, click

is my Radius Bridge server installed on my OpenOTP/WebADM server.
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w RADIUS Clients and Servers

§ RADIUS Chents ] Add RADIUS Server
15 Remate RADIUS Server Groups
| Policrm | Addmss  Auhenicaion/Accouniing  Load Balancing
& Accounting G
i Ternplates Management ﬂ Selact an mesting Ramote RADILS Servers templste

Hone

Server
182168354

L

On the Authentication/Accounting tab, configure your Radius secret.

Types the name o IF sddress of the RADIUS server you want 1o add

4

Prost rellicher votre sours, apsuyes wr ; Contral-%

o znm B m
@ NP5 [Local) Remote RADIUS Server Groups

wiher the lecal NPS server is configuied a6 8
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15 Remote RADIUS Server Groups
| Policies
&S Accounting
i Termplates Management

w YO_RDS2 Posat rellicher vetre souris, appuyes wr : Control-3

Remote RADIUS Server Groups

j Add RADILS Server o | Mhenthe local NPS server is configured sa 8

Select an exstng Shared Secrets terplale

None -
Srared secrel | —

Conn —

[[] equest must cortan the message sutherticator aitrbute

Ascourting
Accouning por 1813
[ U thes same shamsd secnst for suthentication snd Scosuntng

Select an sgstng Shared Secrets femplale

HNore

Shared secret
Corfiem shared secrat
L',a

] Forward network scoess server star and stop notcations to ths server

Cance =

Under the Load Balancing tab, configure your timeout value and the priority if you configure more than 1 server.
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RADIUS Clients and Servers
3 RADIUS Clients

. ;
Addess  Authentication/Accoureing  Load Balancing
13 Remote RADIUS Server Groups

The prcsty of ranking indicates the stabus of o server. A primary server has a priorty of
1
~ (4 Policies

resquests when the local NPS server is configured as
Connection Request Palicies Weight is used o calculate how ofien request are sent to & specic server in a group of
Metwork Policies sansers that have the sams prcrty

B Accounting

Wy Ternplstes Managernent Prioeiy [ | wegrt
Advanced setings

Mumber of saconds wihoul responss befors request i
onsiderad dropped

I ]

Medmum rumber of dropped requests before serveris 1
idertiied as uravadable -

Prbar of sacomds buaen raguess whin sbrer @ erthied o
B8 unavalabie

et

Action: In progress...

Once the configuration is done, click Save and Ok .
At this step, you can also configure the Radius Client and his secret on Radius Bridge Server to allow NPS to communicate with
Radius Bridge.

vi /opt/radiusd/conf/clients.conf

At the end of this file you should have your NPS Server configured like below

client NPS {

ipaddr = 192.168.3.119
secret = testingl123

Your Radius Server is now configured at the NPS level.

We will now create anew Connection Request Policy.
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~ RADIUS Clients and Servers
i RADIUS Chents * Connection nequest polcss Slow o 10 desgnale whiher connecton rquedts are processsd locally of farwanded Lo remotes RADILIS
servers

B Remote RADIUS Server Groups

w [1] Policies
._:mignn.m"".‘ = Aoy Nama Sata Procasng Order  Source
Network Palcies (3% [ TS GATEWAY AUTHORIZATION POLICY  Enabled 1 Famcta Desccp Gateway
B, Accounting Eapart Lt {Use Winaows s anertcaton fee al sen Disabled 1000000 Uraagacding
W Ternplates Managemer View )
Refresh
Help

Condiions - I the folloming condiions are met

Condtion Value
Diay and teme estrictions.  Sunday 00:00-24.00 Monday 00/00:24-00 Tuesday 00-00-24 00 Wednesday 00 00-24:00 Thurday 00-00-2400

Samtinga - Than the followng settings am applied

Settng Ve
Autherication Provider  Local Computer

Name your policy and select Remote Desktop Gateway as Type of network access server.
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7 Connection Request
Metwork Polbcies
B, Accounting Peliay rgee:
(OpenOTP_Connection_Polcy

of conn

You can specify & name for your connection request policy snd

na o which the policy is applied)

iy Ternplates Managernerd

Hietworks cormnecton methcd

Selact the type of network Bccsss server Thal snds the connection rmquest 1o NPS. You can sshect el the networ acoess senver
ype or Vendor spechic. bul nedther i required. I your network access server s an B02 1X authericating swilch of wskess acoess port,
soiect Linspecified

() Tyoe of network access. panver
|Remaote Desitop Gateway
() Yenicior spaciie:
= - D0 Thureday 00:00-24.00

L

Actione In progress.

Click .

You have now to specify conditions of this policy.
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B, Accounting
iy Ternplates Manb;oem-enl Salect a condiion. and then chok: Add
HAS Identfier
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J—| NAS IPy4 Address.
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[0 Ty 00000-24-00

Actione In progress....

Select NAS port Type andthen Virtual (VPN) as value.
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Condition description

Action: In progress-..

and on the next page, select your Radius Server group previously configured.
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|

| Authentscale reguests on this server

! () Fonwand requests ta the folowing remcte AADIUS server group for suthentication
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Action: In progress...
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= RADILS Chents Configure Settings
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7 Connection Request
Metwork Pobeies
B, Accounting
iy Ternplates Management

Carfigurs the settings for this network policy
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veardad Lo remote RADILS

alicy candaio
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Action: In progress..
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1 Connection Request
Metwork Pobcies
B, Accounting You have successhully cresied the folowng connection request palcy
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Policy conditions

Condibon Vishse

NAS Pott Type  Vitual (VPN

Palicy settings. D0 Thursday 00:00-24-00
Condtion Value

Autherbication Prowder

Tio chose this wizand, chck Firush

Achion: In progress...

Click on button.

My connection request policy is now created and activated.
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Condtion Vo
NAS ot Type Virtual (VPH)

Samtinga - Than the following settings am appled

Authertication Provider Local Computer

4.3.3 Network Policies

We will now configure a Network Policy through the NPS console. Right clickon Network Policies > New.
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Help
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Name your Network Policy, select Remote Desktop Gateway as Type of network access server andthen click

Next .
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Actionc In progress...

On the following screen, you have to specify conditions.
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CHAP w2 OR MS-CHAP

Overview Condtions Constraints Settings

Configure the conditions for this network policy.

connection request, NPS skips this policy and evaluates other policies, if additional policies are configured.

Specify the group membership required to match this policy.

% Windows Groups
- The Windows Grg
groups.

Machine Groups
The Machine Groj

Groups
SUPPORT20\Domain Admins

User

nd ime restrictions

- Dayand TimeR
Day and Time Ret
restrictions are ba I

Remove

Connection Properties

OK
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If conditions match the connection request, NPS uses this policy to authorize the connection request. If conditions do not match the

if the selected

ected groups.

The User Groups pUps.

lowed. These




You should have 3 following conditions configured in your Network Policy.Forthe Calling Station ID condition,
put UserAuthType: (PW|CA) value.

MNetwork_OpenOTP_Policy Properties
Overview Condtions Constraints  Seftings
Configure the conditions for this network policy.

If conditions match the connection request, NPS uses this palicy to authorize the connection request. If conditions do not match the
connection request, NPS skips this policy and evaluates other policies, if additional policies are

Condtion Valse
&2 User Groups SUPPORT20\Domain Admins
&5 NAS Pott Type Vitual (VPN)
83 caling Station ID UserAuthType:(PWICA)
Cendition description:

The Calling Station 1D condition specifies the network access server telephone number dialed by the access dlient.

] [

oK || Cance || ook

Once you have the 3 previous conditions configured, click Next

I configured this policy to allow the access so here I select Access Granted
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Connection Request Type  Source
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(0) Access dened
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Action: In progress....

| keep these settings by default.
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Action: In progress....

| keep these settings by default.
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Configure Constraints

Constraints are additional parameters of the network policy that are required to match the conmection request. If &
Longtraint 1§ nat mstched Dy the connection ragquest, NPS sutomatically rerects the request. Congt

if you do not want to cenfiguere constraints, dick Nest.

Corfigure the constrints for thes network polcy
F ol constranty ar not matched by the connection request. network acoes i dened

Posat rellicher votre souris, appuyes wr ; Control-8

" I

e wiach ey can o

tF #re optional;

Mype
hoest
hoess

Remote Desiaco Gat
Unspaciied
Unspeched

hoess

& Session Timeout
S Called Stasion ID

HAS Port Type

Specify the maamum time in minutes thal the server can remain idle before the connection
s dacornectsd

[[] Descxannance after the: massmum idie tima

)

D0 Thaursday 00.00-24:00

CHAF w2 OR M5-CHAP

Here is a summary of my Network Policy.
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! Completing New Network Policy

You have successfully created the following network policy:

Policy conditions:

Condition Value

{User Groups SUPPORT20"\Domain Admins

NAS Port Type  Virttual (VPN)

Calling Station ID  UserAuthType:(PWICA)

Policy settings:
Condition Value
Authentication Method MSLHAP v1 OR MS-CHAP v1 (User can change password after it has expired) OR MS-CHAP v2 ...
Access Pemission Grant Access
Framed-Protocol PPP
Service-Type Framed

Ignore User Dial-in Properties False

To close this wizard, click Finish.

Previous Next Cancel
XX ) YO_RDS2 Pow relbichar volre seuris, appured twr : Coneal-X
n = A - @@ 4 @ L EE
@ Network Policy Sever a . - & x
File Action View Help
@ nmEm
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w | RADIUS Clients and Servers
3 RADIUS Chents
§i Remote RADIUS Server Groups
v [ Pobicies
Connection Request Policies
. Metwork Policies
B, Accounting
i Ternplates Management

Hetwork Policies.

© Network policass allow you 1o desigrate wha B suthonzed 1o connect bo tha network: snd tha creumstances under which they can o
cannet conned

Poicy Name Stam  Pocsssng Order  Access Type  Source

4 RDG Marker Pobcy (SSFTBS4 FCER-#SS-AEBFDFES2TAM06S) - Dissbd.. 1 Dery Acoess  Remate Deskiop Gat
i Metweork_CpenQTP_Pobcy Ensbled 2 Grart Acce_ Flamcte Deskdep Gat
4 Conmections ts Microsoh Rouling snd Remate Access server Disshl . 399939 Dery Access  Unspeched

A Cornectons b other sccess sarvers Dissbd . 1000000 Dery Access  Urapachad

Condiions - Fihe following condiiions ane mel

Candition Vahie

Dy andl time restrictions Sunday 00-00-24:00 Monday 00/00-24-00 Tuesday 00-00-24 00 Wednesday 00-00-24:00 Thursday 00-00-24-00

L

Saftrgs - Then the iclovwng settings am appled

Setting Wik

Access Pemeason Dery Access

Authericobion Method MS-CHAF v1 OR MS-CHAP w1 (User can change password after & has expred) OF MS-CHAP v2 OR MS-CHAP
Framad-Frotocol rep

Sanice Typd Framad




The NPS configuration is done. | should be able now to log in on a Session Host through my RD Gateway and NPS over RADIUS
protocol.

4.4. Login Test with MFA Push Login

| start the default RDP client tool from Microsoft. In the advanced configuration, | configure my RD Gateway server address.

' N N < YO_ADFS Pour relcher votre souris, appuyez sur : Control-3

n = A 2 [ <

Remote Desktop Connection | = | &

RD Gateway Server Settings

Remote Desktop
»»» Connection

Connection settings
) Automatically detect RD Gateway sarver sattings
#) Lsa thase RD Gateway sarver settings:

Sarver name |RDSEyutdevsc9m
Logonmetod: [ Alow meto seect ater
[ ] Bypass RD Gateway serverfor local addresses
_) Do not use an RD Gateway server
Logon settings

ser name None specfied

You will be askad for cradentials when you conrect to this RD
Gateway server

[v] Use my RD Gateway credentials for the remote computer < Server 2012 R?

ows Server 2012 R2 Stan

Build

€

I will now try to log in remotely on my AD server, so | configured my AD server address:



9@ @ YO_ADFS Pour reldcher votre souris, appuyez sur : Control-38
n A 2 1

ycle Bin  share-yo_a

Remote Desktop Connection | = | O |

Remote Desktop
< Connection

General | Display | Local Resources | Programs | Experience | Advanced

Logon settings
i % Enter the name of the remote computer.

ygle OpenOTP_C... Computer o AD.C

Chrome

Username: |NETBIOSYORCDEVS \administrateur

You will be asked for credentials when you connedt

| Allow me to save credentials

Connection settings

@ ' Save the cument connection settings to an ROP file or open a
saved connection
TeamViewer OpenOTP_C ' |

13 [ sowe

i B

Wireshark  libopenotp.dil

In the meantime, I've started my Radius Bridge component in debug mode with the following command to see in live the radius

request sent by NPS:

/opt/radiusd/bin/radiusd debug

Listening on auth address * port 1812 bound to server default

Listening on auth proto tcp address * port 1812 bound to server default
Listening on auth address * port 1645 bound to server default

Listening on acct address * port 1813 bound to server default

Listening on acct address * port 1646 bound to server default

Listening on status address * port 18120 bound to server default
Listening on command file /opt/radiusd/temp/radiusd.sock

Ready to process requests

| perform the login now through my RDP client. I’'m prompted to enter my Credentials:



' N N ] o YO _ADFS Pour reldcher votre souris, appuyez sur : Control-3

s

Windows Security

Enter your credentials

These credentials will be used to connect to the following computers:
1. RD52.yorcdevs.com (RD Gateway senver)

2. YO_AD-DC.yorcdevs.com (remote computer)

H NETBIOSYORCDEVS\admi...
| .i.....il

Use another account

[[] Remember my credentials

s Server 2012R2

3fver 2012 R2 St

Build 9

| press OK after providing my credentials, and then | see the RADIUS request coming on my Radius Bridge debug console:



(0) Received Access-Request Id 24 from 192.168.3.119:60706 to 192.168.3.54:1812 length 143
(0) Service-Type = Voice

(0) User-Name = "NETBIOSYORCDEVS\\administrateur"

(0) Called-Station-Id = "UserAuthType:PW"

(0) MS-Machine-Name = "YO_SQL2.yorcdevs.com"

(0) MS-Network-Access-Server-Type = Terminal-Server-Gateway

(0) NAS-Port-Type = Virtual

(0) Proxy-State = 0xfe80000000000000c9e592a48d7b3d5c0000001b

(0) # Executing section authorize from file /opt/radiusd/lib/radiusd.ini

(0) authorize {

(0) eap: No EAP-Message, not doing EAP

(0) [eap] = noop

(0) pap: WARNING: No "known good" password found for the user. Not setting Auth-Type
(0) pap: WARNING: Authentication will fail unless a "known good" password is available
(0) [pap] = noop

(0) [openotp] = ok

(0) } # authorize = ok

(0) Found Auth-Type = OTP

(0) # Executing group from file /opt/radiusd/lib/radiusd.ini

(0) Auth-Type OTP {

rim_openotp: Found NPS Terminal-Server-Gateway request (password not requested)
rim_openotp: Sending openotpNormallLogin request

rim_openotp: OpenOTP authentication succeeded

rim_openotp: Reply message: Authentication success

rim_openotp: Sending Access-Accept

(0) [openotp] = ok

(0) 1} # Auth-Type OTP = ok

(0) Login OK: [NETBIOSYORCDEVS] (from client any port 0)

(0) Sent Access-Accept Id 24 from 192.168.3.54:1812 to0 192.168.3.119:60706 length 0
(0) Reply-Message := "Authentication success"

(0) Proxy-State = 0xfe80000000000000c9e592a48d7b3d5c0000001b

(0) Finished request

Waking up in 9.9 seconds.

(0) Cleaning up request packet ID 24 with timestamp +9

Ready to process requests

I now received the push login request on my phone:



ol Tango = 15:49 70 ) 75% @)

Connection request

RCDevs

security solutions

192.168.3.119

Primary Token (Administrateur)

15:49:47 UTC +01:00
11 January 2019

I”"/l/
//

RENE RN

00:24

Approve

| approve the login request, and | am logged on my remote server:
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5. Another scenario

Another scenario is also possible which consist on protect each session hosts with the OpenOTP Credential Provider for Windows

login. The 2FA login will be performed by each session hosts instead of a centralized component.

This manual was prepared with great care. However, RCDevs Security S.A. and the author cannot assume any legal or other liability for possible errors and their consequences. No
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