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Bj pfSense

1. Overview

This document explains how to enable OpenOTP authentication with Radius Bridge and pfSense. For this recipe, you will need to
have WebADM, OpenOTP installed and configured. Please, refer to and
todoit.

2. WebADM/OpenOTP/Radius Bridge

For this recipe, you will need to have WebADM/OpenOTP installed and configured. Please, refer to

and to do it. You have also to install our on your WebADM server(s).

3. Register your pfSense in RadiusBridge

On your OpenOTP RadiusBridge server, edit the and add a RADIUS client (with IP
address and RADIUS secret) for your pfSense VPN server:

client <pfSense Server IP> {
secret = testingl23
shortname = pfSense

}

4. Configuring New Radius Server on pfSense

Here, we will configure a new RADIUS Server through the pfSense GUI. Go on the tab and click on

E System - Interfaces ~ Firewall ~ Services ~ VPN ~

COMMUNITY EDITIUNI
Advanced
Status/ D Cert. Manager

General Setup

System Info High Avail. Sync £00 I

Name Logout levs.com
System Package Manager
) e5-b8bf-11e7-aca7-000c29f9c904
Rouking le ID: 7b00d3e9ceceec0c8c78
Setup Wizard
BIOS P 1ix Technologies LTD
Update

User Manager st

Version Z39-RELEASE (amd64)
built on Wed May 03 15:13:29 CDT 2017
FreeBSD 10.3-RELEASE-p19

In the tab, click on


http://127.0.0.1/howtos/webadm_install/webadm_install/
http://127.0.0.1/howtos/webadm_admin/webadm_adm_guide/
http://127.0.0.1/howtos/webadm_install/webadm_install/
http://127.0.0.1/howtos/webadm_admin/webadm_adm_guide/
http://127.0.0.1/howtos/radius_bridge/rb_manual/

System/ User Manager/ Authentication Servers 7]

Users Groups Settings Authentication Servers
Authentication Servers
Server Name Type Host Name Actions
Local Database pfSense

Configure your WebADM server as a RADIUS server. Shared secret is previously defined in

/opt/radiusd/conf/clients.conf.

System / User Manager / Authentication Servers / Edit =0

Users Groups Settings Authentication Servers

Saerver Settings

Descriptive name WebADM o]

Type RADIUS :

RADIUS Server Settings

Hostname or P address 192.168.3.55
Shared Secret ®

Services offersd Authentication

Authentication port 1812
Accounting port 1813

Authentication Timeout 20

This value controls how long, in seconds, that the RADIUS server may take to respond to an authentication request. If left blank, the dafault value is 5
seconds, NOTE: If using an interactive two-factor authentication system, increase this tmeout to aceount for how long it will take the user to receive
and enter a token.

A Note

Set the Authentication Timeout to 20.

Clickon save when the configuration is done.

5. Configuring OpenOTP Authentication for OpenVPN Server on pfSense



A Note

this part.

In this how-to, we will not explain how to configure the OpenVPN server. Please refer to OpenVPN or pfSense documentation for

(gse" E System - Interfaces

Firewall ~ VPN ~ Status ~
COMMUNITY EDITION
|Psec
Status / Dashboard ‘ L2TP
OpenVPN
System Information - N x
Name pfSense.yorcdevs.com ats WAN
System pfSense e LAN
Serial: a51f97e5-b8bf-11e7-aca7-000c29f9c904
Metgate Unigue |D: 7b00d3e9ceceec0cB8c78
BIOS

Vendor: Phoenix Technologies LTD

-

©Sen e

OMMUNITY EDITION

VPN / OpenVPN / Servers

Servers Clients Client Specific Overrides Wizards

OpenVPN Servers
Protecol / Port

Tunnel Network Crypto Description Actions
UDP £ 1194 10.0.8.0/24 Crypto: AES-256-CEC/SHAT (tun) Fd|
D-H Params: 2048 bits

For the Server mode setting, select Remote Access

(User Auth) and forthe backend authentication option, choose
your RADIUS Server previously created, in my case ‘WebADM’.



VPN / OpenVPN/ Servers / Edit CO=lwEQ

Servers Clients Client Specific Overrides Wizards

General Information

Disabled Disable thiz server
Set this option 1o disable this server without remaving it from the list.

Sarver mode Remote Access [ User Auth )

A

Backend for WebADM
authentication Local Database

Device mode tun

Interface WAN

Local port 1194

Description |
A description may be entered here for administrative reference (not parsed).

It’s done for the authentication part.

5.1 Configuring OpenOTP Authentication for IPsec

Same procedure as above, you have to select WebADM in the Extended Authentication (Xauth) if you use L2TP and IPsec:

Extended Authentication (Xauth)
User Authentication | 7L

Local Database

Source

Group Authentication none :

Source

6. Configuring WebADM/OpenOTP Client Policy

A Note

OpenVPN doesn’t manage the RADIUS challenge authentication. So, we will create a client policy to be able to login on the

OpenVPN server with OpenOTP and the concatenated mode (LDAP password+OTP in the same password field.)

Login on the WebADM GUI, clickon Admin tabandclickon Client Policies button.



L} LDAP server (OpentoaP) 2

£\ opentoap (2)

M &%) de=WebADM

B ¥} o=Root (3)
& @ cn=admin
B g cn=ppolicy
o] ﬂ en=lest_user
* Creale | Search

Details f Check

* Create [ Search
Datails § Chack

Clicknowon Add Client.

{\ openLDAP (2)

# &G de=WebADM

Bl &) 0=Root (3)
B @ cn=admin
B gy cn=ppolicy
= a cn=test_user

* Create | Search
Details { Chack
Create / Search
Details / Chech

»*

\

Applications

/
;

Statistics

ECen

About

Copyright € 2010-2018 RCDevs SA, All Rights

# Home | Admin  Create  Search  Impert  Databases Logout

WebADM Server Administration

WebADM v1.6.8-2 (64bit) running on server revmn 7 local (192.168.3.155) in standalone mode.

Server Version Delails: Apache/2.4.37 PHP/7.1.23 QpenSSLM.0.2p-fips

Internal Server Time:  2018-11-23 17:51:21 Europe/Berin (NTP check Ok)

Hardware Modules:  No HSM Connected

WebADM Features:  WebApps (Enabled), WebSrvs (Enabled), Manager (Enabled)

LDAP Server (127.0.0.1)  Active SQL Server: SQL Server (127.0.0.17)
Active PKI Server:  FKI Server (127.0.0.7)

Active LDAP Server:
Active Session Server: Session Senver (i:7)

- Local Domains {1 Trust Domains [0 E Client Policies (0)
C w Define custom palicy seltings
foe consumer applications,
LDAP Mount Paints (C LDAP Option Sets (1 Adminlstrator Roles (1)

X

i

Statistics

el T

Databases Applications About Logout

Import

# Home Admin Create Search

Registered Client Policies

Mo Client Policy configured

Co o I

Name your client policy as you prefer, clickon Proceed buttonandon Create Object button.

-[3- LDAP Server (OpenlDAP) F

{\ opentDaP (2)

[ &) de=WebADM

B £} o=Root (3)
B @ cnzadmin
= & cn=ppolicy
@ [ costest user

* Create f Search
Details / Chack
Create / Search
Details / Check

*

Now you are on the client policy

{
/

L =1L~ | 1
10-2018 AGDevs SA, All Rights

==

o

Impart

# Home  Admin  Create Search Databases Statistics ~ Applications ~ About  Logout
Create Configuration Object of Type Client

Mandatory attributes
Container de=Clients de=WebADM . Select ]
Common Name pfSense
WebADM Object Type  WebADM Client Policy (Client)

Optional attributes.

WebADM Settings You can edit this atiribute once object is created.
Description / Note

configuration page. Edit the setting Client Name Aliases withthe name of your pfsense



server. In my case: pfsense.yorcdevs.com

A Note

This setting is very important, it will do the matching between the pfsense server and the client policy.

4{} LDAP Server (OpenLDAP) 3 - ree .. E :-: @

O opentpar (2)
B & de=WebADM # Home  Admin Create  Search Import Databases  Statistics  Applications  About  Logout
B #3) 0=Root (3)

= 0' e Object Settings for cn=pfSense dc=Clients, dc=WebADM

] & cn=ppolicy
@ [ cntest user
Create | Search

Dretails / Chack
Creats f Search Default Domain Default 1

* Details / Check

Disable Client Yes * No (default)
When disabled, client requests using this client policy will be refused,

This domain is automalically selected when no domain is provided.

Friendly Mame

Friendly client name or short descriplion to be used for % CLIENT% in user messages,
B Client Name Aliases pfsenseyorcdevs.com

Comma-separated list of alternative client IDs.

After that, you can scroll down and check the box Forced Application Policies andclickon Edit button:

| Eres

S RA

;'-l.l_,'.u.

1} LoAP server (OpentDAR) £
Copyright © 2010-2018 RCDevs SAL AR

O openLoAP (2) : _
[ &) de=WebADM # Home  Admin  Create Search Import Databases  Statistics  Applications  About  Logout
B ¥ o=Root (3)
Forced Application Policies

B @ cnzadmin

o ﬁ cn=ppolicy

B [ costest user o Avplication Settings

* Create | Search (Default)

Details / Chack

* Create [ Search Edit

Detail heck
etatinfiEhas List of application seltings which override any default, user or group level setting.

The format is the same as for the web services' request settings (see API documentation).
The request settings (if present) will still override the application settings.
Enter one setting per line in the form OpenOTF.LoginMode=0TP.

Inthe Applications boxon thetop left, clickon OpenOTP and now, you are able to reconfigure completely the OpenOTP
application for pfSense. But here, only one setting interest us who isthe Challenge Mode Supported.You have tosetthe
settingto No because OpenVPN doesn’t manage the RADIUS Challenge. Of course, my default configuration of OpenOTP is set

for LDAPOTP login mode.



1} LDAP Server (OpenLDre) 2

/ | / |

A OpanloaP i2) \
= A do=WebADM Statistics  Applications  About  Logout
& ) psRaat (3)
jcatian Setlings
0@ Appl ng:
o
&m Applications Authentication Policy
@ Q smlst s v OpenoTe
b Croats / Seacch Login Moda LDAPGTP {Detault) j
Datails / Check OpenSS0
sk Create | Search The login mode (required login facions) should be ajusted via Client Policies.
Detais f Check Spankey = LOAPOTP: Requing both LDAP and OTP passwords.
TR - LDAPUZF: Roquire both LDAP and FIDG rasponsa.
- LDAPMFA: Require LDAF and either OTF or FIDO.
- LOAP: Reuire LDAP passwoed only,
- OTP: Redquite OTP password only.
QTP Type TOKEN (Defaul §

= TOKEM: OATH HOTPITOTPIOCRA, mewﬂ Token.
- 5MS: SMS one-tima (On-d d or Pr d).
= MAIL: Email one-tima password (On-demand or Prefeiched).

- LIST: Pre: OATH OTP list (1o be printed).
= PROXY: Forward requests 1o anather RADIUS server (for migrations).
OTP Fallbick TokEn o

Fallback OTP Type to be used as secondary authentication melhod.
LASTOTP et users use the last validated OTP which expires afior a delay,
Use DISABLED to disabled fallback if there is a configuration by defaull.

OTP Password Langth
Hole: This setling i ignored for OCRA Tokens as OTF length i pant of the DCRA Suile.
Waming: Changing this seiling after having registered OATH Tokens will invalidate these Tokens.
OTP PN Prefix Yes ¢ No(default)
When enabled a stasic prafix has b be to any OTP in the form [PINEOTP].
The OTP Prefb: must be registerad first and must ba 1 18ast 4 BlphA-NUMANc Characters,

8 Chabangs Mode Supported Yos (defauit) © Mo

You can disable chatenged OTPFIDG if your client applications doas not suppart it
OpenDTP assumes dg when wilh simphaLogin reguasts,
Hote: mhwﬁmsﬁnmm FIDO, OATH-OCRA and on-demand SMSMai OTP,

8 (Default) j

You can now clickon Apply ,twice, to save the configuration.

1} LDAP Server (OpentDAP) &

Copyright @ 2010-2018 RCDevs SA. All Rights

{\ openLDAP (2)

Ered

& &3 de=WebADM # Home  Admin = Create  Search Import Databases — Statistics  Applications = About  Logout
B W5 o=Root (3)
T Registered Client Policies
B @ cn=admin
B @ aroue

q pfSensae (cn=pfSense dc=Clients,dc=WebADM) 0
Status: Enabled [CONFIGURE] [RENAME] [REMOVE]
Aliases: m&m

o] E cn=test_user
* Create  Search
Details / Check
* Creale / Search
Details / Check

Now you can test the authentication.

7. Authentication Test

M Note

Before testing, you should have an Activated User in WebADM/OpenOTP and a Token enrolled on your user account. We will not

explain here how to do it, so please refer to the following documentation if required:

You can test an authentication through your VPN client or through the Authentication Diagnostic tool available on the pfSense
GUI.


http://127.0.0.1/howtos/authentication/authentication/

I will test through the diagnostic tool, so | select my WebADM server as Authentication server.

Authentication Test

Authentication Server WebADM H

Select the authentication server to test against.

Username administrateur - |

Password Sp— =

In the password field, | put my LDAP password and my OTP.
e.g: password123456

Where ‘password’ is my LDAP password and ‘123456’ is my OTP.

it
]

Diagnostics / Authentication

User: administrateur authenticated successfully. This user is a member of groups:

Authentication Test

Authentication Server WebaDM =

Salect the authentication server to test against.

Username administrateur 2

Passwond =

F Test

And I’'m successfully logged.

8. WebADM Logs

We can show in the WebADM logs that the Client policy previously created is called, the challenge mode is disabled and the

authentication is a success with an OTP.



[2017-10-25 14:52:20][127.0.0.1] [OpenOTP:8VE13372] New openotpSimpleLogin SOAP request
[2017-10-25 14:52:20][127.0.0.1] [OpenOTP:8VE13372] > Username: administrateur

[2017-10-25 14:52:20]1[127.0.0.1] [OpenOTP:8VE13372] > Password: XXXXXXXXXXXXXX

[2017-10-25 14:52:20] [127.0.0.1] [OpenOTP:8VE13372] > Client ID: pfSense.yorcdevs.com

[2017-10-25 14:52:20][127.0.0.1] [OpenOTP:8VE13372] > Options: RADIUS,-U2F

[2017-10-25 14:52:20][127.0.0.1] [OpenOTP:8VE13372] Enforcing client policy: pfSense (matched client
ID)

[2017-10-25 14:52:20][127.0.0.1] [OpenOTP:8VE13372] Registered openotpSimpleLogin request
[2017-10-25 14:52:20][127.0.0.1] [OpenOTP:8VE13372] Resolved LDAP user:
CN=Administrateur,CN=Users,DC=yorcdevs,DC=com

[2017-10-25 14:52:20][127.0.0.1] [OpenOTP:8VE13372] Resolved LDAP groups: propri\xc3\xa9taires
cr\xc3\xa9ateurs de la strat\xc3\xa9gie de groupe,admins du domaine,administrateurs de
\xe2\x80\x99entreprise,administrateurs du sch\xc3\xa9ma,administrateurs,utilisateurs du bureau
\xc3\xa0 distance,groupe de r\xc3\xa9plication dont le mot de passe rodc est refus\xc3\xa9

[2017-10-25 14:52:20][127.0.0.1] [OpenOTP:8VE13372] Started transaction lock for user

[2017-10-25 14:52:20][127.0.0.1] [OpenOTP:8VE13372] Found user language: EN

[2017-10-25 14:52:20][127.0.0.1] [OpenOTP:8VE13372] Found 1 user mobiles: 4+33XXXXXXXXX
[2017-10-25 14:52:20] [127.0.0.1] [OpenOTP:8VE13372] Found 1 user emails: support@rcdevs.com
[2017-10-25 14:52:20][127.0.0.1] [OpenOTP:8VE13372] Found 3 user certificates

[2017-10-25 14:52:20][127.0.0.1] [OpenOTP:8VE13372] Found 37 user settings:
LoginMode=LDAPOTP,OTPType=TOKEN,OTPLength=6,ChallengeMode=No,ChallengeTimeout=90,PushLogin:
1:HOTP-SHA1-6:QN06-

T1M,SMSType=Normal, SMSMode=0Ondemand,MailMode=0Ondemand,LastOTPTime=300,ListChallengeMode=

[2017-10-25 14:52:20][127.0.0.1]1 [OpenOTP:8VE13372] Found 9 user data:
LoginCount,RejectCount,LastOTP,TokenType, TokenKey, TokenState,DevicelName,DevicelData,DevicelState

[2017-10-25 14:52:20][127.0.0.1] [OpenOTP:8VE13372] Last OTP present (valid until 2017-10-25
14:54:30)

[2017-10-25 14:52:20] [127.0.0.1] [OpenOTP:8VE13372] Challenge mode disabled (assuming
concatenated passwords)

[2017-10-25 14:52:20][127.0.0.1] [OpenOTP:8VE13372] Found 1 registered OTP token (TOTP)
[2017-10-25 14:52:20][127.0.0.1] [OpenOTP:8VE13372] Requested login factors: LDAP & OTP
[2017-10-25 14:52:20][127.0.0.1] [OpenOTP:8VE13372] LDAP password Ok

[2017-10-25 14:52:20] [127.0.0.1] [OpenOTP:8VE13372] TOTP password Ok (token #1)
[2017-10-25 14:52:20] [127.0.0.1] [OpenOTP:8VE13372] Updated user data

[2017-10-25 14:52:20] [127.0.0.1] [OpenOTP:8VE13372] Sent success response
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