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Bi OpenOTP Suite Virtual Appliance

Active Directory OpenLDAP

RCDevs Virtual Appliance Startup Guide

The RCDevs VMware Appliance is a standard and minimal Rocky Linux (64Bit) installation with the RCDevs software packages
already installed with yum. The Appliance contains the following (already configured) components:

> WebADM Server (installed in /opt/webadm/).

> WebADM Web Services: OpenOTP, SMSHub, OpenSSO, SpanKey, TiQR (installed in /opt/webadm/websrvs/).

> WebADM WebApps: SelfDesk, SelfReg, PwReset, OpenlD (installed in /opt/webadm/webapps/).

> OpenOTP Radius Bridge (installed in /opt/radiusd/).

> RCDevs Directory Server (OpenLDAP in /opt/slapd/).

> MySQL Database Server (MariaDB).

> Postfix local Mail Transfer Agent.

To use the RCDevs VMware appliance, proceed as follows:

1. Download and Start the Appliance

Go to RCDevs Website to download the Appliance ZIP archive. The Appliance is provided in both VMX and OVF formats. The
appliance is compatible with VMware ESX, ESXi, Workstation and Oracle VirtualBox, Hyper-V. Unzip the archive and in VMware
choose Import Appliance. Select the VMX or OVF file.

A Important

Do not copy and run the appliance directly without importing because the Appliance will fail during the boot process with a read-

only filesystem error.

If required, you can adjust the CPU and memory settings of your Appliance. By default, it is configured with virtual 2 CPUs and
1GB memory.

In case you choose to use the VMX import format (and not the preferred OVF format), you will need to set up the VM system by
yourself and use the VMX as SCSI storage file. The following configuration information may be useful:

> System type: Linux 64Bit (2 CPUs and 1Go RAM)

> Disk controller: SCSI LsiLogic

> Drive: the VMX file is a dynamically allocated 20 Go drive

> Network: PCnet-FAST Il (Am79C973) card
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Keep the boot console opened during the boot process to track any startup error. The Appliance is configured to get its IP
address via DHCP.

2. VirtualBox Import

In the VirtualBox Menu click on File then Import Appliance. Now select the RCDevs Virtual Appliance File RCDevs-VM.ovf to

import and click on Continue.
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Appliance to import

VirtualBox currently supports importing appliances saved in the Open
Virtualization Format (OVF). To continue, select the file to import
below.

| usersjadminiDownloads/RCDevs-VM/RCDevs-VM.ovf | &

Expert Mode Go Back Continue Cancel

Now click on Import.
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Appliance settings

These are the virtual machines contained in the appliance and the
suggested settings of the imported VirtualBox machines. You can
change many of the properties shown by double-clicking on the items

and disable others using the check boxes below. ‘

Virtual System 1
i %2 Name vm
' E Guest 0S Typs & Red Hat (64-bit)
cPU 2
# mam 2048 MB
@ Network Adapter E PCret-PCI Il (AM79CH...
2@ storage Controller (SCSI) _ LsiLogic

Reinitialize the MAC address of all network cards
| Appliance is not signed

Restore Defaults Go Back Impart Cancel

A The guest operating system 'rhel7_64Guest' is not supported

If you encountered this kind of message during the RCDevs VM import, then you have to adjust the compatibility mode according

to your ESXi, Workstation, Fusion or Player version. Have a look at the to have more information about virtual
hardware versions supported according to your VMWare version. To change the hardware version on the VM, have a look at the

VM settings > Compatibility mode and change the hardware version with one supported by your VMWare software.

Finally, click on Start to boot the RCDevs Virtual Appliance.


https://kb.vmware.com/s/article/1003746

Oracle VM VirtualBox Manager
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Start Machine Tools Giobal Tools

g gp _— Welcome to VirtualBox!

The left part of this window lists all virtual machines and virtual £l
machine groups on your computer.

_—_y
The right part of this window represents a set of tools which are

currently opened (or can be opened) for the currently chosen

machine. For a list of currently available tools check the

corresponding menu at the right side of the main tool bar located

at the top of the window. This list will be extended with new tools '

in future releases.

You can press the 87 key to get instant help, or visit
www, virtualbox org for more information and latest news.

Details

Tool to observe virtual machine (VM) details. Reflects groups of properties for the @
currently chosen VM and allows basic operations on certain properties (like the machine

storage devices).

Snapshots
Tool to control virtual machine (VM) snapshots. Reflects snapshots created for the {rﬁ[

currently selected VM and allows snapshot operations like create, remove, restore (make
current) and observe their properties. Allows to edit snapshot attributes like name and
*El.ﬂml H-

3. Hyper-V Import

> Open Hyper-V Manager on the target host :
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> In the right-hand pane, under “Actions,” click on “Import Virtual Machine.” :
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> Browse to the folder where you copied the exported VM, and select the folder containing the VM configuration files.
Click “Next.” :



Import Virtual Machine

=] Locate Folder

Before You Begin

Locate Folder

Select Virtual Machine
Choose Import Type
Summary

Specify the folder containing the virtual machine to import.

|

< Previous

> Click “Next."

> Choose the import type:

> Copy the virtual machine (create a new unique ID): Select this if you want to create a new instance of the VM with a unique ID.




[#] Import Virtual Machine

Choose Import Type

Before You Begin Choose the type of import to perform:
Locate Folder () Register the virtual machine in-place (use the existing unique ID)
Select Virtual Machine (O) Restore the virtual machine (use the existing unique ID)

Choose Import Type (®) Copy the virtual machine (create a new unigue ID)

> Review the settings and click “Finish” to start the import process:

[<rrwvins | [t> ] |
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[#] Import Virtual Machine X

=] Completing Import Wizard

Before You Begin You are about to perform the following operation,
Locate Folder Description:
Select Virtual Machine virtual Machine: rovm_hyperv-2.3.6
Choose Import Type Import file: C:\Users\Administrator \Downloads\ycvm_hyperv-2.3.6\output-
Choose Destination Import Type: Copy (generate new ID)
I Virtual machine configuration folder: C:\ProgramData\Microsoft\Windows \Hyper-v\

REgE Checkpoint folder: C:\Users\Administrateur \AppData \Local\Tempthyperv 19328192
Connect Network Smart Paging file store: C:\Users\Administrateur\AppData\Local\Temp\hyperv 19328192
Summary Virtual hard disk destination folder:  C:\Users\Public\Documents\Hyper-V\Virtual Hard Disks\

Network connection: Intel(R) 82574L Gigabit Network Connection - Virtual Switch
< >

To complete the import and dose this wizard, dick Finish.

<revee | [ o] [

> Continue with the VM configuration
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4.VMware Import

> Locate Your VM Files:




Select the Installation Method

Install from disc or image

Drag your ISO file here to start installing

= I &

Install macOS from the Import an existing Install from Boot Camp
recovery partition virtual machine

Create a custom Create a virtual machine on
virtual machine a remote server

Cancel Continue

> Select the VM Source:



Choose an Existing Virtual Machine

Choose Virtual Configuration Importing Finish
Machine

Recent items:

revm_vmware-2.3.6
% Size: Unknown
Type: Other Show in Finder

Choose File...

Cancel Go Back Continue




Importing the Virtual Machine

Choose Virtual Configuration Importing
Machine

Importing revm_vmware-2.3.6

> Click on Finish :



Finish

The configuration of the virtual machine is now complete.

Choose Virtual Configuration Importing
Machine

Virtual Machine Summary
Guest Operating System Other Linux 64-bit
Memory 2 GB
Networking Autodetect (Bridged)

Device Summary None

To change the default virtual machine settings, click Customize Settings. To run the
virtual machine now, click Finish.

Customize Settings

Finish

5. Start the Setup Script

This script occurs only once (at first boot) and does not require a login password. You can open the console or access with ssh to

do the setup at first boot. You can restart it with command.
The WebADM setup script asks for:

> Your time zone.
> Optionally to set the network interface.

> Choose and configure an LDAP server (the default LDAP server is already configured).
After this short setup is completed, the script will start all the services:

> WebADM HTTP, SOAP, PKI and Session Manager Services.
> Radius Bridge Service
> LDAP Server

> SQL server



5.1 Setup with the Local LDAP Database

Welcome to RCDevs VMWare Appliance 1.7.0!

Please identify a location so that time zone rules can be set correctly.
Please select a continent or ocean.

1) Africa

2) Americas

3) Antarctica

4) Arctic Ocean

5) Asia

6) Atlantic Ocean

7) Australia

8) Europe

9) Indian Ocean

10) Pacific Ocean

11) none - | want to specify the time zone using the Posix TZ format.
#78

We choose the time zone, for example, Luxembourg in Europe.



Please select a country.

1) Albania 18) Guernsey 35) Poland

2) Andorra 19) Hungary 36) Portugal

3) Austria 20) Ireland 37) Romania

4) Belarus 21) Isle of Man 38) Russia

5) Belgium 22) ltaly 39) San Marino

6) Bosnia & Herzegovina 23) Jersey 40) Serbia
7) Britain (UK) 24) Latvia 41) Slovakia

8) Bulgaria 25) Liechtenstein  42) Slovenia

9) Croatia 26) Lithuania 43) Spain

10) Czech Republic 27) Luxembourg 44) Sweden
11) Denmark 28) Macedonia 45) Switzerland
12) Estonia 29) Malta 46) Turkey

13) Finland 30) Moldova 47) Ukraine

14) France 31) Monaco 48) Vatican City

15) Germany 32) Montenegro 49) Aland Islands
16) Gibraltar 33) Netherlands

17) Greece 34) Norway

#7227

The following information has been given:

Luxembourg

Therefore TZ='Europe/Luxembourg' will be used.
Local time is now: Thu Jul 13 13:36:07 CEST 2017.
Universal Time is now: Thu Jul 13 11:36:07 UTC 2017.

This VM is running with dynamic IP assignment (DHCP)
The current IP address is 192.168.3.160

All following options are set with the default value in square brackets. You can keep it by pressing enter.

Do you want to configure a static IP ([y]l/n)? y

Please type the fixed IP address [192.168.3.160]: 192.168.3.160
Please type the network mask [255.255.255.0]:  255.255.255.0
Please type the gateway address [192.168.3.254]: 192.168.3.254
Please type your primary DNS server IP [8.8.8.8]: 8.8.8.8

Please type your secondary DNS server IP []:

Fixed IP address: 192.168.3.160
Network address: 192.168.3.0
Network mask: 255.255.255.0
Gateway IP address: 192.168.3.254
Primary DNS server: 8.8.8.8

N vail canfirm (Tv1/n): v
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Writing /etc/sysconfig/network-scripts/ifcfg-ens33

Restarting network...

Please enter the hostname [rcvm8.rcdevs.local]l:rcvm8.rcdevs.local
Checking system architecture...Ok

RCDEVS WEBADM LICENSE AGREEMENT

RCDevs WebADM Server ("WebADM")
Copyright (c) 2010-2023 RCDevs Security SA, All rights reserved.

IMPORTANT: READ CAREFULLY: By using, copying or distributing the Software
Product you accept all the following terms and conditions of the present
WebADM License Agreement ("Agreement").

If you do not agree, do not install and use the Software Product.

WebADM includes additional software products provided by RCDevs SA under
freeware and commercial licenses. These additional software are installed
under the "/opt/webadm/webapps" and "/opt/webadm/websrvs" directories.
This Agreement is subject to all the terms and conditions of any such
additional software license.

1. DEFINITIONS. "Software Product" means RCDevs Server with which the
Agreement is provided which may include third party computer information
or software, including apache2, php, libmcrypt, libcurl, libgmp, redis,
libxml2, libpng, libgrencode, openldap, openssl, apcu, unixodbc, geoip,
expat, hiredis, nghttp2, hiredis, libmaxmind, openscn libcouchbase
unmodified software and libraries and related explanatory written
materials ("Documentation"). "You" means you or any recipient that
obtained a copy of the Software Product pursuant to the terms and
conditions of the Agreement.

2. LICENSE. Subject to your compliance with the terms and conditions of
the Agreement, including, in particular, the provisions in Sections 3, 5
and 6 below, RCDevs hereby grants You a non-exclusive and royalty-free
license to use and distribute the Software Product solely for
non-commercial purposes in worldwide. You may:

a. download and install the Software Product on any computer in your
possession;

--More--(22%)

In the next step you are invited to accept the Agreement to continue :

| agree with RCDevs WebADM terms and conditions (Yes/No): Yes

Setup WebADM as master server or slave (secondary server in a cluster)([m]/s)? m

WebADM proposes 4 default configuration templates:
1) Default configuration (RCDevs Directory)



2) Other generic LDAP server (Novell eDirectory, Oracle, OpenLDAP)
3) Active Directory with schema extention (preferred with AD)
4) Active Directory without schema extention
Choose a template number [1]: 1
Checking LDAP port 389 on localhost... Ok
Enter the server fully qualified host name (FQDN) [rcvm8.rcdevs.local]:rcvm8.rcdevs.local
Generating CA private key... Ok
Creating CA certificate... Ok
Generating SSL private key... Ok
Creating SSL certificate request... Ok
Signing SSL certificate with CA... Ok
Adding CA certificate to the local trust list... Ok
Setting file permissions... Ok
Adding systemd service... Ok
Adding logrotate scripts... Ok
Generating secret key string... Ok
WebADM has successfully been setup.
Created symlink /etc/systemd/system/multi-user.target.wants/slapd.service -
/usr/lib/systemd/system/slapd.service.
Created symlink /etc/systemd/system/multi-user.target.wants/radiusd.service -
/usr/lib/systemd/system/radiusd.service.
Created symlink /etc/systemd/system/multi-user.target.wants/ldproxy.service -
/usr/lib/systemd/system/Idproxy.service.
WebADM license file is missing. Please install an Enterprise or Freeware license file.
If you just upgraded, WebADM v2.0 now requires a license file even in Freeware mode.

Please point your Web browser to the URL below to get your license file.
After generation, WebADM will auto-install your new license and start.

https://cloud.rcdevs.com/freeware-license/?id=680ec8408c83e2eafthf

Waiting for license file to be generated...

Starting WebADM setup script /opt/webadm/bin/setup

Enter your organization name: Rcdevs
Generating CA private key... Ok
Creating CA certificate... Ok
Generating SSL private key... Ok
Creating SSL certificate request... Ok
Signing SSL certificate with CA... Ok
Adding CA certificate to the local trust list... Ok
Setting file permissions... Ok

Adding systemd service... Ok

Adding logrotate scripts... Ok
Generating secret key string... Ok
WebADM has successfully been setup.

You can connect your server via SSH with 'ssh root@192.168.3.160".

QSH ront nasswaord is 'nassword’



You can login RCDevs WebADM Admin Portal at 'https://192.168.3.160".
WebADM login username is 'admin'.

WebADM login password is '‘password'.

WARNING: This appliance is configured with permissive firewall,
dummy certificates, default passwords for services and root access.

You MUST re-configure your appliance before any production use!

Press any key to finish!

We are now ready to use WebADM.

Have a look at the following documentation to register a token and perform an authentication.

5.2 Setup with an Active Directory Server

Welcome to RCDevs VMWare Appliance 1.6.8!

Please identify a location so that time zone rules can be set correctly.
Please select a continent or ocean.

1) Africa

2) Americas

3) Antarctica

4) Arctic Ocean

5) Asia

6) Atlantic Ocean

7) Australia

8) Europe

9) Indian Ocean

10) Pacific Ocean

11) none - | want to specify the time zone using the Posix TZ format.
#7?8

We choose the time zone, for example, Luxembourgin Europe.


http://127.0.0.1/howtos/token_registration/token_registration/

Please select a country.

1) Albania 18)Guernsey

2) Andorra 19)Hungary

3) Austria 20)Ireland

4) Belarus 21)Isle of Man

5) Belgium 22)ltaly

6) Bosnia&Herzegovina  23)Jersey
7) Britain (UK) 24)Latvia

8) Bulgaria 25)Liechtenstein
9) Croatia 27)Luxembourg
11) Denmark 28)Macedonia
12) Estonia 29)Malta

13) Finland 30)Moldova

14) France 31)Monaco

15) Germany 32)Montenegro
16) Gibraltar 33)Netherlands
17) Greece 34)Norway
#7227

The following information has been given:

Luxembourg

35)Poland
36)Portugal
37)Romania
38)Russia
39)San Marino
40)Serbia
41)Slovakia
42)Slovenia
44)Sweden
45)Switzerland
46)Turkey
47)Ukraine
48)Vatican City
49)Aland Islands

Therefore TZ='Europe/Luxembourg"' will be used.

Local time is now:

Thu Jul 13 14:04:58 CEST 2017.

Universal Time is now: Thu Jul 13 12:04:58 UTC 2017.

This VM is running with dynamic IP assignment (DHCP)

The current IP address is 192.168.3.160

All following options are set with the default value in square brackets. We can keep it by pressing enter.



Do you want to configure a static IP ([y]l/n)? y

Please type the fixed IP address [192.168.3.160]: 192.168.3.160
Please type the network mask [255.255.255.0]:  255.255.255.0
Please type the gateway address [192.168.3.254]: 192.168.3.254
Please type your primary DNS server IP [8.8.8.8]: 8.8.8.8

Please type your secondary DNS server IP []:

Fixed IP address: 192.168.3.160
Network address: 192.168.3.0
Network mask: 255.255.255.0
Gateway IP address: 192.168.3.254
Primary DNS server: 8.8.8.8
Do you confirm ([yl/n): y
Writing /etc/sysconfig/network-scripts/ifcfg-ens33
Restarting network...
Please enter the hostname [rcvm8.rcdevs.local]:rcvm8.rcdevs.local
Setup WebADM as master server or slave (secondary server in a cluster) (Iml/s)? m
WebADM proposes 4 default configuration templates:
1) Default configuration (RCDevs Directory)
2) Other generic LDAP server (Novell eDirectory, Oracle, OpenLDAP)
3) Active Directory with schema extention (preferred with AD)
4) Active Directory without schema extention
Choose a template number [1]: 4

We need to choose 3 or 4 insteadof 1 for Active Directory and configureit. Option 3 will require an Active Directory

schema extension.

Please type the name/ip of the LDAP server [localhost]:192.168.3.139
Please type the port fort LDAP [389]:389

Checking port...Ok

Please choose the encryption ([TLS]/SSL/NONE)?TLS

Please type domain FQDN (i.e. dc=lab,dc=local) []:dc=lab,dc=local

We enter an administrator user for this short configuration. We can change it laterin /opt /webadm/conf /webadm.conf if

we need. More information for fine-grained permissions are available in chapter 22 LDAP Permissions of Administrator Guide.



http://127.0.0.1/howtos/webadm_admin/webadm_adm_guide/

Please type a user with read/write acces to LDAP [cn=Administrator,cn=Users,dc=Ilab,dc=local]:
cn=Administrator,cn=Users,dc=Ilab,dc=local

Please type the user password:

Testing user access...Ok

Please type the WebADM container [cn=WebADM,dc=lab,dc=local]:
cn=WebADM,dc=lab,dc=local

Starting WebADM setup script /opt/webadm/bin/setup

Backuping previous configuration to /opt/webadm/conf/backup/
Checking system architecture...Ok

Generating CA private key... Ok

Creating CA certificate... Ok

Generating SSL private key... Ok

Creating SSL certificate request... Ok

Signing SSL certificate with CA... Ok

Adding CA certificate to the local trust list... Ok

Setting file permissions... Ok

Adding systemd service... Ok

Adding logrotate scripts... Ok

Generating secret key string... Ok

WebADM has successfully been setup.

Starting services...
Ok

You can connect your server via SSH with 'ssh root@192.168.3.160'.
SSH root password is 'password'.

You can login RCDevs WebADM Admin Portal at 'https://192.168.3.160".
WebADM login user DN is 'cn=Administrator,cn=Users,dc=Ilab,dc=local'.

WARNING: This appliance is configured with permissive firewall,
dummy certificates, default passwords for services and root access.
You MUST re-configure your appliance before any production use!

Press any key to finish!

Now we connect to the web interfaceon https://192.168.3.160 and
cn=Administrator,cn=Users,dc=1ab,dc=1ocal userasindicated above. We will be ableto use administrator

after the first configuration.

If youuse RCDevs Directory Server,the admin DN is cn=admin,o=root.The default password is

password.



WebADIV

Enterprise Edition v2.0.26

No Domain has been configured!
Please use your LDAP DN for login: €@
User DN: cn=Administrator=Users,dc=|

P d:

& Applications ) Web Services

Weneedtoclickon Create default containers and objects forcreatingldap configurations under

cn=webadm,dc=1ab,dc=1ocal.

1} LDAP Server (RCDevs Directory)

RGDevs Directory (2)

® A de=WebADM

B ) o=Root (3)
E @ so=admin
B g en=ppolicy
o] ﬂ SO=tasl-usar

Creata f Saarch

* Details § Check

Create f Search
Details f Check

Q

ADM

Copyright © 2010-2021 FX

Search

Admin

# Home Craate Import Databases Statistics Applications
Your WabADM installation is not completely configurad|

Please run the following setup actions to finish configuring WebADM.

Checking LDAP schema

Reading schema objectclasses... Ok
Reading schema attributes... Ok
Checking account objeciclass... Ok
Checking group objectclass... Ok
Checking config objectclass... Ok
Checking data attribute... Ok
Checking settings atfribute... Ok
Checking type attribute... Ok
Checking voice attribute... Ok

Checking SQL database

Chacking database connaction... Ok

Reading database tables... Ok

Checking table Admin... Ok
Checking field Admin.1D... Ok
Chacking fiald Admin. Time... Ok
Checking fiald Admin.DN... Ok
Checking fiald Admin. Source... Ok
Checking fiald Admin. Session... Ok
Checking field Admin, Text... Ok

Checking tabla Manayg... Ok
Checking field Manag.ID... Ok
Checking fiald Manag. Time... Ok

About

Logout



I} LDAP Server (RCDevs Directory) o

ADM T
Cepyright £ 2010-2021 Fi

RCDevs Directory (2)
# M5 do=WebADM #& Home  Admin  Create Search Import  Databases  Slatistics = Applications  About  Logoul
g J:.EM (3) Checking field Certificate.Descrplion... Ok
= 4 Checking field Corlifcate. Application... Ok
B @ cn=admin Checking field Certificate. Start... Ok
® amew Checking field Cerlificale.Stop... Ok
Checking field Cerlificate. Tims... Ok
@ [J en=testuser Checking field Cartificate. Host... Ok
* Craata / Search Checking field Ceriificale.Data... Ok
Details f Check Checking field Cerlificate.Active... Ok
* Creale [ Search Checking field Cortificate.Renaw... Ok
Delails / Check Checking table Statisti... Ok

Checking field Statistic. Type... Ok
Checking field Statistic. Time... Ok
Chacking field Statistic. Server... Ok
Checking field Stalistic. Group... Ok
Checking field Statistic. Count... Ok
Checking field Stalistic.Defay... Ok
Checking field Statistic.Min... Ok
Checking field Stalistic.Max... Ok

Checking WebADM proxy user
Checking proxy user exists... Ok
Checking proxy user bind... Ok

Checking WebADM super admins
Checking super admin "cn=admin’... Ok
Checking super admin ‘cn=super_admins’... Ok

Chacking LDAP permissions
Tree rool: [Emply| (Redevs)
Checking proxy usar permissions... Ok

Cheacking default LDAP objects
Checking domains container... Ok
Checking clients container.., Ok
Checking devices container... Ok
Checking webapps container... Ok
Checking websrvs container... Ok
Checking optionsets container... Ok
Checking adminroles container... Ok
Checking mountpoints container... Ok

Please, log out and login with the Administrator userasindicated above.Ifyouuse RCDevs Directory Server,the

username iS admin.The default password iS password.

Web:

Freeware Edition v2.0.25

Please enter your username and password:
Username:  Administrator
Password: esscsees

Domain: Default v

Login

& Applications &) Web Services

5.2.1 Test User Authentication

Now, it’s time to test your OpenOTP installation by enrolling a Software Token and test a user authentication. Please, follow this

documentation OpenOTP Quick Start. If you don’t have a Hardware Token to register then you need to install the OpenOTP

Token Mobile Application (Software Token) for the smartphone. Please, read this documentation OpenOTP Token Mobile

Application.


http://127.0.0.1/howtos/authentication/authentication/
http://127.0.0.1/howtos/token_app/openotp_token/#2-how-to-install-openotp-token

6. Resetting the Appliance

At any moment, you can reset the VMware appliance to its original state by running the vm_init command from the shell (for
example if we want to restart the initial setup). Be aware that re-running the vm_init script will remove any work data in the
VM.

You can find the WebADM setup scriptin /opt /webadm/bin/ and the Radius Bridge setup scriptin
/opt/radiusd/bin/ .With the RCDevs Directory Server version, you can find the OpenLDAP setup script in

/opt/slapd/bin/.
Please look at the INSTALL and READMEfilesin /opt /webadm/, /opt/radiusd/ and /opt/slapd/.
Thanks for trying RCDevs Security solutions.

7. Upgrade the Appliance

To upgrade the RCDevs appliance, you just need to perform the following command:
yum update

Every RCDevs packages and others installed on the RCDevs appliance will be updated. A restart may be required.

8. Testing your OpenOTP Installation

8.1 Enroll a Software Token

Your OpenOTP Server is now working, and you can start enrolling a test user. We will enroll a Software Token for a new user with
OpenOTP Token.

1. Onyour iPhone or Android phone, go to the App Store and search for OpenOTP Token. Download and install the application

on your mobile.

2. Create a WebADM Account test user in your LDAP tree. Go to the top menu in WebADM, and click the Create button. Choose
the WebADM Account objectand create a user with login name ‘testing’ and password ‘test’. Alternatively, you can use an

existing WebADM user for your tests. Set the Container (LDAP folder) to a location below you Domain User Search Base.
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5L & E)

RCDevs Directory (2}

# M) de=WebADM # Home  Admin  Create Search Import Databases  Stafistics  Applications  About  Logout
B ¥y o=Root (3) :
= Create Object of Type User | Administrator
=] 0 cn=admin
= (. cn=ppolicy Mandatory attributes
& g cn=test-user
Create f Search Container o=Root  Select
Details { Check
Create / Search Last Name testing
* Datails § Check
Coammon Name testing
Optional attributes
Password (L L]
Description [ Note
First Mame
Email Address
Mabila Phone Number

4 Use intemational format with space separalor (ex. +33 612345678).

Organization

Login Name

User Cenificate You can create a user certificate one object is created.
Praferred Language *

Organizational Unit

3. Oncethe useris created, edititand click the MFA Authentication Server buttoninthe Application Actions box.
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RCDevs Directory (2)

= @ do=WebADM # Home Admin Create Search Import Databases Statistics Applications About Logout
E ¥} o=Root (4)
Object cn=testing,0=Root )
E @ cn=admin
gl cn=ppolicy LDAP Actions Object Detalls Application Actions
a D cn=test-user @ Delete this object Object class{es). person, webadmAccount Secure Password Reset (1
iz obi i actions)
A D en=tosting £ Copy this object Account is Yes (in )
Creale { Search {2] Move this object unique: Usar Self-Registration (1 actions)
Details  Check & Export 1o LDIF WebADM MFA Authentication Sarver (15
* Creale ! Search setlings: 1 settings [CONFIGURE] actions)
Details f Check @ Change password

& Create certificate

Unlock WebApp
“ access

) Advanced adit mode

Object Name
Add Attribute (10)

Add Extension (1)

Last Mame
[add values]

Login Name
[add values]

WebADM Settings
[delete attribute]

WebADM User Data
[delete attributa]

WebADM data: 5 data [EDIT]

User activated:  Yes Deactivate ()
Logs and
inventory: Record

tasting
Description / Mote

UNIX Account

tasting

testing

WebApp, WebSrv, Invanlory,

SMS Hub Server (1 actions)
8SH Public Key Server (3 actions)

Edit Application Settings

OpenOTP.Login Mode: LOAPOTP

Edlt Applicaion Dala
OpenOTPLasiLogin:  2021-12-03 11:45:50

OpenOTPLastOTR: [BINARY APPLICATION DATA - 24 Bytes]

OpenOTPLoginCount: 1
OpenOTR RejectCount: 2

Delete Selectad

Apply Changes | Re-Encrypt |



4, Clickthe Register / Unregister Token button.
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el Yo

(@ RCDevs Directory 2)

H -@dFW&bADM # Home Admin Create Search Import Databasas Statistics Applications About Logout
= ¥ o=Root (4)
1 OpenOTP User Actions for cn=testing,o=Root (15)
= @ cn=admin
[ gy cn=ppolicy Find below the user actions supporied by MFA Authentication Server (OpanQTP).
E G cn=tesl-user
B G cn=testing —- Register | Unregister OTP Tokens
* C"E_“,'I“'_"SE”'_C“ W  You must register a hardware or software Tokan before a
Details f Check uger can start using it
* Create / Search
Details f Check @ Register | Unregister FIDO Devices
You must register a FIDO Dewvice before a user can start
using it

5. Check the OpenOTP Token Time-based or Event-based checkbox. Immediately, a QRCode is displayed on the page.
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(@ RCDevs Diractory (2)

B AR de=WebADM # Homa  Admin  Create  Search Import Dalabases — Statistics  Applications  About  Logout
B ¥} o=Root (4)

- Register | Unregister OTP Tokens for cn=testing,o=Root

& @ en=admin

i} &m-ppollcy ‘You must register a Hardware or Software Token for the user to starl using it

= The ragistration consists in synchronizing a Sacret Key and an initial Token stata.

[a] D cn=test-user

@] D en=lesting Instructions to ragister a QRCode-basad Software Token:

Create f Search 1. Install the software Token on the mobile device,

Dwetails | Check
Cradia f Sasnch 2. Start your software Token and Scan the QRCode displayed below.

* Details f Check 3. Click the 'Register’ button below after scanning.

Ragister Token:  Primary Token =

1 use a Hardware Token (Inventoried)

luse a Yubikey Token (Inventoried or YubiClowd)
© 1use a ORCode-based Authenticator (Time-based)

| use a QRCodae-based Authenticator (Event-based)

1 use ancther Token (Manual Registration)

QRCode:
(Enlarge)

Optional Information

Expiration Date: Edit

e I

6. Start the OpenOTP Token application on your mobile phone and click the Camera button. Scan the QRCode to register a
new Software Token on your mobile phone. When done, click the Register button onthe screen. The Software Token is

now registered in OpenOTP.
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(@ RCDeys Direstory (2) E": 0 & [ad

A de=WebADM # Home  Admin  Create Search Import Databases  Statistics  Applications  About  Logout
B 3 o=Root {4)
& @ en=admin
a] & cn=ppolicy
(o] ﬂ cn=tgsting
Craate f Search )
* Details f Check TOTP Token has been registered

Create / Search
Duetails f Check

Register | Unregister OTP Tokens for cn=testing.o=Roat

Ok

8.2 Test User Authentication

1. Returntothe MFA Authentication Server intheApplication Actions box forthe userand click the

Test User Authentication action.

\ﬁ Export OATH-PSKC File
4 You can use the action to export the registered OATH Token
to a PSKC (RFC-6030) file.
o Test OTP & FIDO Authentication
You can use this action to simulate a user authentication.

& Test Signature & Confirmation

You can use this action to test a transaction confirmation or
qualified signature.

Alogin form is displayed. Enter ‘test’ in the LDAP Password field and let the rest empty. Click the Start button.

Login Method: ® Normal O simple
Username: testing v
Domain: Default v

LDAP Password: eeseseee

OTP Password:

Simulated Client: [Default] v
Simulated Source:

Simulated Options:

Request Settings:

Virtual Attributes:

Browser Context: 32145fc14817873382cc60a94 1acdcfc

Debug Mode: O (enable debug logs for this request)

= -

2. Youdidn’t enter the OTP intheloginand OpenOTP also activatesthe Challenged-OTP mode. A new window is

displayed with a message asking for your Token password. Enter the password displayed on your OpenOTP Token mobile

application.



Test OTP & FIDO Authentication for

Result: Challenge (OTP)
Message: Enter your TOKEN password
Timeout: 76 seconds

OTP Password:

|
Continue Cancel

3. WebADM displaysthe authentication result and server message.

Result: Success

Message: Authentication success

Ok Cancel

You can have a look atthe WebADM Server Log Files inthe Database menu to see what happened.



[2021-12-03 11:45:31]1[172.16.3.223:43954] [OpenOTP:L4T7VHOU] New openotpNormalLogin SOAP
request

[2021-12-03 11:45:31]1[172.16.3.223:43954] [OpenOTP:LA4T7VHOU] > Username: testing

[2021-12-03 11:45:31]1[172.16.3.223:43954] [OpenOTP:L4T7VHOU] > Domain: Default

[2021-12-03 11:45:31][172.16.3.223:43954] [OpenOTP:L4T7VHOU] > LDAP Password: XXXXXXXXXXX
[2021-12-03 11:45:311[172.16.3.223:43954] [OpenOTP:L4T7VHOU] > Client ID: OpenOTP

[2021-12-03 11:45:311[172.16.3.223:43954] [OpenOTP:L4T7VHOU] > Source IP: 172.16.3.223

[2021-12-03 11:45:31]1[172.16.3.223:43954] [OpenOTP:L4T7VHOU] > Context ID:
1815a179265fc3b1c38a9f78deabd3dl

[2021-12-03 11:45:31][172.16.3.223:43954] [OpenOTP:L4T7VHOU] Registered openotpNormallLogin
request

[2021-12-03 11:45:311[172.16.3.223:43954] [OpenOTP:L4T7VHOU] Resolved LDAP user:
cn=testing,0=Root (cached)

[2021-12-03 11:45:31][172.16.3.223:43954] [OpenOTP:L4T7VHOU] Started transaction lock for user
[2021-12-03 11:45:311[172.16.3.223:43954] [OpenOTP:L4T7VHOU] Found user fullname: testing
[2021-12-03 11:45:311[172.16.3.223:43954] [OpenOTP:L4T7VHOU] Found 48 user settings:
LoginMode=LDAPOTP,0TPType=TOKEN,ChallengeMode=Yes,ChallengeTimeout=90,0TPLength=6,0fflineExf
1:HOTP-SHA1-6:QN06-
T1M,DeviceType=FIDO2,U2FPINMode=Discouraged,SMSType=Normal,SMSMode=0ndemand,MailMode=0nc¢

[2021-12-03 11:45:31]1[172.16.3.223:43954] [OpenOTP:L4T7VHOU] Found 4 user data:

TokenType, TokenKey, TokenState, TokenExpire

[2021-12-03 11:45:31][172.16.3.223:43954] [OpenOTP:L4T7VHOU] Found 1 registered OTP token (TOTP)
[2021-12-03 11:45:31]1[172.16.3.223:43954] [OpenOTP:L4T7VHOU] Requested login factors: LDAP & OTP
[2021-12-03 11:45:311[172.16.3.223:43954] [OpenOTP:L4T7VHOU] LDAP password Ok

[2021-12-03 11:45:31]1[172.16.3.223:43954] [OpenOTP:L4T7VHOU] Authentication challenge required
[2021-12-03 11:45:31]1[172.16.3.223:43954] [OpenOTP:L4T7VHOU] Started OTP authentication session of
ID hmdroldBdeftlxai valid for 90 seconds

[2021-12-03 11:45:31][172.16.3.223:43954] [OpenOTP:L4T7VHOU] Sent login challenge response
[2021-12-03 11:45:50] [172.16.3.223:51201] [OpenOTP:L4T7VHOU] New openotpChallenge SOAP request
[2021-12-03 11:45:50]1[172.16.3.223:51201] [OpenOTP:L4T7VHOU] > Username: testing

[2021-12-03 11:45:50][172.16.3.223:51201] [OpenOTP:LAT7VHOU] > Domain: Default

[2021-12-03 11:45:50][172.16.3.223:51201] [OpenOTP:L4T7VHOU] > Session: hmdroldBdeftlxai
[2021-12-03 11:45:50]1[172.16.3.223:51201] [OpenOTP:L4T7VHOU] > OTP Password: XXXXXX
[2021-12-03 11:45:50] [172.16.3.223:51201] [OpenOTP:L4T7VHOU] Found authentication session started
2021-12-03 11:45:31

[2021-12-03 11:45:50] [172.16.3.223:51201] [OpenOTP:L4T7VHOU] Started transaction lock for user
[2021-12-03 11:45:50][172.16.3.223:51201] [OpenOTP:L4T7VHOU] TOTP password Ok (token #1)
[2021-12-03 11:45:50]1[172.16.3.223:51201] [OpenOTP:L4T7VHOU] Updated user data

[2021-12-03 11:45:50] [172.16.3.223:51201] [OpenOTP:L4T7VHOU] Sent login success response
[2021-12-03 11:50:33][172.16.3.223:46033] [OpenOTP:0OYYS5YXR] New openotpStatus SOAP request
[2021-12-03 11:50:33][172.16.3.223:46033] [OpenOTP:0OYYS5YXR] Sent status response (Ok)

I =

9. Testing a Web Server Integration

You can download and use the RCDevs sample PHP Login Form for OpenOTP to experiment a very simple Web integration with



OpenOTP:

loginform.zip

Copy the ZIP archive to your public Web server’s document root (for example /var/www/html), and unzip it. It will create a

loginform directory. The testing URL on your Web server will be Atip://yvourwebsite.com/loginform/

Be sure to have PHP and the PHP-SOAP extension installed on your public Web server. On a RedHat server, You can install it with:

yum install php php-soap

Enter the loginform directory and edit the index.php file. You need to adjust the OpenOTP SOAP web service URL (server_url) at
the beginning of the file. Remember that the web service URLs are displayed in the Applications menu in WebADM.

$server_url = "http://mywebadmserver:8080/openotp/";

You can now go to the login form URL at http://mywebsite.com/loginform/ with a Web browser to test the sample OpenOTP login

integration.

Username:
Domain:

LDAP Password:
OTP Password:

Login

Enter the username and LDAP password. You can enter the OTP password in this screen or in the challenge screen (after pressing

the ‘Login’ button) as we did in our authentication test previously.

10. Configure your VPN Server with OpenOTP

The configuration of your VPN server depends on your VPN software. Get your vendor documentation and look for a section
explaining how to use a RADIUS server for remote authentication. As a general rule, you will need to set up a RADIUS server
connection by specifying the IP address of the Radius Bridge and the RADIUS shared secret. On your Radius Bridge server, you
will need to edit the /opt/radiusd/conf/clients.conf and add a RADIUS client block (with the IP address of the VPN server and the
shared RADIUS secret). Please look at RCDevs’ Radius Bridge Manual for details about the RADIUS server configuration and

integration.

Appendix A - OpenOTP Server SOAP APl & WSDL

Please, refer to the following documentation.


https://www.rcdevs.com/downloads/download/1/Utils/loginform.zip/
http://yourwebsite.com/loginform/
http://mywebsite.com/loginform/
http://127.0.0.1/howtos/api_wsdl_openotp/api_wsdl_openotp/

This manual was prepared with great care. However, RCDevs Security S.A. and the author cannot assume any legal or other liability for possible errors and their consequences. No
responsibility is taken for the details contained in this manual. Subject to alternation without notice. RCDevs Security S.A. does not enter into any responsibility in this respect. The
hardware and software described in this manual is provided on the basis of a license agreement. This manual is protected by copyright law. RCDevs Security S.A. reserves all rights,
especially for translation into foreign languages. No part of this manual may be reproduced in any way (photocopies, microfilm or other methods) or transformed into machine-readable
language without the prior written permission of RCDevs Security S.A. The latter especially applies for data processing systems. RCDevs Security S.A. also reserves all communication
rights (lectures, radio and television). The hardware and software names mentioned in this manual are most often the registered trademarks of the respective manufacturers and as
such are subject to the statutory regulations. Product and brand names are the property of RCDevs Security. © 2024 RCDevs Security S.A., All Rights Reserved
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