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B NetlQ

Mountpoints Multi-Domain Novell

1. Overview

For this recipe, you will need to have WebADM/OpenOTP installed and configured. Please, refer to WebADM Installation Guide
and WebADM Manual to doit.

2. NetlQ Installation and Initial Configuration

> We used the NetlQ appliance version 4.3 downloaded from the Microfocus website (trial version).
> ISOfilename: AM_43_AccessManagerAppliance_Eval-0831.iso

> It’s SUSE Linux:

netigam:~ # cat /etc/SuSE-release

SUSE Linux Enterprise Server 11 (x86_64)

VERSION = 11

PATCHLEVEL = 4

NetlQ Access Manager Appliance 4.3.0.0-391 (x86_64)

> NetlQ is a resource-hungry application, we used the following setup:
> 2 CoresVM
> 8 GB RAM

> 50GB HD
Even with this configuration, we received one warning about disk size (the minimum requirement is 100GB). Lack of resources,

especially RAM, can cause erratic behavior and failures to start.
> NetlQ is configured during the initial boot of the VM, using all default values when possible.
> Remember to take note of all configuration details.
> The admin account DN for WebADM is: cn=admin,o=novell

> Our settings for the WebADM mount point:


http://127.0.0.1/tags/mountpoints
http://127.0.0.1/tags/multi-domain
http://127.0.0.1/tags/novell
http://127.0.0.1/howtos/webadm_install/webadm_install/
http://127.0.0.1/howtos/webadm_admin/webadm_adm_guide/

Mount DN: ou=netiq

Host Name(s): 192.168.3.221

Port Number: 636

Encryption SSL

Type:

Tree Base: o=novell

Login DN: cn=admin,o=novell

Login Password: It's set during the inital
setup.

3. Mount eDirectory on WebADM

> Create a container (e.g. an OU) - ouroneis called netiq.
> Create the mount point using:

> The containeras Mount DN.

> Login DN setto “cn=admin,o=novell” (in our case).

> The NetlQ specific details (see above table as an example).
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> Extend the eDirectory schema (You must have write access to the LDAP schema to complete the operation).
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> In the end, you should have the eDirectory mounted on WebADM.
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Create / Search

Details / Check
Create / Search
Details / Check

Loy L, L

N netiq (cn=netiq,dc=MounPoints, de=WebADM) D

Status: Enabled [CONFIGURE] [RENAME] [REMOVE]
Extended: Yes (DETAILS) (SCHEMA)

Directory Type: novell

Server(s): 192.168.3.221:636

Encryption: SSL

Mount Point:

Tree Base:

Login DN: cn=

4. Create a Local Domain

> Select the container used for the eDirectory mount point - in our case netiq.



# Home  Admin = Creaste  Search  Impon

| Disable Domain

Databases  Applications  About | Logout

Object Setings for cn=natiq,de=Domains,de=WebADM

Yos + No (defaulz)

User Search Base
The LDAP user search base comresponding to the domain,

ou=netiq Select

g

Group Search Base
The LDAP group search base corresponding 16 the domain.

This setting is ignored if WebADM uses only direct group_mede.
Mote: Defaults 1o the User Search Base if not set

Domain Name Aiases
Comma-separated Est of alernative domain names.
User Access Policy

Allowed Groups

5. Configure the User for Testing (in WebADM)

> Create a new user in WebADM within the eDirectory domain (in our case netiq).

> Activate the user in WebADM (this add WebADM attributes to the user in eDirectory).

> Set up the OTP features for the user.

ise Edition v1.5.11-1

Search Import Databases Applications

Create

# Home Admin

LDAP Actions Object Details
Object class(es). Person

User activated: No Activate Nowl )

B Delete this cbject
I‘_E Copy this object

& Export to LDIF

4, Change password
# Create certificate

© Add permissions
D Advanced edit mode

Add Attribute (81

About
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# Home

Admin

Create

LDAP Actions.

B Delete this object
£} Copy this object
& Export to LDIF
&, Change password
## Create certificate
& Add permissions
s’ Unlock WebApp access
) Advanced edit mode

Search Import Databases Applications About Logout

Obje

Object Details Application Actionz

webadmaccount, Person

3 settings [CONFIGURE]

Object class(es):
WebADM settings:
WebADM data: 8 data [EDIT]
User activated: Yes Deactivate
Logs and inventory: WebApp, WebSry, Inventory

QR Leain.& Slanina Sernver (8 actions)

-[-;;:-!"c.ﬂm'}aluas] [delete attributa)

> Thisis an example setup that can be customized based on specific needs.

W Hom Admin

Appicatons
PwiResat
SaliDask
SelfReg

v OpenOTP (3
Spankey
TR

Croata

Search

impont | Databases | Applications  About  Logoul
Application Settings for cn=susanred, cu=netig
Authentication Pelicy
Login Mode oTe :

- LDAPOTP: Reguire both LDAP and OTP passwords.
- LDAPU2F: Require both LDAP and U2F responsa.

- LDAPMFA: Require LDAP and either OTP or LI2F.

= LOAP: Require LDAP password only.

= OTP; Requine OTP password only.

QTP Type

- TOKEN: OATH HOTRITOTPIOCRA, YubiKey or MoblaOTP Token.

- BMS: SMS one-time password (On-demand or Prefetched).

= MAIL: Email ana-time password (On-demand or Profatchod).

= LIST: Pre-generated OATH OTP password lis1 (1o be printed).

- PROXY: Forward requests o anothor RADIUS sorver (for migrations).

B OTP Faliback

Faliback OTP Type to ba used as secondary authentication method.
LASTOTP let users use tha kast validated OTP which axpires afoer a delay.
Usa DISABLED to disabled fallback if there i a configuration by defadll

OTP Password Lengdh

Mote: This setting is ignoned for OCRA Tokons as OTP length is part of the OCRA Suite.
Waming: Changing this satting afier having registered OATH Tokens will invakdate these Tokens.

When enabled a static pref has to be prepended to any OTP password in the fom [PIN][OTF).

T o R Pome s ot e

TOKEN (Default) 3

MAIL [Default) 3

& (Defauit) 3

Yos = Mo (default)

P S e e i e R S Py

> Register a soft token (we used RCDevs own mobile application).
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6. Create the Radius Class in NetlQ

From the Dashboard, go to Devices -> Identity Servers and select the entry (in our case there is only one, IDP-Cluster).
Under the tab Local, perform all the following sub tab configurations:

> “Classes”
> “Methods”
> “Contracts”

> “Defaults”

- o — —

NetlQ Access Manager

Dashboard Devices Puolicles ~ Security v

|dentity Servers p

IDP-Cluster

Liberty | SAML 1.1 | SAML 2.0 | WS Federation | Brokering | WS-Trust | OAuth & OpeniD Connect |
User Stores| | Classes | Methods | Contracts | Defaults

Hew | Delete 1 Itemis)

| Name Type Default
| SingleBoxUserStore eDirectory ¥




Classes

Use the “Radius Class” Java class with the following Java classpath:

“com.novell.nidp.authentication.local.RadiusClass”

wes PWES EZE SN T TR G YYORT g L AR L A el KIS L BNyt Y L T P L e T L V) . LT TS AL LI T ey e

NetlQ Access Manager

Dashboard Devices ~ Policies ~ Security ~

ldentity Servers p IDP-Cluster

Create Authentication Class

lSt_e_p 1 of 2: Specify name am:l_ java class.

Note: To enable Advanced Authentication classes, you must configure the Advanced Authentication server.

Display name: |myRadiusClass |
Javaclass: | Radius Class
Java class path: com.novell. nidp.authentication.local.RadiusClass

In the second page, add details of the server running the Radius Bridge daemon (normally the same server running WebADM).

Here we used the default values that you can findin /opt/radiusd/conf/client.conf (portand Shared secret ).



“ = lANot Secure htps://netigam.test.com:8443/nps/serviet/webacc

$oapps @Gt 8 AwS Z wiki & [EJsupport-questions 5 myenv FS CHECK_THIS.OUT [E5 Support ES RumpUP |

NetlQ Access Manager

Dashboard Devices v Policies - Security
Identity Servers p IDP-Cluster p

radius

General il

New | Delete | E|| 1 Item(s)

| Server
) 192.168.3.108
Port: 3007 %4
Shared secret: sssssssuss /
Reply time: 7000 % milliseconds
Resend time: 2000 % milliseconds
Failed server retry: L1 % minutes
J5P:

User Lookup Attribute Name: cn

Require password

Make sure the port (in this case 3001, the default), it’s open between the NetlQ AM server and the WebADM/Radius server.

Methods

Create a new entry using the Radius class from the listin Class .



NetlQ Access Manager

Dashboard Devices Policies Security ~

|dentity Servers p IDP-Cluster p

myRadiusMethod
Display name: myRadiusMethed
Class: myRadiusClass

Identifies User
" Overwrite Temporary User

[ Overwrite Real User

User stores:
SingleBoxUserStore

Available user stores:

<Default User Store>

S [4]

[#][#]

MNew | Delete O Item(s)
[ Name Value
No items

“Contracts”

Create a new entry adding the method for Radius in the bottom box from the list on the right.



NetlQ Access Manager

Dashboard Devices ~ Policies Security

Identity Servers p IDP-Cluster |

Create Authentication Contract

Step 1 of 2: Configuration

Display name: myRadiusContract
URI: ootp

Password expiration serviet:

Allow user interaction

Login Redirect URL: https:{fwww.google.com
3 Allow user interaction

Authentication Level: 0

Authentication Timeout: 60 Minutes

Activity Realmis):

|1 Satisfiable by a contract of equal or higher level

Satisfiable by External Provider

Requested By Da not specify

Allowable Class

If you add more than one X509 method, only the first one will be used and it will automatically be moved to the top of the list.
Methods: Available methods:

myRadiusMethod = |Name/Password - Basic

Ij:_; |Name/Password - Form

=| | Secure Name/Password - Basic
'Secure Name/Password - Form

[#][$]

NetlQ Access Manager

Dashboard Devices Policies Security ~
|dentity Servers p IDP-Cluster p

Create Trusted Identity Provider
Step 2 of 2: Enter authentication card values

D: |OTPRadiug |

Text: OTP Radius:
Image: | Novell
Show Card
[ Passive Authentication Only




Defaults

Create new entry selecting the Radius contract.

= C | A Not Secure Hhitps://netiqgam.test.com:8443/nps/serviet/webacc

iapps (@Gt @ aws F Wiki & 3 support-questions £ myenv [ CHECK THIS.OUT E3Support B RumpUP [ AWS

NetlQ Access Manager

Dashboard Devices Policies Security

Identity Servers b

IDP-Cluster

General £ 5 <18 Liberty \ SAML 1.1 | SAML 2.0 | WS Federation | Brokering | WS5-Trust | OAuth & OpenID Connect |
User Stores | Classes | Methods | Contracts | [Defaults]

Defaults

User Store: | SingleBoxUserStore
Authentication Contract: | radius

Authentication Type Default Contract
MName Password:  <Mones

Secure Name Password: | <Mone»
X509:  <Mone>

Smart Card:  <Mone>

Smart Card PKIl: | <Mone>

Token: | <Mone>

(o ol ol o] o o

7. Update the NetlQ Configuration and Make Sure The Server Is Operational

Once you have created all the above entries, you need to update the server configuration in Server Health -> Health tab.

The update can take several minutes depending on your VM configuration and in our limited experience sometimes it might be
necessary to restart the entire system.

Login as root to the VM and execute:
netiq:/etc/init.d # ./novell-appliance restart

Repeat the “Update from server” and “Refresh” until it gets green or investigates what went wrong.



& C | A Not Secure  https://netigam.test.com:B443/nps/serviet/webace
M apps Gt 8 AwWS # wiki & B support-questions ESmyenv B5CHECK THIS.OUT B9 Support ESRumpUP [ES] AWSARCDEVS [ demo_sw [2toc

NetlQ Access Manager

Daghboard Davices ~ Palicies Sacurity ~
Servers b Health
Server Health: 192.168.3.221

General Alerts | C Status | St 1
Refresh | Update from Server
Status  Description

B Server is operational (Fassed)

Services Detall

Type Status  Message
Services @ \dentity Server Configuration ¥
|dentity Server Configuration @) Fully applied
Configuration Datastore @) Operating properly
User Datastores @ Operating property
Signing, Encryption and S50 Connector Heys ﬁ_',; Signing key available Certificate Subject Name = CH=netiqam, test.com  Validity in Days = 3449
Evaluation Yersion ) This evaluation version will expire on Thu, Aug 31, 2017.
Close |

8. Test User Login

> To test the user login | used the default NetlQ portal app. In our case, that’s https://netiq.test.com/portal/

(netig.test.com resolves to the local IP address of the NetlQ VM).

> Please keep in mind that the password is authenticated by NetlQ/eDirectory, while the token is authenticated by OpenOTP via

Radius.
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NetlQ Access Manager

Application Overview

This is a sample application that demonstrates the basic functionalities of a NetlQ Access
Manager.
The functionalities demonstrated are

1. Role based access control policies.
2. Automatically filling forms with authenticated user's attributes.

Roles & Users
This is a simple application which demonstrates key aspects of the Access Manager.
The NetlQ Access Manager default installation creates the following two users:

« Alice with username as alice and depicts both Manager and Employee role.
« Bob with username as bob and depicts Employee role.

You can login in this application with either of the users. The passwords of these users is
"netiq".
You can view the demo by pressing the "login® in this page and follow the instructions.

You can remove the portal before moving to production. Refer NetlQ Access Manager
documentation on how to remaove this portal.

Access Manager

Sign in to use available applications

OpenOTPLogin

susanred

I..l'.l

Sign in

9. WebADM Log Entries

This is the log entry of a failed login where | provided the wrong OTP.



[2017-06-13 14:48:35][192.168.3.108] [OpenOTP:UJM5WOBB] New openotpSimpleLogin SOAP request
[2017-06-13 14:48:35][192.168.3.108] [OpenOTP:UJM5WOBB] > Username: test02

[2017-06-13 14:48:35][192.168.3.108] [OpenOTP:UJM5WOBB] > Password: XXXXXXX

[2017-06-13 14:48:35][192.168.3.108] [OpenOTP:UJM5WOBB] > Client ID: 192.168.3.221

[2017-06-13 14:48:35][192.168.3.108] [OpenOTP:UJM5WOBB] > Options: RADIUS,-U2F

[2017-06-13 14:48:35][192.168.3.108] [OpenOTP:UJM5WOBB] Enforcing client policy: netiq

[2017-06-13 14:48:35] [192.168.3.108] [OpenOTP:UJM5WOBB] Registered openotpSimpleLogin request
[2017-06-13 14:48:35][192.168.3.108] [OpenOTP:UJM5WOBB] Resolved LDAP user: cn=test02,ou=netiq
[2017-06-13 14:48:35][192.168.3.108] [OpenOTP:UJM5WOBB] Started transaction lock for user

[2017-06-13 14:48:35][192.168.3.108] [OpenOTP:UJM5WOBB] Found user language: EN

[2017-06-13 14:48:35][192.168.3.108] [OpenOTP:UJM5WOBB] Found 37 user settings:
LoginMode=0TP,OTPType=TOKEN,OTPFallback=DISABLED,OTPLength=6,ChallengeMode=Yes,ChallengeTim
1:HOTP-SHA1-6:QN06-

T1M,SMSType=Normal, SMSMode=0Ondemand,MailMode=0Ondemand,LastOTPTime=300,ListChallengeMode=

[2017-06-13 14:48:35][192.168.3.108] [OpenOTP:UJM5WOBB] Found 5 user data:
LoginCount,LastOTP,TokenType, TokenKey, TokenState

[2017-06-13 14:48:35][192.168.3.108] [OpenOTP:UJM5WOBB] Last OTP expired 2017-06-13 14:48:21
[2017-06-13 14:48:35][192.168.3.108] [OpenOTP:UJM5WOBB] Found 1 registered OTP token (TOTP)
[2017-06-13 14:48:35][192.168.3.108] [OpenOTP:UJM5WOBB] Requested login factors: OTP
[2017-06-13 14:48:35] [192.168.3.108] [OpenOTP:UJM5WOBB] Wrong TOTP password (token #1)
[2017-06-13 14:48:35] [192.168.3.108] [OpenOTP:UJM5WOBB] Updated user data

[2017-06-13 14:48:36] [192.168.3.108] [OpenOTP:UJM5WOBB] Sent failure response

I =

This is the log of a successful login:



[2017-06-13 13:12:12][192.168.3.108] [OpenOTP:9VDX08GZ] New openotpSimpleLogin SOAP request
[2017-06-13 13:12:12][192.168.3.108] [OpenOTP:9VDX08GZ] > Username: test02

[2017-06-13 13:12:12][192.168.3.108] [OpenOTP:9VDX08GZ] > Password: XxXXxxx

[2017-06-13 13:12:12][192.168.3.108] [OpenOTP:9VDX08GZ] > Client ID: 192.168.3.221

[2017-06-13 13:12:12][192.168.3.108] [OpenOTP:9VDX08GZ] > Options: RADIUS,-U2F

[2017-06-13 13:12:12][192.168.3.108] [OpenOTP:9VDX08GZ] Enforcing client policy: netiq

[2017-06-13 13:12:12][192.168.3.108] [OpenOTP:9VDX08GZ] Registered openotpSimpleLogin request
[2017-06-13 13:12:12][192.168.3.108] [OpenOTP:9VDX08GZ] Resolved LDAP user: cn=test02,ou=netiq
[2017-06-13 13:12:12][192.168.3.108] [OpenOTP:9VDX08GZ] Started transaction lock for user

[2017-06-13 13:12:12][192.168.3.108] [OpenOTP:9VDX08GZ] Found user language: EN

[2017-06-13 13:12:12][192.168.3.108] [OpenOTP:9VDX08GZ] Found 37 user settings:
LoginMode=0TP,OTPType=TOKEN,OTPFallback=DISABLED,OTPLength=6,ChallengeMode=Yes,ChallengeTim
1:HOTP-SHA1-6:QN06-

T1M,SMSType=Normal, SMSMode=0Ondemand,MailMode=0Ondemand,LastOTPTime=300,ListChallengeMode=

[2017-06-13 13:12:12][192.168.3.108] [OpenOTP:9VDX08GZ] Found 7 user data:
LoginCount,RejectCount,LastOTP, TokenType, TokenKey,TokenState, TokenOffset

[2017-06-13 13:12:12][192.168.3.108] [OpenOTP:9VDX08GZ] Last OTP expired 2017-06-13 11:59:12
[2017-06-13 13:12:12][192.168.3.108] [OpenOTP:9VDX08GZ] Found 1 registered OTP token (TOTP)
[2017-06-13 13:12:12][192.168.3.108] [OpenOTP:9VDX08GZ] Requested login factors: OTP
[2017-06-13 13:12:12][192.168.3.108] [OpenOTP:9VDX08GZ] TOTP password Ok (token #1)
[2017-06-13 13:12:12][192.168.3.108] [OpenOTP:9VDX08GZ] Updated user data

[2017-06-13 13:12:12][192.168.3.108] [OpenOTP:9VDX08GZ] Sent success response

I =

> Example of a failed login - notice the token value (from the Radius bridge log). Please note that “User-Password” is actually the

content of the token field, as the actual password is authenticated directly by NetlQ and unknown to OpenOTP.



rad_recv: Access-Request packet from host 192.168.3.221 port 34761, id=6, length=48
User-Name = "susanred"

User-Password = "wrong"

# Executing section authorize from file /opt/radiusd/conf/radiusd.conf

+group authorize {

[pap] WARNING! No "known good" password found for the user. Authentication may fail because of this.
++[pap] = noop

++[openotp] = ok

+} # group authorize = ok

Found Auth-Type = openotp

# Executing group from file /opt/radiusd/conf/radiusd.conf

+group authenticate {

rim_openotp: Sending openotpSimpleLogin request

rim_openotp: OpenOTP Authentication failed

rim_openotp: Reply message: Invalid username or password

rim_openotp: Sending Access-Reject

++[openotp] = reject

+1} # group authenticate = reject

Failed to authenticate the user.

Login incorrect: [susanred] (from client any port 0)

Using Post-Auth-Type Reject

WARNING: Unknown value specified for Post-Auth-Type. Cannot perform requested action.
Sending Access-Reject of id 6 to 192.168.3.221 port 34761

Reply-Message = "Invalid username or password"

Finished request 2.

Going to the next request

Waking up in 9.9 seconds.

Cleaning up request 2 ID 6 with timestamp +686
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