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1. Overview

In that documentation, we will explain how to configure OpenOTP multi-factor authentication on your Microsoft Network Policy

Server. As a practical example, we will configure NPS with Microsoft Remote Access Server for VPN use.

For this recipe, you will need to have a WebADM, OpenOTP and Radius Bridge installed and configured. Please refer to \WebADM
Installation Guide, WebADM Manual and Radius Bridge Manual for instructions on these. Your Microsoft Network Policy Server
and Remote Access Server should be installed and configured for VPN (PPTP, SSTP) use.

Note that only two multifactor authentication methods can be used to authenticate your Windows VPN client with OpenOTP:
Simple push “Accept/Reject” or concatenated LDAP+OTP password. NPS supports RADIUS challenge, but Windows VPN Client

does not, so you can not prompt additional credentials during the authentication request to ask for the OTP.

2. Configure MS VPN with NPS

Open the Routing and Remote Access console from your Windows VPN server
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Right-clickonyourVPN> Properties
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Opens the properties dialog box for the curment selection.

Clickon Security tab
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Done

We will now changethe Authentication Provider from Windows Authentication to RADIUS Authentication and click on

Configure button.
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Done

On the following screen, configure the IP of your NPS server and a secret. Adjust the timeout according to the screenshot. If you

are using Simple Push based authentication, it is important that the timeout exceeds the push timeout configured in WebADM.
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3. NPS Configuration

3.1 Add your VPN server as RADIUS Client

On NPS your VPN server is configured as a Radius client.
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Friendly name:
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Address (IF or DNS):
|192.168.3.188

Shared Secret
Select an existing Shared Secrets template:
Mone

To manually type a shared secret, cick Manual. To automatically generate a shared
sacret, click Gensrate. You must configurs the RADIUS chent wih the same shared
secnet entered here, Shared secrels are case-gensiive,

(®) Manual () Generate
Shared secret:
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Confirm shared secret:

ok ]| Caen

ROLES AND SERVER GROUPS

Rolec: 3 Se

N5 ers to

The secret must be the same as the one you configured on your VPN server. Go back to your VPN properties and click on

button. Configure as like below:
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Apply the configuration. This concludes the VPN server part.

3.2 Add a new Remote RADIUS Server

Open the NPS console, we will now configurea Remote RADIUS Server .Rightclickon

Remote RADIUS Server Group > New
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On the next page, add the IP address of your Radius Bridge.
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Select an exstng Femote RADIUS Servers template

Hone:

Type the name or IP address of the RADIUS server you want to add

Sarver
152.168.3.54
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requests when the local NPS server is configured as

On the next tab, you have to configure the secret, which must match a client definition in your RADIUS bridge clients.conf:
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NPS server IP needs to configured as Radius client in

client NPS_Server {
ipaddr = 192.168.3.189
secret = testingl23

On the

, you need to configure the timeouts like below. Again they must exceed the push timeout:
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Click twice when your configuration is done.
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3.3 Connection request Policies

Now we need to configurea Cor

ection Request Policy inordertoforward authentication request to Radius Bridge.
Rightclickon Connection Request Policy > New
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Name your policy, definethe Type of Network access server to Remote Access Server andthenclick Next .
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On the next page, define your Access Conditions.
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On my side, | only defined the NAS Port Type to VEN(Virtual) .Thismeansthe policyisapplied to VPN connections.
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when all of your conditions are defined.

Next page we finally define the Authentication mechanism for the requests. On the Authentication tab switch to

group we defined earlier.

and choose the Server
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The accounting part can be kept by default because Radius Bridge does not support RADIUS accounting. Click Next .

On the next page, there is one small but important setting to be considered. If you wish to implement Network Policies (for
example user/group specific netowork access rules) in NPS, you must configure the following RADIUS attribute setto True . This

attribute means NPS sends the defined Network Policies back to VPN server. Without it all Network Policies are ignored.
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You have successfully created the following connection request policy

ol Ternplates Managerner] VPN _jo_OpenOTP

Policy conditions..
Condtion Valus

NAS Port Type  Vitual (VPN

Policy settings:
Condtion Value
:}uheﬁu:um Providier Forwarding Request
OpenDTP
Ramate-RADILISto-Windows-User-Mapping  True

Authertication Prowider Mame:

To cloas this wizand, click Firish

4. VPN client configuration

. Completing Connection Request Policy Wizard
L]

* | —

fanwarded to nemote RADILS

[er (VP N-Dksd up)
(VP N-Dksl up)

On the VPN Client configuration we need to configure PAP as supported protocol. Edit your VPN Connection Properties and

configure it as below :



A = [ . L]

P Network Connections C=lal x|
t !f » Controd Panel b Metwork and Intesnet » Mebwork Connections w &) | SewichMe. B |
Ovgaraze = Stectthis connection  Rename this ion  Debete this jon Ch ings of this i E-Oe
[Ethernetl . VPN Connectson
ad.redevs.com Disconmected
B el 82574 Gigabit Metwork C.. waumm:lili
General | Options | Securty | [ Sharrg |
Tyoe of VPN
[Atomane ]
rm et even f no vl
Authanbeation
0 Unes Extensbie Athertication Protocal (EAF)
Poperies
) Micrw thanm prolocols

EAP-MSCHAPYZ wall ba used for IKEvZ VPN type Salecy
aryy of these peotocols for other WP typas.

[ Unencrypted password [PAF)
[ Chalenge bandshake Authentication Protocol [CHAPY
[ Mizmaok CHAP Verson 2 S CHAR w2

| Austperiatically wse my Windkns legon rame and
password (and domen_ § any)

Activate Windows
Go to System in Control Panel to activate
Windows

That concludes the VPN client configuration.

5. WebADM Client Policy

As mentioned, Windows VPN client doesn’t support RADIUS Challenge. For this reason, you have to create a WebADM client policy

for your VPN, disabling the challenge mode support for the requests from MS VPN server.

Loginon WebADM Admin GUI > Admin tab > Client Policy
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Clickon Add Client button, name your client policy and click Proceed button:

Create Configuration Object of Type Client

Mandatory attributes

Container cn=Clients,cn=WebADM, dc=yorcdevs dc=com EI Select

Microsoft NPS

Type | WebADM Client Policy (Client)

Optional attributes
Description./ Note

WebADM Settings Yau can edit this attribute once object is created.

Clickon Create Object :

Create Configuration Object of Type Client
Confirm object creation for cn=Microsoft NPS, cn=Clisnts, cn=WebADM, dc._.

Attribute Value
DN Microsoft NPS
Common Name

WebADM Object Type €

Create Object




You are now on the configuration page of your client policy. Scroll down to find the Forced Application Policies

section:

Forced Application Policies

Application Settings (Default)

A Edit
List of application settings which cveride any default, user or group level setting.
The format is the same as for the web services’ request seftings (see AP| documentation).
The request settings (if present) will still override the application settings.
Enter one setting per line in the form OpenOTP.LoginMode=0TPR.

Enable the setting and click Edit button:

Inthe Application boxonthetop left,select MFA Authentication Server switchthe
Challenge Mode Supported settingto No:
BEsnviee g

# Home  Admin  Cluster | Create  Seasch  Import  Daisbases  Statistics  Applcations  About  Logout
Application Settings

Apglicatans Authentication Policy
v MFA Authentication Server - Mo
Sharod S S
B 2 The login mode (required login factors) shoukd be ajusted via Client Policies.
S5H Public Key Semver - LOAPOTP: Requins bath LOAP and OTP passwonds.
= LOAPUZF: Require both LDAP and FIDD response.
QR Login & Signing Server - LDAWPMFA: Require LDAP and sithar OTP or FIDO.

=« LDAP; Require LDAP password only.
- OTP: Redquire OTP passwaord anly.
| QTP Type
= TOKEN: OATH HOTPITOTR/OCRA, Yubiey of MobleOTF Token.
- 5MS: SMS one-time password (On-demand or Prefeiched).
- MAIL: Emad ane-time password (On-demand o Prafetched).

= LIST: Pre-generated OATH OTP passwaord st (to bo printed).
- PROXY: Foeward reguests to another RADIUS server (for migrations).

OTP Falback

Fallback OTP Type to be used as secondary authentication method.

SMSMAIL OTPs ane dekryed for Mobde Timaecut seconds befone beaing sent.
LASTOTP lot users use the kast validated OTP which expires afier a delay,

Usa DISABLED to disabled fallback if there is a configuration by default.

OTF FIN Prafix Yos ¢ No (default)

‘Whan enabled a static prefix has to be prepended to any OTP password in the form [PIN)[OTP).

fic charactors.
Challonge Mode Supported  (* Yes (detault) £ No
OpenQOTP assumes concatenated OTP passwords when disabled with simpleLogin requests.
Note: Challenge is required for Simple-Push, FIDO. DATH-OCRA and an-demand SMEMail OTP.
=
Tiene to walt for mobili responss with Token Simple Push before switching 12 a fallback methed.

‘Changing the dedault value requires to adjust client timeouts (ex. RADIUS request imeout) accondinglyl
Note: This timeout applies io M5S mobile responses as well (MobilelD SMS delivery mode).

Openily & SAML Provider

On the same page you can also configure Push Login settingto yes if you have a push login infrastructure available and

wish to use this method.

Scroll down to apply the configuration, and you will be redirected to the client policy configuration page. You should have the

following :



Forced Application Policies

OpeniTP.ChallengeMode=No
OpendTP . PushLogin=Yes

Application Settings (Dafault)

List of application settings which override any default, user or group level setting.

The format is the same as for the web services' request settings (see AP| documentaticn).
The request settings (if present) will still override the application settings.

Enter one setting per line in the form OpenOTP.LoginMode=0TF.

For OpenOTP match the policy with NPS and your VPN, you must configure the IP addresses of your VPN and NPS servers in the

Client Name Aliases setting. On my side, both are running on the same server so | configured only one IP address:

# Home | Admén | Clusier  Creale | Search

impost  Databases  Siatistics  Applcations | About  Logout

Objact Setings for CH=Micrasoft NPS,CH=Cllents. CN=WabADM, DCayoredevs. ...

Disabs Cliant Yos = Mo (dofault)
When disabied, clent requosts using this ciant policy will be refused
Detaut Domain

This domain is dutomatically selected when no domain is provided.

[Friandly Name

Friondly chent nama or short dessription to be used for %CLIENTY, in user messages.
Cliund Mame Aligtes 192.168.3.182

Comma-separated kst of allsmative disnt Ds.

D Alfribates

Restricted list of LDAP login attributes replacing the altibutes conliguned via uid_atirs in webadm cond.

Press Apply to save your client policy.

Configuration is now complete.

i.i Microsoft NPS (CN=Microsoft NPS,CN=Clients, CN=WebADM,DC...) £
Status: Enabled [CONFIGURE] [RENAME] [REMOVE]
Aliases: 192.168.3.182
Application Settings: OpenQTP: 2

ELem

With this policy, when your users will try to log in from the VPN client, they must use the push login to be able to log in (if push

login infrastructure is configured with OpenOTP) or use LDAP and OTP passwords concatenation :

> LDAP Username : Administrator

> LDPA Password : password

> OTP:123456

> LDAP Password+OTP concatenation : password123456

6. OpenOTP logs

6.1 Push login logs



[2019-09-19 16:50:33][192.168.3.54] [OpenOTP:8ENCNNEB] New openotpSimpleLogin SOAP request
[2019-09-19 16:50:33]1 [192.168.3.54] [OpenOTP:8ENCNNEB] > Username: administrator

[2019-09-19 16:50:33]1 [192.168.3.54] [OpenOTP:8ENCNNEB] > Password: XXXXXXXX

[2019-09-19 16:50:33][192.168.3.54] [OpenOTP:8ENCNNEB] > Source IP: 192.168.3.189

[2019-09-19 16:50:33][192.168.3.54] [OpenOTP:8ENCNNEB] > Options: RADIUS,-U2F

[2019-09-19 16:50:33][192.168.3.54] [OpenOTP:8ENCNNEB] Enforcing client policy: Microsoft NPS
(matched client IP)

[2019-09-19 16:50:33]1[192.168.3.54] [OpenOTP:8ENCNNEB] Registered openotpSimpleLogin request
[2019-09-19 16:50:33][192.168.3.54] [OpenOTP:8ENCNNEB] Resolved LDAP user:
CN=Administrator,CN=Users,OU=TESTING,DC=yorcdevs,DC=com (cached)

[2019-09-19 16:50:33]1[192.168.3.54] [OpenOTP:8ENCNNEB] Resolved LDAP groups: group policy creator
owners,domain admins,enterprise admins,schema admins,administrators,denied rodc password

replication group

[2019-09-19 16:50:33]1[192.168.3.54] [OpenOTP:8ENCNNEB] Started transaction lock for user

[2019-09-19 16:50:33]1[192.168.3.54] [OpenOTP:8ENCNNEB] Found user fullname: Administrator
[2019-09-19 16:50:33][192.168.3.54] [OpenOTP:8ENCNNEB] Found 46 user settings:
LoginMode=LDAPOTP,OTPType=TOKEN,PushLogin=Yes,ExpireNotify=MAIL,ChallengeMode=No,ChallengeTin
1:HOTP-SHA1-6:QN06-
T1M,DeviceType=FIDO2,SMSType=Normal,SMSMode=0ndemand,SecureMail=No,MailMode=0ndemand,Pre

[2019-09-19 16:50:33][192.168.3.54] [OpenOTP:8ENCNNEB] Found 5 user data:

TokenType, TokenKey, TokenState, TokenlID,TokenSerial

[2019-09-19 16:50:33][192.168.3.54] [OpenOTP:8ENCNNEB] Found 1 registered OTP token (TOTP)
[2019-09-19 16:50:33]1[192.168.3.54] [OpenOTP:8ENCNNEB] Challenge mode disabled (checking
concatenated passwords)

[2019-09-19 16:50:33]1[192.168.3.54] [OpenOTP:8ENCNNEB] Requested login factors: LDAP & OTP
[2019-09-19 16:50:33] [192.168.3.54] [OpenOTP:8ENCNNEB] LDAP password Ok

[2019-09-19 16:50:34]1[192.168.3.54] [OpenOTP:8ENCNNEB] Sent push notification for token #1
[2019-09-19 16:50:34][192.168.3.54] [OpenOTP:8ENCNNEB] Waiting 27 seconds for mobile response
[2019-09-19 16:50:37]1[192.168.3.56] [OpenOTP:8ENCNNEB] Received mobile authentication response
from 192.168.3.192

[2019-09-19 16:50:37] [192.168.3.56] [OpenOTP:8ENCNNEB] > Session: SeNAdV4FItKKVKI]
[2019-09-19 16:50:37] [192.168.3.56] [OpenOTP:8ENCNNEB] > Password: 16 Bytes

[2019-09-19 16:50:37]1[192.168.3.56] [OpenOTP:8ENCNNEB] Found authentication session started 2019-
09-19 16:50:33

[2019-09-19 16:50:37][192.168.3.56] [OpenOTP:8ENCNNEB] PUSH password Ok (token #1)
[2019-09-19 16:50:37][192.168.3.54] [OpenOTP:8ENCNNEB] Updated user data

[2019-09-19 16:50:37]1[192.168.3.54] [OpenOTP:8ENCNNEB] Sent login success response

I 0]

6.2 Concatenated LDAP password and OTP logs



[2019-09-19 16:37:23]1[192.168.3.54] [OpenOTP:232F08TO0] New openotpSimpleLogin SOAP request
[2019-09-19 16:37:23]1[192.168.3.54] [OpenOTP:232F08T0] > Username: administrator

[2019-09-19 16:37:23]1[192.168.3.54] [OpenOTP:232F08TO] > Password: XXXXXXXXXXXXXX

[2019-09-19 16:37:23]1[192.168.3.54] [OpenOTP:232F08T0] > Source IP: 192.168.3.189

[2019-09-19 16:37:23][192.168.3.54] [OpenOTP:232F08T0] > Options: RADIUS,-U2F

[2019-09-19 16:37:23][192.168.3.54] [OpenOTP:232F08T0] Enforcing client policy: Microsoft NPS
(matched client IP)

[2019-09-19 16:37:23]1[192.168.3.54] [OpenOTP:232F08TO0] Registered openotpSimpleLogin request
[2019-09-19 16:37:23][192.168.3.54] [OpenOTP:232F08TO] Resolved LDAP user:
CN=Administrator,CN=Users,OU=TESTING,DC=yorcdevs,DC=com (cached)

[2019-09-19 16:37:23]1[192.168.3.54] [OpenOTP:232F08T0] Resolved LDAP groups: group policy creator
owners,domain admins,enterprise admins,schema admins,administrators,denied rodc password

replication group

[2019-09-19 16:37:23][192.168.3.54] [OpenOTP:232F08TO] Started transaction lock for user

[2019-09-19 16:37:23][192.168.3.54] [OpenOTP:232F08TO] Found user fullname: Administrator
[2019-09-19 16:37:23]1[192.168.3.54] [OpenOTP:232F08T0] Found 46 user settings:
LoginMode=LDAPOTP,OTPType=TOKEN,PushLogin=No,ExpireNotify=MAIL,ChallengeMode=No,ChallengeTim
1:HOTP-SHA1-6:QN06-
T1M,DeviceType=FIDO2,SMSType=Normal,SMSMode=0ndemand,SecureMail=No,MailMode=0ndemand,Pre

[2019-09-19 16:37:23]1[192.168.3.54] [OpenOTP:232F08TO] Found 5 user data:

TokenType, TokenKey, TokenState, TokenlID,TokenSerial

[2019-09-19 16:37:23]1[192.168.3.54] [OpenOTP:232F08TO] Found 1 registered OTP token (TOTP)
[2019-09-19 16:37:23]1[192.168.3.54] [OpenOTP:232F08TO] Challenge mode disabled (checking
concatenated passwords)

[2019-09-19 16:37:23]1[192.168.3.54] [OpenOTP:232F08TO0] Requested login factors: LDAP & OTP
[2019-09-19 16:37:23]1[192.168.3.54] [OpenOTP:232F08TO] LDAP password Ok

[2019-09-19 16:37:23]1[192.168.3.54] [OpenOTP:232F08T0] TOTP password Ok (token #1)
[2019-09-19 16:37:23][192.168.3.54] [OpenOTP:232F08T0] Updated user data

[2019-09-19 16:37:23]1[192.168.3.54] [OpenOTP:232F08T0] Sent login success response
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