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Bj Message Templates

language message templates translations

1. Overview

This guide will reveal where to look for the message templates, how-to modify the English message templates and how-to add

another language.

2. Message Templates

2.1 OpenOTP

Log into the WebADM GUI, under Applications ,choose OpenOTP and clickon CONFIGURE .

1| LDAP Server (OpentDAP) 3

Ryl e

& opentoar (2)
# Q) de=WebhADM # Home  Admin  Create  Search  Impont  Databases  Stalistics  Applications  Aboul  Logout
B ¥} o=Root (3)
i R
o o et egistered Applications and Senvices
- &mm Categosios Wab Services
@ ([ cnctest user " Authentication (2)
* Create | Search E» MFA Authentication Server (OpenOTP) 1.4.2-2 {Commercial)
Detalls { Check SMS Relay 0]
Create | Search Multi-factor authentication service supporting QATH HOTRTOTRIOCRA,
* Delails | Check Seli-Service (3) FIDO, Yubikay, SMS OTP and Mail OTP.
Signanie m Latest Version: 1.4.2-3 (DOWNLOAD)
Singbe Sign-On  (2) Status: Enabled [CONFIGURE] [REMOVE]

Service URL (S5L): https:/192.168.3.163:8443/openotp/
Service URL (STD): hitp:/192.168.3.163:8080/0penatp/

Mobile Endpaint: hitps:(192. 1683, 163iwslopanatpl
UZF Facet Endpaint: hitps:('192.168.3.163/wslappid/

SOAP WSDL File: openotp.wsdl
-H- SSH Public Key Server (SpanKey) v2.0.2-2 (Commercial)
S5H public key distribution service supporting RSA, ECC and DSA keys.

Latest Version: 2.0.2-2 (0k)
Status: Enabled [CONFIGURE] [REMOVE]

Service URL (SSL): hitps:/192,168.3, 1638443 spankey/
Service URL (STD): http:('192.168.3.163:8080spankoy/

SOAP WSDL File: spankedy.wsdl

Under MATI, OTP ,one can changethedefault Email Subject.
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L} LDAP Server (OpenLDAP) ition v1.6.9-3 ' T
(=T Y=}

{\ OpenLDAP (2) )
B@QM # Home Admin  Create Search Import Databases  Stalistics  Applications  About  Logout
B ¥} o=Rool (3)

@ . - MAIL OTP

Eam  Use Secure Email Yes + Mo (default)

2 E cn=test_user Encrypt OTP emall with the user certificate public key (S-MIME).

Create / Search - e

% Gotaits / Chack mal Delvery Mode bbbl ol :I

*g;:;:;m Ondamand: A new OTF is sant when the user starts an authentication process.
Prefetch: The next OTP is sent after the user preformed an authentication,

Email Subject COpenOTP Login Localized
Naote: Sender email should be configured with ‘org_from' setting in WebADM config file.

Scrolldownto Message Templates tofind the other message templates for OpenOTP.
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{\ OpenLDAP (2)

B ¥} o=Root (3)
| @ en=admin

* Create / Search

Details / Check

* Create | Search
Details / Check

tion v1.6.9-3

ECDes

# Home  Admin  Create

Auth Failed Message

< Auth Relry Message

< Auth Success Message

SMSMAIL OTP Message

WUSERNAME®:: The user full name.
WUSERID%: The user login name.
%USERDN%: The user LDAP DN,
%DOMAIN%: The user domain narme.
%CLIENT%: The client system ID,
%SOURCE%: The request source |P address.
HOTP%: The one-time password value,
%TYPE%: The one-lime password method(s).
%TIMEOUT%: The Challenge session timeout (in seconds),
%EXPIRES%: The expiration date and time,
%SERVICE%: The configured service name.

+  Mobile Push Message

+  Mobile MSS Message

Challenge Message

See OTP Message above for available variables.

< Invalid Request Message
Invalid Account Message
Account Blacked Message

< Account Locked Message

< Password Expired Message
Token Expired Message
Mo Session Message

~  Session Exists Message

< Timer Exists Message

+  Server Emor Message

+  Server Busy Message

Search  Import Databases  Statistics  Applications  About  Logout
Message Templates

Invalid username or password Logalized
Mobile authentication cancelled Localized
Wrong password, please retry Localized
Authentication success Localized
Hello ¥USERNAME%. Your access code for R%CLIENTH 2

Localized
Hew login request from %CLIENT% at %SERVICEY Localizad
New login request from %CLIENT% at %SERVICE% Localized
Enter your %TYPEY password Localized
Invalid authentication request Lecalized
Account missing required data Localizad
Your account has been blocked Localized
Account currently in use Localized
Your LDAP password expired er must be changed Localized
Your Token has expired and must be re-registered Localized
Session not started or timedout Localized
Session already started Localizad
Blocking timer pending Localized
Server error Localized
Client access denied or server busy. Retry later Lecalized

Apply Cancel Reset

Here the English message templates can be modified. If you want to add or modify another language then clickon Localized.
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£\ openLpar (2)

& 0 de=WebADM

E &) o=Reot (3)
& @ cn=admin
a ﬁ cn=ppolicy
a Q CO=IeS]_user

Croate | Search

* Details F Check

* Create [ Search
Details / Check

ADM e Ed

womumsnﬂ:uﬁﬁ[_

# Home  Admin  Creale  Search  Import

Databases

Stalistics  Applications  About

=8,

Logout

Database Viewar for Localized Messages (2 results out of 68 localized messages)

Message Selection Massage Aclions
Appl j £} Update selected messages
B Dwlete selecled messages
Referance [F) Import from CSV file
Export as CSV / XML
Language :|
Application Reference Language
OpenOTP AuthFailedMessage == cE Ungiiltiger Benutzername oder Passwort
OpanOTP AuthFailedMessage fLiFR Utilisateur ou mot de passe incorrect
New Messages
Update Selected Messages Back to OpenOTP

Message

Message templates for other languages can be added here. One can export/import as/from a CSV file. Per default, only the

languages “EN”,“FR”,“DE”,“ES”,“IT”,“FI” are available. However, one can add more by adding it to

/opt/webadm/conf/webadm.conf .Have alook at the chapter 2.7 Localized Messages.

2.2 SpanKey

Log into the WebADM GUI, under Applications ,choose SpanKeyand clickon CONFIGURE .
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{\ Opentosp (2)

£ 85 de=WobADM

B ) 0=Root (3)
B @ co=admin
a ﬁ en=ppolicy
o] g cn=tosl_user

Create [ Search

* Details / Check

* Create f Search
Detads f Chack

ADM B

Copyright © 2010-2015 RCDevs SA, AN R

# Home  Admin

Categories
v Authentication (2}
sMSRelay (1)
Self-Service (3}
Signature (1}
Single Sign-On (2)

Create  Search  Impot D

Applications  About

Registerad Applications and Services

Wab Services

Er MFA Authentication Server (OpenOTP) v1.4.2-2 (Commercial)
Multi-factor authentication service supporting OATH HOTRITOTRIOCRA,

FIDO, YubiKey, SMS OTP and Mail OTP.

Latest Version: 1.4.2-3 (DOWNLOAD)
Stalus: Enabled [CONFIGURE] [REMOVE]

Service URL (S5L): hitps-/1192_168.3.163:844 3lopanatp!
Service URL (STD): mitp:i192.168.3.163:8080/openotp/

Maobile Endpoint: hitps:/192.168.3. 163ws/openotp!
UZF Face! Endpoint: hitps:/192.168.3,163/walappid/

SOAP WSDL File: opanatp.wadl

S5H Public Key Server [SpanKey) v2.0.2-2 (Commarcial)

55H public key distribution service supporting RSA, ECC and DSA keys.

Latest Version: 2.0.2-2 (Ok)

Stalus: Enabled [CONFIGURE] [REMOVE]

Service URL (SSL): hitps://192.168.3.163:844 3/spankey/
Service URL (STO): http:/i192.168.3.163:8080/spankey!

SOAP WSDL File: spankey.wsd|

=L ek

Logout


http://127.0.0.1/howtos/message_templates/message_templates/#2-7-localized-messages

Under User Notifications,onecanaddthe Notification Email Subject.

.B. LDAP Server (OpenLDAP) ¥

{\ opentDAP (2)
# #Q) dc=WebADM # Home Admin Create Search Import Datab Statisti Applications ~ About  Logout
=] o=F

t‘?'\ Bt @) User Notifications

B8 @ cn=admin

Bl g cn=ppolicy Saod N Soaltco 3

a a cn=test_user Send a notification email/SMS to the user when his LOAP password or SSH key expired.

Create / Search
% Details / Check Motification Email Subject Localized

Creata { Search

*Detailleth& Send Self-Regisiration Links Yes * No (default)

Automatically send a self-registration email/'SMS to the user when the SSH key has expired.
Mote: Requires the SelifReg WebApp to be installed.

Send Password Reset Links Yes * No (default)

Automatically send a password reset email/SMS to the user password expired or must be changed.
Mote: Requires the PwReset WebApp fo be installed.

Scrolldownto Message Templates tofind the other message templates for SpanKey.

.E|. LDAP Sarver (OpenLDAP) £

 Boec

{\ opentDAP (2)
#2) do=WebADM # Home  Admin Creale Search Import Databases  Statistics  Applications  About  Logout
= @ e Mes Template:
sage Te 5
o] ' cn=admin e
& & cn=ppolicy +  Pubkey Failed Message Invalid user or user not found Localized
o a ch=isstilsar Request Success Message Operation success Localized
* Create [ Search .
e Invalid Request Message Invalid st Localized
* Create | S Inva | Me nvalid reque
Deetails / Check
Auth Failed Message Invalid password Localized
Invalid Account Message Account missing required data Localized
Missing Server Tag Message  Account missing required server tag Lecalized
Password uired Enter your LDAP password Localized
Password ired Your LDAP password expired or must be changed Localized
Pubkey Expired Message S5H public key expired Localized
Timer Exists Message Blocking timer pending Localized
No Session Message Session not started or timedout Localized
Server Ermor Message Server errar Localized
Server Busy Message Client access denied or server busy. Retry later Localized
oo ||

Here the English message templates can be modified. If you want to add or modify another language then clickon Localized.
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| cuwwomso—manmﬂ#_l. ]

{\ openLaP (2) i :
) de=WebADM # Home  Admin  Creale  Search  Impot D s Applicati Abeut  Logout
B ) 0=Rool (3)
D L i
i @ aeniih Viewer for Messages (2 results out of 69 localized messages)
8 a cn=ppalicy Massage Seaction Massage Actions
& G cn=iesl_user £# Update selected messages
o TR AT - j B Delote selected messages
Datails | Check )
4 Croate / Search Reference tFailed o [ import from cSv e
Datails | Chack Export as CSV / XML
Language -
Application Reference Language Meszsage
Spankey RequestFaledMessage == oe Ungiiltiger Benutzer oder Benuizer nicht gefunden
Spankey RequesiFaledMeossage BUFR  uilisateur non valide ou utilisateur introuvable
New Messages
:| :| j Add
j ' j j Add
b B~ o ad
E S
Update Selected Messages Back 1o Spaniey

Message templates for other languages can be added here. One can export/import as/from a CSV file. Per default, only the
languages “EN”,“FR”,“DE”,“ES”,“IT”,“FI” are available. However, one can add more by adding it to

/opt/webadm/conf/webadm.conf .Have alook at the chapter 2.7 Localized Messages.

2.3 Secure Password Reset (PwReset)

Log into the WebADM GUI, under Applications ,choose Secure Password Reset (PwReset) and click on CONFIGURE .


http://127.0.0.1/howtos/message_templates/message_templates/#2-7-localized-messages

4} LDAP Server (CpentDAR) T

{\ openipar (2)
B #5) de=WebADM
E &) o=Rool (3)
E @ cn=admin
B dgh cr=ppolicy

B [ comtest user
Create | Search
® Details / Chack
ok Create / Search
Details | Check

# Home  Admin  Creale

Categodies
Authentication  (2)
SMS Relay 4]

v Self-Service (3)
Signature n
Single Sign-On {2}

- =0

Search  Import Databases  Statistics  Applications  About  Logout

Registered Applicalions and Sefvices

Web Applications

M Secure Password Reset (PwReset) v1.0.12-1 (Freewane)

b

Use this Web application to sacurely raset your LDAP or Domain password
whin it is lost or expirad.

Latest Version: 1.0.12-1 (Ok)
Status: Enabled [CONFIGURE] [REMOVE]
Available Languages: FR.DE

WebApp URL: hitps://192.168.3. 163 webappsipwreset/

User Salf-Sarvice Desk (SelfDesk) v1.1.8-1 (Freeware)

Use this Web application to edit your account details, reset password,
manage OTP tokens or FIDO devices...

Latest Version: 1.1.8-1 (Ok)
Status: Enabled [CONFIGURE] [REMOVE]
Available Languages: FR.DE

WaebApp URL: htipsy/192 168 3 163/webappai/salidesk/

User Salf-Registration (SelfReg) v1.1.8 (Freewars)

Use this Web application to self-register your OTP token of FIDO device
after receiving a one-time email or SMS,

Latest Version: 1.1.8 (Ok)
Status: Enabled [CONFIGURE] [REMOVE]
Awailable Languages: FR.DE

WebApp URL: hitps:/192,168,3.163webapps/selireg/

Under Email & SMS Settings,onecanchangethe Email Subject.Under Message Templates tofindthe other

message templates for Secure Password Reset (PwReset). Here, the English message templates can be modified.
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RS o 1,093 8 -y 0O

{\ openLoAP (2)

[ &G de=WebADM # Home  Admin Create Search Import Databases  Statistics  Applications  About  Logout
B ¥}) o=Root (3)
Email & SMS Settings
B @ cn=admin
o a cn=ppolicy Email Subject LDAP Password Reset Localized
0] D cn=tesl_user Note: Sender email should be configured with 'org_from’ setting in WebADM config file.
Create [ Search
W Details / Chack Secure Email Yes = No (default)
Create / Search En email with the user certificate public S-MIME).
* Details / Check i P ey ¢ )
SMS Message Type j

Flash (class 0) SMS are not stored on the mobile phane.
Authentication Backend
Default Auth Backend OpenOTP (Default) =]
Defines which login page will be displayed by default.
TIGR Poll Interval -
Interval between Ajax request status checks in seconds.
Message Templates

Hello %USERHAMER,

This password reset request will expire YTIMEQUTH
Email Message Please click on the link below to reset your pas:

RURL%.
Localized

%USERNAMEY:: The user common name.
%USERID%: The user login name,

%% DOMAIN%: The user domain name.
%URL%:: The one-time link (URL).
H%TIMEOUTS: The link expiration date,

SMS Message Password reset URL: %URL% Localized

See Email Message above for available variables.

Cancel Reset

If you want to add or modify another language then have a look at the following folder

/opt/webadm/webapps/pwreset/lang/ .

-bash-4.2# Is -lha /opt/webadm/webapps/pwreset/lang/
total 52K

drwxr-xr-x 2 root root 226 Feb 26 17:18 .

drwxr-xr-x 7 root root 224 Feb 26 17:23 ..

-rw-r--r-- 1 root root 490 Feb 22 12:55 cancel.json
-rw-r--r-- 1 root root 5.0K Feb 22 12:55 common.json
-rw-r--r-- 1 root root 5.9K Feb 22 12:55 home.json
-rw-r--r-- 1 root root 181 Feb 22 12:55 index.json
-rw-r--r-- 1 root root 684 Feb 22 12:55 login_pki.json
-rw-r--r-- 1 root root 20 Feb 22 12:55 login_sso.json
-rw-r--r-- 1 root root 573 Feb 22 12:55 login_uid.json
-rw-r--r-- 1 root root 20 Feb 22 12:55 logout.json
-rw-r--r-- 1 root root 631 Feb 22 12:55 openotp.json
-rw-r--r-- 1 root root 1.1K Feb 22 12:55 tiqr.json
-rw-r--r-- 1 root root 725 Feb 22 12:55 tigr_offline.json



For example, to translate or modify the sentence Server error,editthe following file

/opt/webadm/webapps/pwreset/lang/common. json like below.

-bash-4.2# vi Jopt/webadm/webapps/pwreset/lang/common.json
{
"OpenOTP is not installed or configured": {
"FR": "OpenOTP n'est pas installé ou configuré",
"DE": "OpenOTP ist nicht installiert oder konfiguriert"
H
"Server error": {
"FR": "Erreur du serveur",
"DE": "Serverfehler"

Add a new language, for example DE , then modify languages="FR,DE" to the following file

/opt/webadm/webapps/pwreset/pwreset.xml justlike below.

-bash-4.24# vi Jopt/webadm/webapps/pwreset/pwreset.xml
<?xml version="1.0" encoding="UTF-8" ?>

<!-- YOU SHOULD NOT NEED TO MODIFY THIS FILE -->

<WebApp name="PwReset"
icon="pwreset.png"
version="1.0.12-1"
wapi="51" eapi="2"
admcss="style.css"
section="Self-Service"
license="freeware"
languages="FR,DE"
desc="Secure Password Reset"
help="Use this Web application to securely reset your LDAP or Domain password when it is lost or

expired.">

2.4 User Self-Service Desk (SelfDesk)

If you want to add or modify another language then have a look at the following folder

/opt/webadm/webapps/selfdesk/lang/.

-bash-4.2# Is -lha /opt/webadm/webapps/selfdesk/lang/
total 280K

drwxr-xr-x 2 root root 4.0K Feb 26 17:57 .

drwxr-xr-x 5 root root 148 Feb 26 17:56 ..



-rw-r--r-- 1 root root 1.1K Feb 22 12:55 appkeys.json

-rw-r--r-- 1 root root 2.0K Feb 22 12:55 appkeys_register.json
-rw-r--r-- 1 root root 1004 Feb 22 12:55 appkeys_unregister.json
-rw-r--r-- 1 root root 16K Feb 22 12:55 common.json

-rw-r--r-- 1 root root 517 Feb 22 12:55 drop_emergency.json
-rw-r--r-- 1 root root 20 Feb 22 12:55 drop_otplist.json
-rw-r--r-- 1 root root 419 Feb 22 12:55 drop_prefix.json
-rw-r--r-- 1 root root 394 Feb 22 12:55 edit_ emergency.json
-rw-r--r-- 1 root root 448 Feb 22 12:55 edit_mailmode.json
-rw-r--r-- 1 root root 455 Feb 22 12:55 edit_otpfallback.json
-rw-r--r-- 1 root root 444 Feb 22 12:55 edit otplength.json
-rw-r--r-- 1 root root 502 Feb 22 12:55 edit otptimeout.json
-rw-r--r-- 1 root root 419 Feb 22 12:55 edit_otptype.json
-rw-r--r-- 1 root root 2.2K Feb 22 12:55 edit_password.json
-rw-r--r-- 1 root root 1.6K Feb 22 12:55 edit_pincode.json
-rw-r--r-- 1 root root 1020 Feb 22 12:55 edit_prefix.json
-rw-r--r-- 1 root root 369 Feb 22 12:55 edit_pushlogin.json
-rw-r--r-- 1 root root 361 Feb 22 12:55 edit_securemail.json
-rw-r--r-- 1 root root 397 Feb 22 12:55 edit_simplereg.json
-rw-r--r-- 1 root root 436 Feb 22 12:55 edit smsmode.json
-rw-r--r-- 1 root root 423 Feb 22 12:55 edit smstype.json
-rw-r--r-- 1 root root 340 Feb 22 12:55 edit_ssoenabled.json
-rw-r--r-- 1 root root 463 Feb 22 12:55 edit_ssotimeout.json
-rw-r--r-- 1 root root 840 Feb 22 12:55 edit_userinfos.json
-rw-r--r-- 1 root root 1.4K Feb 22 12:55 index.json

-rw-r--r-- 1 root root 1.5K Feb 22 12:55 login_pki.json

-rw-r--r-- 1 root root 2.2K Feb 22 12:55 login_uid.json

-rw-r--r-- 1 root root 20 Feb 22 12:55 logout.json

-rw-r--r-- 1 root root 1.4K Feb 22 12:55 openid.json

-rw-r--r-- 1 root root 7.1K Feb 22 12:55 openotp.json

-rw-r--r-- 1 root root 1.4K Feb 22 12:55 openotp_disable.json
-rw-r--r-- 1 root root 2.4K Feb 22 12:55 openotp_download.json
-rw-r--r-- 1 root root 20 Feb 22 12:55 openotp_listdrop.json
-rw-r--r-- 1 root root 1.2K Feb 22 12:55 openotp_listinit.json
-rw-r--r-- 1 root root 399 Feb 22 12:55 openotp_listview.json
-rw-r--r-- 1 root root 674 Feb 22 12:55 openotp_logintest.json
-rw-r--r-- 1 root root 13K Feb 22 12:55 openotp_register.json
-rw-r--r-- 1 root root 5.4K Feb 22 12:55 openotp_resync.json
-rw-r--r-- 1 root root 453 Feb 22 12:55 openotp_unblock.json
-rw-r--r-- 1 root root 139 Feb 22 12:55 openotp_unregister.json
-rw-r--r-- 1 root root 1.4K Feb 22 12:55 openu2f.json

-rw-r--r-- 1 root root 1.3K Feb 22 12:55 openu2f _logintest.json
-rw-r--r-- 1 root root 3.4K Feb 22 12:55 openu2f_register.json
-rw-r--r-- 1 root root 696 Feb 22 12:55 openu2f removeall.json
-rw-r--r-- 1 root root 248 Feb 22 12:56 openu2f unregister.json
-rw-r--r-- 1 root root 1013 Feb 22 12:56 pki.json

-rw-r--r-- 1 root root 331 Feb 22 12:56 pki_create_cert.json
-rw-r--r-- 1 root root 868 Feb 22 12:56 pki_find_cert.json
-rw-r--r-- 1 root root 450 Feb 22 12:56 pki_remove_cert.json
-rw-r--r-- 1 root root 314 Feb 22 12:56 pki renew cert.json



-rw-r--r-- 1 root root 4.0K Feb 22 12:56 spankey.json
-rw-r--r-- 1 root root 4.4K Feb 22 12:56 spankey_register.json
-rw-r--r-- 1 root root 977 Feb 22 12:56 spankey_unregister.json
-rw-r--r-- 1 root root 916 Feb 22 12:56 support.json

-rw-r--r-- 1 root root 3.0K Feb 22 12:56 tiqr.json

-rw-r--r-- 1 root root 1.5K Feb 22 12:56 tigr_download.json
-rw-r--r-- 1 root root 1.5K Feb 22 12:56 tigr_logintest.json
-rw-r--r-- 1 root root 1.9K Feb 22 12:56 tigr_register.json
-rw-r--r-- 1 root root 436 Feb 22 12:56 tigr_unblock.json
-rw-r--r-- 1 root root 614 Feb 22 12:56 tiqr_unregister.json
-bash-4.2#

For example, to translate or modify the sentence Logout , edit the following file

/opt/webadm/webapps/selfdesk/lang/common.jsonlmebdow.

-bash-4.2# vi /opt/webadm/webapps/selfdesk/lang/common.json

{

"Home": {
"FR": "Accueil",
"DE": "Willkommen"

s

"Logout": {
"FR": "Déconnexion",
"DE": "Ausloggen"

o

Add a new language, for example DE , then modify languages="FR,DE" to the following file

/opt/webadm/webapps/selfdesk/selfdesk.xml justlike below.

-bash-4.2+# vi Jopt/webadm/webapps/selfdesk/selfdesk.xml
<?xml version="1.0" encoding="UTF-8" 7>

<!-- YOU SHOULD NOT NEED TO MODIFY THIS FILE -->

<WebApp name="SelfDesk"

icon="selfdesk.png"

version="1.1.8-1"

wapi="51"

section="Self-Service"

license="freeware"

languages="FR,DE"

desc="User Self-Service Desk"

help="Use this Web application to edit your account details, reset password, manage OTP tokens or
FIDO devices...">



2.5 User Self-Registration (SelfReg)

Log into the WebADM GUI, under Applications ,choose User Self-Registration (SelfReg) and clickon CONFIGURE .

=LA,

4 | LDAP Servar (CpenLDAP) ¥ ADM are Editic

{\ opentoae (2) | om0 G A .
3l @ de=WebADM # Home Admin Create Search Import Dalmbases  Stafistics  Applications  About  Logout
B #}) e=Root (3) : o .
m 0‘ e B Registerad Applications and Services
o] en=ppol
% en=ppolicy Categorien Web Applications
(o] enEtest_user e
4 Croate Soarch futhentication (2] @\ Secure Password Reset (PwRsset) v1.0.121 (Freeware)
Details f Check SMSRelay (1) s .
*CrealeISBamh Use this Web application to securely reset your LDAP or Domain passwornd
Dotails ! Check v Seli-Service (3} when it ks lost or expired.
Hgtes . O) Lalest Version: 1.0.12-1 (Ok)
Singla Sign-On (2) Stalus: Enabled [CONFIGURE] [REMOVE]

Available Languages: FR,DE

WeabApp URL: hitps://192.168.3. 163iwebapps/pwreset/

et ]

User Self-Service Desk (SelfDesk) v1.1.8-1 (Freewars)

Use this Wb application to edit your account details, reset password,
manage OTF lokens or FIDO devices...

Latest Version: 1.1.8-1 (Ok)
Status: Enabled [CONFIGURE] [REMOVE]
Available Languages: FR.DE

WabApp URL: hitps://182.168.3. 16 3iwebapps/selidesk/

[] user seit-Registration (SelfReg) v1.1.8 (Freeware)

Usa this Web application to self-register your OTP token or FIDO device
after receiving a one-time email or SMS.

Latest Varsion: 1.1.8 (Ok)

Status: Enabled [CONFIGURE] [REMOVE]
Avallable Languages: FR.DE

WebApp URL: hitps:/1182.168.3. 163/webapps/selireg!

Under Email & SMS Settings,onecanchangethe Email Subject.Under Message Templates tofindthe other

message templates for User Self-Registration (SelfReg). Here, the English message templates can be modified.
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[ &5 de=WebADM # Home  Admin
B &} o=Root (3)

o] o en=admin

o &@_ olicy +  Email Subject

B [ cn=test user
* Create / Search
Details f Check
* Create [ Search
Details / Chack

SMS Message Type
Flash (class 0) SMS are not stored on the mobile phone.

Token Download URL

TiQR Download URL

+  Email Message

+ SMS Message

on v1.6.9-3

Email & SMS Sattings

OpenOTPR/TIQR Self-Registration

Note: Sender email should be configured with 'org_from' setting in WebADM config file.

Yes - No (default)

Encrypl email with the user certificate public key (S-MIME).

1

Misc Settings

The Software Token download page on an external website.
When configured, a download button is included in the OTP section.
Ex. hitp:/fwww.recdevs comflokens/Ttype=software

The TiQR mobile download page on an external website,
When configured, a download button is included in the OTP section.
Ex. hiip:fwww.redevs.com/iokens/ Ttype=tigr

Message Templates
Hello WUSERNAMER,

This is your self-registration reguest expiring ¥
Please click on the link below toc access self-rec

%URL% .

%USERNAMEY: The user commaon name.
“%USERID%: The user login name.
%DOMAIN%: The user domain name.
%URL%: The one-time link (URL).
%TIMECQUT%: The link expiration date.

Self-registration URL: %URL%

Sea Email Message abova for available variables.

=B -

If you want to add or modify another language then have a look at the following folder

/opt/webadm/webapps/selfreg/lang/.

ol e

Search  Import  Databases  Stalistics  Applications  About  Logout

Localized

Localized

Localized



-bash-4.2# Is -lha /opt/webadm/webapps/selfreg/lang/

total 196K

drwxr-xr-x 2 root root 4.0K Feb 26 17:18 .

drwxr-xr-x 7 root root 203 Feb 26 17:23 ..

-rw-r--r-- 1 root root 1.2K Feb 22 12:56 appkeys.json

-rw-r--r-- 1 root root 2.0K Feb 22 12:56 appkeys_register.json
-rw-r--r-- 1 root root 848 Feb 22 12:56 appkeys_unregister.json
-rw-r--r-- 1 root root 470 Feb 22 12:56 cancel.json

-rw-r--r-- 1 root root 15K Feb 22 12:56 common.json

-rw-r--r-- 1 root root 419 Feb 22 12:56 drop_prefix.json
-rw-r--r-- 1 root root 1.7K Feb 22 12:56 edit_pincode.json
-rw-r--r-- 1 root root 1020 Feb 22 12:56 edit_prefix.json
-rw-r--r-- 1 root root 2.4K Feb 22 12:56 index.json

-rw-r--r-- 1 root root 20 Feb 22 12:56 login_pki.json

-rw-r--r-- 1 root root 20 Feb 22 12:56 login_uid.json

-rw-r--r-- 1 root root 89 Feb 22 12:56 logout.json

-rw-r--r-- 1 root root 5.3K Feb 22 12:56 openotp.json

-rw-r--r-- 1 root root 1.4K Feb 22 12:56 openotp_disable.json
-rw-r--r-- 1 root root 2.5K Feb 22 12:56 openotp_download.json
-rw-r--r-- 1 root root 20 Feb 22 12:56 openotp_endpoint.json
-rw-r--r-- 1 root root 273 Feb 22 12:56 openotp_listdrop.json
-rw-r--r-- 1 root root 1.4K Feb 22 12:56 openotp_listinfo.json
-rw-r--r-- 1 root root 1.3K Feb 22 12:56 openotp_listinit.json
-rw-r--r-- 1 root root 397 Feb 22 12:56 openotp_listview.json
-rw-r--r-- 1 root root 651 Feb 22 12:56 openotp_logintest.json
-rw-r--r-- 1 root root 13K Feb 22 12:56 openotp_register.json
-rw-r--r-- 1 root root 5.5K Feb 22 12:56 openotp_resync.json
-rw-r--r-- 1 root root 471 Feb 22 12:56 openotp_unblock.json
-rw-r--r-- 1 root root 20 Feb 22 12:56 openotp_unregister.json
-rw-r--r-- 1 root root 1.4K Feb 22 12:56 openu2f.json

-rw-r--r-- 1 root root 1.4K Feb 22 12:56 openu2f _logintest.json
-rw-r--r-- 1 root root 3.4K Feb 22 12:56 openu2f_register.json
-rw-r--r-- 1 root root 748 Feb 22 12:56 openu2f removeall.json
-rw-r--r-- 1 root root 248 Feb 22 12:56 openu2f _unregister.json
-rw-r--r-- 1 root root 3.8K Feb 22 12:56 spankey.json

-rw-r--r-- 1 root root 4.5K Feb 22 12:56 spankey register.json
-rw-r--r-- 1 root root 890 Feb 22 12:56 spankey_unregister.json
-rw-r--r-- 1 root root 3.1K Feb 22 12:56 tigr.json

-rw-r--r-- 1 root root 1.5K Feb 22 12:56 tigr_download.json
-rw-r--r-- 1 root root 1.2K Feb 22 12:56 tigr_logintest.json
-rw-r--r-- 1 root root 1.9K Feb 22 12:56 tigr_register.json
-rw-r--r-- 1 root root 436 Feb 22 12:56 tiqr_unblock.json
-rw-r--r-- 1 root root 614 Feb 22 12:56 tiqr_unregister.json

For example, to translate or modify the sentence One-time access ID is invalid,editthe followingfile

/opt/webadm/webapps/selfreg/lang/common. json like below.



-bash-4.2# vi /opt/webadm/webapps/selfreg/lang/common.json
{
"One-time access ID not provided": {
"FR": "ID unique non fourni",
"DE": "Einmalige Zugangs-ID nicht angegeben"
s
"One-time access ID is invalid": {
"FR": "ID unique invalide",
"DE": "Einmalige Zugriffs-ID ist ungultig"

Add a new language, for example D, then modify languages="FR,DE" to the following file

/opt/webadm/webapps/Selfreg/selfreg.Xmljuﬁ“kebﬂow.

-bash-4.2+# vi Jopt/webadm/webapps/selfreg/selfreg.xml
<?xml version="1.0" encoding="UTF-8" 7>

<!-- YOU SHOULD NOT NEED TO MODIFY THIS FILE -->

<WebApp name="SelfReg"
icon="selfreg.png"
version="1.1.8"
wapi="49" eapi="1"
admcss="style.css"
section="Self-Service"
license="freeware"
languages="FR,DE"
desc="User Self-Registration"
help="Use this Web application to self-register your OTP token or FIDO device after receiving a one-

time email or SMS.">

2.6 OpenlID & SAML Provider (OpenID)

If you want to add or modify another language then have a look at the following folder

/opt/webadm/webapps/openid/lang/ .



-bash-4.2# Is -lha /opt/webadm/webapps/openid/lang/
total 68K

drwxr-xr-x 2 root root 322 Feb 26 17:18 .

drwxr-xr-x 8 root root 197 Feb 26 17:23 ..

-rw-r--r-- 1 root root 1.5K Feb 22 12:54 appsso.json
-rw-r--r-- 1 root root 8.7K Feb 22 12:54 common.json
-rw-r--r-- 1 root root 340 Feb 22 12:54 edit_enabled.json
-rw-r--r-- 1 root root 443 Feb 22 12:54 edit_simplereg.json
-rw-r--r-- 1 root root 463 Feb 22 12:54 edit_timeout.json
-rw-r--r-- 1 root root 2.2K Feb 22 12:54 home.json
-rw-r--r-- 1 root root 21 Feb 22 12:54 index.json
-rw-r--r-- 1 root root 1.2K Feb 22 12:54 login_pki.json
-rw-r--r-- 1 root root 20 Feb 22 12:54 login_sso.json
-rw-r--r-- 1 root root 149 Feb 22 12:54 logout.json
-rw-r--r-- 1 root root 615 Feb 22 12:54 openotp.json
-rw-r--r-- 1 root root 1.2K Feb 22 12:54 tiqr.json

-rw-r--r-- 1 root root 20 Feb 22 12:54 tiqr_check.json
-rw-r--r-- 1 root root 832 Feb 22 12:54 tigr_offline.json
-rw-r--r-- 1 root root 818 Feb 22 12:54 trust.json
-bash-4.2#

For example, to translate or modify the sentence Server error,editthe followingfile

/opt/webadm/webapps/openid/lang/common. json like below.

-bash-4.2# vi /opt/webadm/webapps/openid/lang/common.json
{
"OpenOTP is not installed or configured": {
"FR": "OpenOTP n'est pas installé ou configuré",
"DE": "OpenOTP ist nicht installiert oder konfiguriert"
s
"Server error": {
"FR": "Erreur du serveur",
"DE": "Serverfehler"

Add a new language, for example DE , then modify languages="FR,DE" to the following file

/opt/webadm/webapps/openid/openid.xml justlike below.



-bash-4.24# vi Jopt/webadm/webapps/openid/openid.xml
<?xml version="1.0" encoding="UTF-8" ?>

<!--YOU SHOULD NOT NEED TO MODIFY THIS FILE -->

<WebApp name="0OpenID"

version="1.3.0-1"

wapi="50"

section="Single Sign-On"

license="freeware"

languages="FR,DE"

icon="openid.png"

desc="OpenID &amp; SAML Provider"

help="0penID &amp; SAML single sign-on service (ldentity Provider), supporting SAML2, OpenlID-
Connect and OAuth2.">

2.7 Localized Messages

To get an overview of all the message templates goto Databases andclickon Localized Messages.



1 } LDAP Server (OpenLDAP) ¥ ADM are Edition v1.7. - :
oo ROASU L ®

{\ openiDAP (2) :

® 4 dc=WebADM # Home  Admin Create Search Import Dalabases  Stalistics  Applications  About  Logout

B &}) 0=Root (3) :
o o cn=admin
[ (g cn=ppolicy

Database SQL Tables

S0L Log Tables

4 Create / Search 8 Administrator Logs

Cree?: :"ELI; ; ::“" Admin Portal logs (admin audit)

Details / Check I. o Logs

Manager Interface logs (admin audit)

Il WebApp Logs
Web Application logs (user audit)

[ websrLogs
Web Service logs (user audit)

E‘ Device Logs
Access Device logs

(@ Aert Logs
System Alerts from applications
SAL Data Tables

B Localized Messages

Message translations for applications and services

a Inventoried Devices
OpenOTP hardware tokens and Spnkey PIV keys

i Recorded Sessions
Spankey session recordings and SFTF logs
.| Client Certificates
Pravides revocation for services' client cerdificates

Message templates for other languages can be added here. One can export/import as/from a CSV file. Click on
Import from CSV file.

1 } LDAP Server (OpentDAP) Ot

S Exed

&\ openioaP (2)
® &) do=WebADM # Home  Admin | Create Search Import  Databases  Statistics  Applications  About  Logout
[ ) o=Root (3)
B @ comedmin Database Viewer for Localized Massages (0 results out of 0 localized messages)
a a cn=ppolicy Message Selection Message Actions
a] N=1gst_user
ﬂ cn=tast | Aopication| ALL j £ Update selacted messages
*Crearefsearch i Delete selecied messages
Datails / Chack
4 Croato  Soarch Reference  ALL 1 B impont from CSV fie
Details / Check Export as CSV / XML
Language ALL j
j‘ I j j Add
Update Selected Messages

The translation files for OpenOTP are located inthe /opt /webadm/websrvs/openotp/doc/languages/ folderand for

SpanKeyinthe /opt/webadm/websrvs/spankey/doc/languages/ folder.



-bash-4.2# Is -Iha /opt/webadm/websrvs/openotp/doc/languages/
total 12K

drwxr-xr-x 2 root root 50 Mar 1 11:01.

drwxr-xr-x 5 root root 4.0K Mar 1 11:01 ..

-rw-r--r-- 1 root root 1.8K Mar 1 11:01 OpenOTP-DE.csv

-rw-r--r-- 1 root root 1.6K Mar 1 11:01 OpenOTP-FR.csv
-bash-4.2# Is -Iha /opt/webadm/websrvs/spankey/doc/languages/
total 8.0K

drwxr-xr-x 2 root root 50 Mar 1 11:01.

drwxr-xr-x. 3 root root 85 Mar 1 11:01 ..

-rw-r--r-- 1 root root 1.2K Mar 1 11:01 SpanKey-DE.csv

-rw-r--r-- 1 root root 1.2K Mar 1 11:01 SpanKey-FR.csv
-bash-4.2#

| } LDAP Server (OpenLDAP)

{\ openLpaP 2)

B (G de=WebADM

B ) o=Root (3)
B @ cn=admin
o] & cn=ppolicy
o] 0 cn=test user
* Create / Search

Details / Check

* Create / Search
Details / Check

1 } LDAP Server (OpentDAP) £

{\ OpenLDAP (2)

[ (#) de=WebADM

B ) o=Root (3)
B @ cn=admin
B (g on=ppolicy
o [] enctest user

* Create / Search

Details / Check

* Create / Search
Details f Check

e Edition v1.7.0

Create

# Home  Admin Search Import  Databases  Statistics
Localized Messages CSV Import
Import File: Browse... OpenOTP-DE.csv

A localized messages import file must formated like below:

EL 60

Applications About Logout

1. The first line must contain the field names comresponding to the values

under the same column in the following lines,

2. All fields and values must be separated with commas (CSV).

ove

e Edition v1.7.0

Create Search Statistics

# Home  Admin

Import Databases
Localized Messages CSV Import

Processing record 1/20 OpenOTFR:AuthFailedMessage.DE... Ok
Processing record 2/20 OpenOTPAuthCancelMessage:DE... Ok
Processing record 3/20 OpenOTP:AuthRetryMessage:DE... Ok
Processing record 4/20 OpenOTP:AuthSuccessMessage:DE... Ok
Processing record 520 OpenOTP:0TPMessage:DE... Ok

Processing record 6/20 OpenOTP:PushMessage:DE... Ok

Processing record 7/20 OpenOTP:MSSMessage:DE... Ok

Processing record 8/20 OpenOTP:ChallengeMessage:DE... Ok
Processing record 920 OpenOTF:BadRequesiMessage.DE... Ok
Processing record 10420 OpenOTP:BadAccouniMessage:DE... Ok
Processing record 11/20 OpenOTP:AccountBlockedMessage:DE... Ok
Processing record 12/20 OpenOTP:AccouniLockedMessage:DE... Ok
Processing record 13/20 OpenOTP:PasswordExpiredMessage:DE... Ok
Processing record 14/20 OpenOTP:TokenExpiredMessage:DE... Ok
Processing record 15/20 OpenOTP:NoSessionMessage:DE... Ok
Processing record 16/20 OpenOTP:SessionExistsMessage:DE... Ok
Processing record 17/20 OpenOTP: TimerExisisMessage:DE... Ok
Processing record 18/20 OpenOTP:ServerErrorMessage:DE... Ok
Processing record 1920 OpenOTP:ServerBusyMessage:DE... Ok
Processing record 20020 OpenOTP:MailSubject.DE... Ok

Ok

o 0 &

Applications  About  Logout



.u. LDAP Server (OpenLDAF) 2%

A opentoar (2)

& @3 do=WebADM

B ) e=Roal (3)
B @ co=admin
B g en=ppoticy
B[] en=test user
* Creats | Search

Dwetails f Check

Craata / Saarch
Details ! Chack

ADM

Capyright £ 2010-2018 RCDeva 54, All

# Homa  Admin  Create  Search  Import I.‘r.ta'lubmn Sralualms N;pieniiana About  Legout
D Wiewar for L 1| {20 results out of 20 localized messages)
Mestage Selection Massage Acticns
Appacation  ALL 1 3 Update selected mossages
1 Delote selocted messages
Referance  ALL 7 [ wmpon from CSV e
i j B Esxport as CSV /XML
Applcation Reference Language Message
OpenQTP AccountBlockedMessage == oe Ihr Konto wurde gespedrt
OpenOTP AccountlockedMessago S DE  Konto derzeit verwendet
OpenDTP AuthCancelMassage == pe Die mobile Authentifizierung wurde abgebrochen
OpenOTP AuihFailedMessage == o Unglitiger Benutzername oder Passwort
OpenDTP AuthRetryMessage == pe Falsehes Passwort, bitte erneut versuchen
OpenQTP AuthSuccessMossage = pe Erfolgreiche Authentifizierung
Fonto fehlt erforderliche Daten oder MFA-Registrierung
erforderlich
OpenDTP BadRequestMassage = e Ungiitige Authentifizierungsanfrage
OpenQTP ChallangeMassage B8 DE  Geben Sie thr %TYPE%-Passwort ein
OpenOTP MadSubject B= DE  Login OpenOTR
OpenDTP MESMessage == ne Anmeldeanforderung fir %CLIENT: von %SERVICE%
OpenQTP MoSessionMessage == 0e Sitzung nicht gestartet eder abgelaufen
Hallo WUSERMAMESR. Ihr Zugangscode fir WCLIENTY at VSERVICER
. k= . e lautet ROTPE.
Thr LDAP-Kennwort ist abgelaufen oder muss gelndert werden
OpenDTP PasswordExpiredMessage = oe

Per default, only the languages “EN”,“FR”,“DE”,“ES”,“IT”,“FI” are available. However, one can add more by adding it to

/opt/webadm/conf/webadm.conf .Forexample, “LU” for luxembourgish. Afterward, restart WebADM with

/opt/webadm/bin/webadm restart.

-bash-4.2# vi /opt/webadm/conf/webadm.conf

#

# WebADM Server Configuration

#

# Application languages
Ianguages IIENII’IIFRII,IIDEII’IIESII’IIITII'IIFIII'IILUII

| | LDAP Server (OpenLDAP)

\ OpenLDAR (2)

# #3 de=\WebADM

B ) o=Roat (3)
o @ so=admin
G gy cne=ppolicy
a ﬂ en=test_user

Creale f Search

* Datails f Check

* Creats f Search
Datails f Chack

Creabe

Search

Immport
WelcomeText

WelcomeText

a WahADMj AccouniBlockedMessage j

[ ] L
vy Yom)

Dalabases  Sialisties  Applications  Aboul  Logout
= pE
LiFR

Willkommaen zur SpanKey-Demo ven RCDevs
Biervenue sur la démo Spankey de RCDovs
MNew Messages
Lu j Are Kont goul suspendéiert

Update Selected Messages



2.8 Custom Messages
To modify any English or other language message templates.

For example: To change the “OTP Password:” to “OTP Token:” in the Secure Password Reset log in webpage.

Secure Password Reset Secure Password Reset
Welcome to the Password Reset Portal at 1982.168.3.226. Welcome to the Password Reset Portal at 192.168.3.226.
Please enter the required information to continue. Please enter the required information to continue.

Username: Username:

{ s

r |
\T | \ OTP Password: \'\l\u."‘\\ OTP Token:
| [
- . -

Login with TiaR O Login with Tiar @

Provided by RCDevs Security SA - Provided by RCDevs Security SA

First, create the custom. json file, modify it like below and save it.

-bash-4.2# cp /opt/webadm/webapps/pwreset/lang/openotp.json
/opt/webadm/webapps/pwreset/lang/custom.json
-bash-4.2+# vi Jopt/webadm/webapps/pwreset/lang/custom.json"
{

"OTP Password:": {

"EN": "OTP Token:",

"FR": "OTP Token:",

"DE": "OTP Token:"

}
}

Afterward, clear the WebADM System Caches WebADM GUI > Admin > Clear WebADM System Caches.

This manual was prepared with great care. However, RCDevs Security S.A. and the author cannot assume any legal or other liability for possible errors and their consequences. No
responsibility is taken for the details contained in this manual. Subject to alternation without notice. RCDevs Security S.A. does not enter into any responsibility in this respect. The
hardware and software described in this manual is provided on the basis of a license agreement. This manual is protected by copyright law. RCDevs Security S.A. reserves all rights,
especially for translation into foreign languages. No part of this manual may be reproduced in any way (photocopies, microfilm or other methods) or transformed into machine-readable
language without the prior written permission of RCDevs Security S.A. The latter especially applies for data processing systems. RCDevs Security S.A. also reserves all communication
rights (lectures, radio and television). The hardware and software names mentioned in this manual are most often the registered trademarks of the respective manufacturers and as
such are subject to the statutory regulations. Product and brand names are the property of RCDevs Security. © 2024 RCDevs Security S.A., All Rights Reserved
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