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B How to Configure RCDevs License Server

License Cloud License RCDevs in the Cloud Cloud Services

1. Introduction

In this short How-To, we will explain how to configure RCDevs License Server. The license server is now the default RCDevs model
for licensing. This documentation is addressed to every new customer who is subscribing for an enterprise license. For others, the

license server can be used with at least WebADM 1.6.8-2.

A IMPORTANT NOTE

Once the license server is configured with WebADM, a license cache is available for 10 days. That means, if your WebADM servers
are not able to communicate with RCDevs license servers, WebADM will continue to work as expected during 10 days. Once the
offline cache is expired, WebADM services will stop working. To renew the license cache, WebADM needs to communicate again

with license servers.

2. First Steps

2.1 Only Applicable for WebADM 1.x versions
After subscribing an RCDevs enterprise license, a license file will be provided to you by the RCDevs sales team.

You have to import this file on your WebADM server. To do it, 2 ways are possible, import the license file from the WebADM

Administrator portal or copy the file on the server through SSH/WinSCPin /opt /webadm/conf/ folder.
To enable the license server configuration, you have to edit WebADM serversfile (/opt/webadm/conf/servers.xml) .

Login on the WebADM server through SSH and edit the following file:

vi Jopt/webadm/conf/servers.xml

In this file, you should find the license server section. If the following bloc is not available in your servers.xml file, please add it. It

looks like below:

<l--

<LicenseServer name="License Server"
host="license.rcdevs.com"
port="7001"
ca_file="" />


http://127.0.0.1/tags/license
http://127.0.0.1/tags/cloud-license
http://127.0.0.1/tags/rcdevs-in-the-cloud
http://127.0.0.1/tags/cloud-services

You have to uncomment it like below:

<LicenseServer name="License Server"
host="license.rcdevs.com"
port="7001"
ca_file="" />

Configuration is done, you can save and quit this file. To changes takes effect, you have to restart WebADM services:

/opt/webadm/bin/webadm restart

During the restart, if the communications with the license servers work fine, you should see:

Connected License server: License Server (X.X.x.Xx)

And after:

Checking License service access... Ok

If during the services restarting you see:

Connected License server: ERROR (no server available)

That means that WebADM is not able to contact the license server. Or the new license hasn’t been imported yet. We will see how

to troubleshoot this issue in the troubleshooting section of this documentation.

2.2 Only Applicable for WebADM 2.x

On WebADM v2.x there is no modification to performin /opt /webadm/conf/servers.xml anymore.You just need to

enable RCDevs cloud servicesin /opt /webadm/conf/webadm.conf :

cloud_service yes

Your WebADM server(s) must be abletoreach https://cloud.rcdevs.com

[root@webadml ~]# telnet cloud.rcdevs.com 443
Trying X.X.X.X...

Connected to cloud.rcdevs.com.

Escape characteris ']



Have a look on RCDevs Cloud Service documentation for more information.

Restart WebADM services to changes takes effect.

3. Import the License from the WebADM Administrator Portal

In that scenario, you have to log in on the WebADM Admin GUI, click on the Admin taband click on

Software License Details in Licensing and Configurations section.
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WebADM Server Administration
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Reload WebADM Configurations

Youarenowinthe Software License Details menu. Through this menu, a blue button named

Import New License isavailabletoimportthe license file provided by the RCDevs sales team. Click on the

Import New License button.
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Your WebADM installation currently runs without an RCDevs license file (Freeware Edition mode).
It uses the builtin license with a limitation of 40 activated users for OpenOTP and § hosts for SpanKey.

If you wish to activate more users or hosts, please contact RCDevs Security Solutions sales at the

following email address: sales@rcdevs.com.
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Method 1: Select a license file to import,
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Method 2: Paste the license file contents.

# Trial License file (Cloud-based)
# Issued by RCDevs SA to RCDevs
# Valid from 27/08/2018 to 29/11/2018

-—----BEGIN RCDEVS LICENSE DATA-----
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=====END RCDEVS LICENSE DATA=====
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Please review it and confirm the license update by clicking the 'Update License’ button.

* Create / Search

Details / Check Mew License Details

Create f Search

* Details | Check Licence Type: Trial
Issued By: RCDevs SA
Issued To: RCDevs Support (RCDEVSSUPPORT)
Issued On: 302018

Maintenance Included: Yes
Licenced Produgts: 1 (OpenOTP)

Product OpenOTP

License Valid From:  27/08/2018
License Valid Until: 29/11/2018
Maximum Users: 50

Allowed Servers: Mot Limited
Allowed Features: Mot Limited

1 } LDAP Server (OpentDAP) £

Copyright Rights R

& openLDsP (2)
H @M # Home  Admin | Create  Search Import = Databases = Statistics  Applications =~ About  Logout
B ¥}) o=Root (3)
= ' cn=admin
& ey cn=ppolicy
& [ entest_user
Create [ Search
Details / Check

Create [ Search
* Details / Check L 2. J

You must restart WebADM 1o astivate the license!

The license file is now imported on your WebADM server. Please, restart WebADM to activate the license.

/opt/webadm/bin/webadm restart

Finally, you will see the imported license under Admin tabandclickon Software License Details.
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Import New License Ok

4. Troubleshooting License Server Connection

To troubleshoot communications issues with RCDevs services, keep in mind the following :

> WebADM v1.x are using license.rcdevs.com port 7001 over TCP,

> WebADM v2.x are using cloud.rcdevs.com port 443 over https.

Please, perform the following tests accordingly.

4.1 License Server (no server available)
This error can occur when starting WebADM services.

Logs example



[root@webadml ~]# /opt/webadm/bin/webadm restart
Stopping WebADM HTTP server... Ok

Stopping WebADM Watchd server..... Ok

Stopping WebADM Session server... Ok

Stopping WebADM PKI server... Ok

Checking libudev dependency... Ok

Checking system architecture... Ok

Checking server configurations... Ok

Found Trial Enterprise license (RCDEVSSUPPORT)
Licensed by RCDevs Security SA to RCDevs Support
Licensed product(s): OpenOTP,SpanKey, TiQR

Starting WebADM PKI server... Ok
Starting WebADM Session server... Ok
Starting WebADM Watchd server... Ok
Starting WebADM HTTP server... Ok

Checking server connections...

Connected LDAP server: LDAP Server (192.168.3.60)
Connected SQL server: SQL Server (192.168.3.68)

Connected PKI server: PKI Server (127.0.0.1)

Connected Mail server: SMTP Server (x.X.X.x)

Connected Push server: Push Server (x.x.x.x)

Connected Session server: Session Server (::1)

Connected License server: License Server (no server available)

Checking LDAP proxy user access... Ok
Checking SQL database access... Ok
Checking PKI service access... Ok
Checking Mail service access... Ok
Checking Push service access... Ok
Checking License service access... ERROR

Possible reason/Solution :

> WebADM can not communicate with RCDevs license services. Check with telnet if license.rcdevs.com and destination port are

reachable from WebADM server(s).

First, check that the DNS resolution from your WebADM server works correctly for 1icense.rcdevs.com for WebADM v1.x

and cloud.rcdevs.com for WebADM v2.x.



[root@webadml ~]# nslookup license.rcdevs.com

Server: X.X.X.X
Address: x.X.X.x#53

Non-authoritative answer:

license.rcdevs.com canonical name = cloud.rcdevs.com.
Name: cloud.rcdevs.com

Address: 149.202.167.74

Name: cloud.rcdevs.com

Address: 149.202.165.239

[root@webadml ~]# nslookup cloud.rcdevs.com

Server: X.X.X.X
Address: x.X.X.x#53

Non-authoritative answer:
Name: cloud.rcdevs.com
Address: 149.202.167.74
Name: cloud.rcdevs.com
Address: 149.202.165.239

As you can see, the resolution works here. If it’s not your case, investigate with your DNS administrator why DNS resolution is

failing.

A Warning

license.rcdevs.com and cloud.rcdevs.com are DNS names for redundant infrastructure using dynamic allocated IPs addresses.
The current resolved IPs for license.rcdevs.com and cloud.rcdevs.com can change at any time without any information provided

by RCDevs. It is recommended to use the DNS name and configure your firewall accordingly.

4.1.2 Communication on port 7001 or 443

Here we will try if WebADM is able to access to license.rcdevs.com on 7001 port using telnet tool:

[root@webadml ~]# telnet license.rcdevs.com 7001
Trying X.X.X.X ...

Connected to license.rcdevs.com.

Escape characteris ']

Communication on port 7001 are allowed. If WebADM is not able to communicate on port 7001, please check your firewall.



[root@webadml ~]# telnet cloud.rcdevs.com 443
Trying X.X.X.X ...

Connected to cloud.rcdevs.com.

Escape characteris '~ ]'.

Communication on port 443 are allowed. If WebADM is not able to communicate on port 443, please check your firewall.

4.2 Checking License service access... ERROR
This error can occur when starting WebADM services.

Logs example

[root@webadml ~]# /opt/webadm/bin/webadm restart
Stopping WebADM HTTP server... Ok

Stopping WebADM Watchd server..... Ok

Stopping WebADM Session server... Ok

Stopping WebADM PKI server... Ok

Checking libudev dependency... Ok

Checking system architecture... Ok

Checking server configurations... Ok

Found Trial Enterprise license (RCDEVSSUPPORT)
Licensed by RCDevs Security SA to RCDevs Support
Licensed product(s): OpenOTP,SpanKey, TiQR

Starting WebADM PKI server... Ok
Starting WebADM Session server... Ok
Starting WebADM Watchd server... Ok
Starting WebADM HTTP server... Ok

Checking server connections...

Connected LDAP server: LDAP Server (192.168.3.60)
Connected SQL server: SQL Server (192.168.3.68)
Connected PKI server: PKI Server (127.0.0.1)
Connected Mail server: SMTP Server (X.X.X.X)
Connected Push server: Push Server (Xx.x.x.x)
Connected Session server: Session Server (::1)
Connected License server: License Server (X.x.X.X)

Checking LDAP proxy user access... Ok
Checking SQL database access... Ok
Checking PKI service access... Ok
Checking Mail service access... Ok
Checking Push service access... Ok
Checking License service access... ERROR



Possible reasons/Solutions :

After connections checks during WebADM services start, WebADM will try to perform an authentication to RCDevs license services
or RCDevs cloud services. The authentication is done through your enterprise license. New licenses are pushed every hour on
RCDevs licenses servers. Your license needs to be pushed on RCDevs licenses servers first in order to be used with RCDevs license
services. You can encounter this issue if your license has been generated by RCDevs Sales team at 3:10 pm for example, and you

tried to use it before 4:00 pm. If the problem persists after 1 hour, contact RCDevs support.

4.3 How can | be sure that WebADM and License Server are synchronized?

To be sure that communications between WebADM and Licence Servers working fine, log in on the WebADM GUI and click on the

Admin tab.

You should see Active License Server: License Server (x.x.x.x) like below:
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Active License Server: License Server (91,134.128.157)

For WebADM v2.x you should see something similar regarding RCDevs Cloud Services:
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Always under the Admin menu, another check must be done. Clickon Software License Details:
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And you should see something similar if everything works fine.
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License Valid From:
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1(OpenOTP)
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If you have ‘Active License Server: None’ as below after performing every check we previously did, please contact RCDevs

support.
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#& Home Admin Create Search Import Databases

WebADM Server Administration

WeabADM v1.6.8-2 (64bit) running on server revm7 local (192.168.3.155) in standalone mode.

Server Version Details: Apache/2.4.37 PHP/T.1.23 OpenSS5L/1.0.2p-fips

Internal Server Time:  2018-11-22 17:14:13 Europe/Berlin (NTP check Ok)
Hardware Modules:  No HSM Connected

WebADM Features: Webdpps (Enabled), WebSrvs (Enabled), Manager (Enabled)

Active SQL Server: SQL Server (127.0.0.1)
Active PKI Server:  PKI Sarver (127.0.0.1)

Active LDAF Server:  LDAP Server (127.0.0.1)
Active Session Server: Session Server (2:1)

Active License Server: None

4.4 WebADM snapshot restore, Error (Given Token is out of Sync)

Software License Details
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License Status: Error (Given token is out of sync (backward value))
License Type: Cloud-based (subscription)

Instance ID: 1

Issued By: RCDevs SA

Issued To: Ot T e e e
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Server ID: 59-FB-8D-F& =
[Unknown client #2]  Last Use: 2020-12-16 14:47:24 @

Unbind Client
Server ID: D7-52-B0-A0 [ —

Import New License Ok
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When you restore a snapshot, you will also restore the previous One-Time License Token which will in most cases be invalid. The
rotation of that license Token happens every time WebADM connect to license services. If you re-use an old token (after a
snapshot restore for e.g), then the token in use between license services and WebADM is out of sync. If your pool is full (2 nodes
by default) WebADM is not able to reconnect to license service and perform the resync automatically. In that situation, you need
to manually unbind the old client to liberate a license client slot for the restored version of WebADM be able to connect to the
license service. To do this, login on the GUI of your restored WebADM server, click on ‘Admin’ tab and ‘Software License Details’.

Scroll down until ‘License Server client’ section and click ‘Unbind’ buttons.

4.5 Server Pool

The licensing model is based on the number of users and the number of WebADM instances that you want to configure.

WebADM Servers IPs doesn’t matter anymore with license servers. You have now a pool with x servers allowed according to the
license you ordered. If your pool is full, and you want to connect another WebADM instance in this pool, you need to unbind one
server to free up one slot in your pool. To remove an instance from your server pool, log into the WebADM Admin GUI, click on the
Admin tab, Software License Details andin License Server Client, find the client in question and click

Unbind Client toremove the client from your pool.

B LDAP Server (OpenLDAP) 2 ADM = 7 ] |
' - i mlt-Tem
Copyright © 2010-2018 R _ Rigihit i

{\ opentpaP (2)

# Home Admin Create Search Import Databasas Statistics Applications About Logout

Software License Details

B @ cozadmin
o] & cn=ppoalicy License Details
= n cn=test_user License Status: Valid
Creale / Search License Type: Cloud-based (trial
* Details / Check e il
Create / Search Instance ID: 1
* Details / Check -
Issued By: RCDevs SA
Issued To: RCDevs Support (RCDEVSSUPPORT)
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Product OpenOTP
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Client Pool Status: Ok (1/50 servers in use)
Offline Cache Status:  Valid (expires 2018-12-02 17:04:51)
Maintenance Included: Yes
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Product OpenOTP

License Valid From:
License Valid Until:
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4.6 WebADM cannot contact License Servers anymore

If for any reason, your WebADM server is not able to contact the license servers or if the license servers are down for maintenance,
an offline cache will allow WebADM to continue working without problem during 10 days. After 10 days, WebADM will stop

working if the communication with license servers have not been established in meanwhile.
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301072018

Error (no license server)
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4.7 License error for product OpenOTP (active users limit exceeded)

This error appears when you activated more users than allowed by your license. Freeware users are allowed to activate up to 20

Bes

Applications

users. Number of activated users can be checked through WebADM GUI > Admin > Software license details.

License Details

License Status: Valid

License Type: Freeware
Local Server Address: 192.168.3.1
Maximum Users:

Maximum Hosts: 5 (Ok - 0 active hosts)

40 (Exceeded - 300 activated users)

”

User Count Host Count

Your WebADM installation currently runs without an RCDevs license file (Freeware Edition mode).
It uses the builtin license with a limitation of 40 activated users for OpenOTF and 5 hosts for Spankey.

If you wish to activate more users or hosts, please contact RCDevs Security SA sales at the

following email address: sales@rcdevs.com.

Activated users consuming license slots can be listed with report tool.

Logs example

About

Logout

[2020-04-17 18:50:45][192.168.3.64] [OpenOTP:RCKOGOP2] License error for product OpenOTP (active

users limit exceeded)

Solutions :


http://127.0.0.1/howtos/utilities_cmd_tool_openotp/utilsopenotp/#6-report

> Contact RCDevs sales team to order/extend your license allowing you the amount of activated users.
> Deactivate enough accounts until the amount of authorized users by your license is reach.

After users deactivation, you can manually clear license cache to force a new counting of activated users and get activated users

value updated. To clear WebADM license cache, login on WebADM GUI > Admin > Clear WebADM license cache Or

restart WebADM services.

5. Information transferred from WebADM to RCDevs License server

For the online license, the information transmitted is the following.
No private or individual user information at all is transmitted.

> Customer ID and instance ID (As in WebADM Software license details)
> Host ID Hash (not IP or MAC or any recognizable address)

> One time license token (generated locally)

> Number of activated users (for OpenOTP)

> Result of one way hash function of the user search base (used to verify the cluster member configs are same)
> Installed RCDevs software versions

> User and host count (for Spankey)

This manual was prepared with great care. However, RCDevs Security S.A. and the author cannot assume any legal or other liability for possible errors and their consequences. No
responsibility is taken for the details contained in this manual. Subject to alternation without notice. RCDevs Security S.A. does not enter into any responsibility in this respect. The
hardware and software described in this manual is provided on the basis of a license agreement. This manual is protected by copyright law. RCDevs Security S.A. reserves all rights,
especially for translation into foreign languages. No part of this manual may be reproduced in any way (photocopies, microfilm or other methods) or transformed into machine-readable
language without the prior written permission of RCDevs Security S.A. The latter especially applies for data processing systems. RCDevs Security S.A. also reserves all communication
rights (lectures, radio and television). The hardware and software names mentioned in this manual are most often the registered trademarks of the respective manufacturers and as
such are subject to the statutory regulations. Product and brand names are the property of RCDevs Security. © 2024 RCDevs Security S.A., All Rights Reserved
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