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B Helpdesk Administration and Usage

Web-Application Activation End-users Management Enrollment

1. Overview

The purpose of this web application is to provide an easy-to-use interface for the most common “tier 1” support task, typically

performed by a Help-Desk function in a company IT organization.
This Web application is designed for internal (corporate) use and includes several self-management features like:

> Activate users for OpenOTP use

> View and manage account information such as email, mobile phone numbers, etc...
> Reset LDAP password

> Send password reset or token registration links

> Enroll, re-synchronize and test a Software / Hardware Token or Yubikey

> Manage user certificates

> Manage SSH keys (SpanKey)

Administration Help Desk web application must be installed on your WebADM server(s) and can be accessed through

WAProxy or another reverse proxy configured with WebADM.

Please see the Administration Helpdesk Installation and Configuration for further details.

The HelpDesk application is accessible via the following address:
https://YOUR_WEBADM/webapps/helpdesk/login_uid.php
and through the WAProxy it is:
https://YOUR_WAPROXY/helpdesk/login_uid.php

2. Dashboard

Log in to the HelpDesk application.


http://127.0.0.1/tags/web-application
http://127.0.0.1/tags/activation
http://127.0.0.1/tags/end-users-management
http://127.0.0.1/tags/enrollment
http://127.0.0.1/howtos/helpdesk_install/helpdesk_install/

. Welcome to the
Login HelpDesk Portal at

Please enter the required information to GRE
login.
&  admin

Domain Default

Select the user you want to manage the User Profile, Security Tokens [ Keys, SelfReg Link and get an overview over the Last
User Activity.

2HELPDESK

Home | Dashboard You are logged on as admin | B | ® Logout

Hello admin.
Q USER SEARCH Welcorme to the

Select the user you want to
manage.

Login Name: CentQS8_57eypodp
DN: cn=Cent058_57eypodp,o=R...
Full Name: CentOS8_57eypodp
Domains: Default

Select CentOS8_5Teypodp




& HELPDESK aTe FIDO S5H S50 PKI
Home | Dashboard DefaultCentOSE_S7eypadp You are logged on as admin | m | (@ Logout
Uzar Search Select
Primary OTF Method
& USER PROFILE ﬂ i
8 Di: cn=CemOS8_ETeypodp,o=Root UID: CentOS8_STeypodp ElE
Faliback OTP Method
f AL
Full Hame: CeniOS8_57eypodp
WebADM Domains: Dethult
Push Enabled
LDAP Graups: cn=group._linux_rpm,osraat YES
Blocking Status: ~Account active
Last login: 4 2021-05-27 15:41:51 o
Mobile Number: ’
Tokens Login count Reject count
Email Address: loic@redevs.com ’
Language: EN L4
Password: ~ assas &
4 USER SECURITY TOKENS [ KEYS
TOTP
v o
B LAST USER ACTIVITY
Display 10 records Search:
Data W Client " Source Hast Session
2021-05-27 15:41:51 SaliDesk 10.232 192.168.4.200 ZTXSVWAD
2021-08-27 18:41:51 SeliDesk 10.2.3.2 192.168.4.200 ZTASVWAD
2021-05-27 15:41:42 SeliDesk 10.2.3.2 192.166.4.200 ZTXSVWAD
2021-05-27 15:41:42 SeltDesk 10.2.3.2 192.168.4,200 ZTESVWAD

Showing 110 4 of 4 entries

3. User Activation

Log in to the HelpDesk application.



Login

Please enter the required information to

login.
&  admin

Domain Default

Select the user you want to Activate.

L HELPDESK

Home [ Dashboard

Q USER SEARCH

Select the user you want to manage.
Login Name: tesi-user

DN: cn=test-user,o=Root

Full Mame: test-user

Domains: Default

- test-user]

Please Activate theselected userif notalready done previously.

LB HELPDESK

Home [ Dashboard

User Search Select

& USER PROFILE

DM: en=test-user,ou=Internal,o=Root

Activate

Under Blocking Status, the users account is now active.

Welcome to the
HelpDesk Portal at
com.

You are logged on as admin | Bl | ® Lagowt

You are logged on asadmin | S | ® Logout



2 HELPOESH & DASHBOARD aTte FIDO App Keys S5H S50 PKI

Home [ Dashboard Dafaultitest-user You are logged on as admin | Ef§ | ® Logout

User Search Select

Primary QTP Method
& USER PROFILE pm 7
& DM: ch=test-user,o=Root UID: test-user
Fallback OTP Method
v [NOT SET]
Full Name: test-user
WebADM Domains: Detault
Push Enabled
LDAP Groups: NO
Blocking Status: + Account active
Last login: [Mot Set] o o o
Mobile Number: #
Tokens Login Reject
Email Address: lolc@redevs.com & count count
Language: [Not Set] &
Password: weerne #d

CDpactivate

% USER SECURITY TOKENS | KEYS

4. Token Enrollment

4.1 Software Token Registration
4.1.1 Registration from Helpdesk page

Log in to the HelpDesk application.



Welcome to the

Login HelpDesk Portal at

Please enter the required information to Gl
login.

&  admin

=) | [

Domain Default

Select the user you want to register a Software Token.
L HELPDESK

Home [ Dashboard You are logged on as admin | EEE | ® Logout

Hello admin.
Q USER SEARCH  Welcome to th

Select the user you want to
manage.

Login Name: CentQS8_57eypodp
DN: cn=Cent038_57eypodp,0=R...
Full Name: CentOS8_57eypodp
Domains: Default

Salect CentOS8_5Teypodp

Go tothe OTP tab. Choose your Fallback OTP Methode, Enable Push Login and Emergency OTP. At the bottom of the page,
click Add a Token.



tHELPDESK & DASHBOARD aTte FIDO S5H PKI
Home DefaultiCentOSE_57eypodp You are logged on as admin | E§ | @ Logout
+ MANAGE OTP AUTHENTICATION SETTINGS # Back

Manage users hardware and software Tokens: register, deactivate, remove, test or resynchronize user devices,

Configure OTP authentication settings: primary OTP method, fallback OTP method, challenge session timeout or @nable push login notification,

Primary OTP Method:

Token | ®
Fallback OTP Methad: Mall -
OTP Challenge Timeout: | oo o e | =
Enable Push Login: Q Yes  No 4

Emergency OTP:

Test user authentication Token =

Submiit SeifReg Iink Mall z Primary Token =

& USER SECURITY TOKENS [ KEYS

On the next page, click under Software Token Add Token.

2 HELPDESK oTP FIDO SSH PKI
fom Default\CentOS8_S7eypodp You are logged on as admin | Bf§ | & Logowt
+ REGISTER A NEW TOKEN  Back

You must first register your Software or Hardware Token to start using it
The registration consists in synchronizing a Secret Key and an initial Token state.

@, Hardware Token 4, Software Token & Yubikey

Token Inventaried QRCode-based Authenticator Inventoried & YubiCloud
Add Token - Add Taken

Then scan the QRCODE to register your Software Token.

2, Another Token

Manual ‘1&".']'5'.[5: o

Add Toker



oTP FIDO App Keys 55H S50 PKI

RC

4+ REGISTER A NEW TOKEN € Back

You must first register your Software or Hardware Token to start using it.
The registration consists in synchronizing a Secret Key and an initial Token state,

4+ INSTRUCTIONS TO REGISTER A QRCODE-BASED
SOFTWARE TOKEN

1. tall the Software Token on your mobile device.

&, Software Token

QRCode-based Authenticator

2. Start your software Token and Scan the QRCode displayed below.
3. You need to enter the OTP displayed on your Token in order to register. If you
use RCDevs Push Token, the registration will auto-complete after scanning.
It's possible to download QRCode to register a distant device. Configure expiration
time, set a PIN code, and click download. To finish registration, scan QRCode and
enter PIN code in OpenOTP Token maobile application. QRCode will be unavailable
after expiration time.

=3

(Enlarge)

Disable push

Recelving Mobile response

& DOWNLOAD QRCODE

30 minutes j
. ]
PIM Code Enter PIN Code

PIN will be automatically sent by mail and SMS

Expiration Time

Finally, you will see the Software Token that you have just registered in the user’s OTP tab.



RCD:vs @ DASHBOARD oTP FIDO App Keys SSH $S0 PKI

Home | Openotp DemosiLoic You are logged onas Loic | Ej& | ® Logout

+ MANAGE OTP AUTHENTICATION SETTINGS € Back

Manage users hardware and software Tokens: register, deactivate, remove, test or resynchronize user devices.

Configure OTP authentication settings: primary OTP method, fallback OTP method, challenge session timeout or enable push login
notification.

Primary OTP Method: Token - %

Fallback OTP Method: Mail -| %

OTP Challenge

; 1 minute 30 seconds Tl X
Timeout:

Enable Push © Yes 7 No »
Login:

Test user authentication Token ]

Submit SeifReg link Mail s Primary 1

Ll

4 USER SECURITY TOKENS [ KEYS

TOTP &

Type: OATH Time-based (160 bits) =

v i

4.1.2 Submit a SelfReg link to the end user

Log in to the HelpDesk application.



. Welcome to the
Login HelpDesk Portal at

Please enter the required information to Gl
login.

&  admin

=) | [

Domain Default

Select the user you want to submit a SelfReg Link via Mail / SMS.

S HELPDESK

Home | Dashboard ou are logged on as admin | | @ Logout

Hello admin.

Q USER SEARCH Nelcome to the Helpdesi

Paortal a O
Select the user you want to manage.

Login Name: tesi-user
DN: cn=test-user,o=Root
Full Mame: test-user
Domains: Default

- test-user]

The user must have set an email or mobile number. Gotothe Primary OTP Method tab.



t HELPDESK & DASHEDARD aTtP FIDO

Home { Dashboard Defaultitest-user
User Search Select

& USER PROFILE

& DH: en=test-user,o=Root UID: test-user

Full Name: test-user
WebADM Domains: Default

LDAP Groups:

Blocking Status: + Account active
Last lagin: [Not Set]

Mobile Number:

Email Address: lolc@redevs.com
Language: [Mot Set]
Password:

CDpactivate

% USER SECURITY TOKENS | KEYS

App Keys 55H 550 PKI

You are logged on as admin | Ef§ | ® Logout

Primary QTP Method
ﬁ: TOKEN rd
Fallback OTP Method
v [NOT SET]
Push Enabled
NO
& °
Tokens Login Reject
L4 count count
#
&4

Choose your Fallback OTP Methode, Enable Push Login and Emergency OTP. At the bottom of the page, click

Submit SelfReg Link via Mail/SMS.



‘HELP S K & DASHECARD TP FIDOD App Keys

Defaultitest-user Youa Self Registration link sent

+ MANAGE OTP AUTHENTICATION SETTINGS & Back

Manage users hardware and software Tokens: register, deactivate, remove,

1est or resynchronize user devices.
Configure OTP authentication settings: primary OTP method, fallback OTP method, challenge session timeout or enable push login notitication

Primary OTP Method:

Fallback OTP Method:

OTP Challenge Timeout:

Enable Push Lagin: Yes @ No

Emergency OTP: [Not Set]

"

4 USER SECURITY TOKENS | KEYS

The SelfReg email has been sent. The user must click on the SelfReg link and enroll the token.

noreply@rcdevs.com
OpenOTP/SpanKey Self-Registration
To: loic@red 1

Hello test-user,

This self-registration request will expire 2021-06-01 16:58:34.
Please click on the link below to start self-registration.




User Self-Registration

You must first register your Software or Hardware Token to start using it.
The registration consists in synchronizing a Secret Key and an initial Token state.

Instructions to register a QRCode-based Software Token:

1. Install the Software Token on your mobile device.
2. Start your software Token and Scan the QRCode displayed below.
3. Click the "'Registar' button below after scanning.

| uge a Hardware Token (Inventoried)
| use a Yubikey Token {Inventoried / YubiCloud)

© | use a ORCode-based Authenticator (Time-based)
| use a QRCode-based Authenticator (Event-based)
| uze another Token (Manual Registration)) i ]

Register As:

QRCode:
{Enlarge)

b Provided by RCDevs Sacurity SA
User Self-Registration

Your Primary Token has been registered

Ok

B Provided by RCDevs Security SA

Finally, you will see that the user has enrolled the token.




(9) DN: en=test-user.o=Root LUID: test-user
Fallback OTP Method

.

[NOT SET]
Full Name: test-user
WebADM Domains: Default
E | Push Enabled
LDAP Groups: ‘ HO
J

Blocking Status: ~ Account active
Last login: [Not Set) o o o
Mobile Number: #

Tokens Login Reject
Email Address: loic@redevs.com & count count
Language: [Mat Set] #
Password: sernan &

Deactivate

& USER SECURITY TOKENS | KEYS

TOTP

4.1.3 Submit QRCode/PIN by Mail/SMS to the end user

It’s possible to download the QRCode to register a distant device.

A IMPORTANT NOTE

This is only available with enabled Push feature. Please see the for further details.

Log in to the HelpDesk application.


http://127.0.0.1/howtos/openotp_push/push_login_openotp/

. Welcome to the
Login HelpDesk Portal at

Please enter the required information to Gl
login.

&  admin

=) | [

Domain Default

Select the user you want to register a Software Token with the Push feature.

2HELPDESK

Home [ Dashboard You are logged on as admin | EEE | ® Logout

Hello admin.
Q USER SEARCH  Welcome to th

Select the user you want to
manage.

Login Name: CentQS8_57eypodp
DN: cn=Cent038_57eypodp,0=R...
Full Name: CentOS8_57eypodp
Domains: Default

Salect CentOS8_5Teypodp

Gotothe OTP tab. At the bottom of the page, click Add a Token.



tHELPDESK & DASHBOARD atp FIDO S5H PKI

DefaultiCentOSE_57eypodp You are logged on as admin | E§ | @ Logout

+ MANAGE OTP AUTHENTICATION SETTINGS # Back

Manage users hardware and software Tokens: register, deactivate, remove, test or resynchronize user devices,
Configure OTP authentication settings: primary OTP method, fallback OTP method, challenge session timeout or @nable push login notification,

Primary OTP Method:

Token | ®
Fallback OTP Methad: Mall -
OTP Challenge Timeout: | 4 iy 4e 30 seconds | s
Enable Push Login: Q Yes  No 4

Emergency OTP:

Test user authentication Token -]

Submiit SeifReg Iink Mall z Primary Token =

& USER SECURITY TOKENS [ KEYS

On the next page, click under Software Token Add Token.

L HELPDESK aTe FIDD SSH PKI
fom Default\CentOS8_S7eypodp You are logged on as admin | Bf§ | & Logowt
+ REGISTER A NEW TOKEN  Back

You must first register your Software or Hardware Token to start using it
The registration consists in synchronizing a Secret Key and an initial Token state.

@, Hardware Token 4, Software Token & Yubikey 2, Another Token

Token Inventaried QRCode-basad Authenticator Inventoried & YubiCloud Manual Registration

Add Token - Add Taken Add Token



RC

oTP FIDO App Keys 55H S50 PKI

4+ REGISTER A NEW TOKEN € Back

You must first register your Software or Hardware Token to start using it.
The registration consists in synchronizing a Secret Key and an initial Token state,

& Software Token 4+ INSTRUCTIONS TO REGISTER A QRCODE-BASED
SOFTWARE TOKEN

1. tall the Software Token on your mobile device.

QRCode-based Authenticator
2. Start your software Token and Scan the QRCode displayed below.
3. You need to enter the OTP displayed on your Token in order to register. If you

use RCDevs Push Token, the registration will auto-complete after scanning.

It's possible to download QRCode to register a distant device. Configure expiration
time, set a PIN code, and click download. To finish registration, scan QRCode and
enter PIN code in OpenOTP Token maobile application. QRCode will be unavailable
after expiration time.

=3

(Enlarge)

Disable push

Recelving Mobile response

Setthe Expiration Time and mustgeneratea PIN Code . Finally,click Download / Send E-mail.



& DOWNLOAD QRCODE

Expiration Time P -

i ]

PIN Code 728164 Gen

PIN will be automatically sent by mail

® Download

® Send e-mail

4.2 Hardware Token Registration

4.2.1 Token Registration based on Serial Number (inventoried devices)

Log in to the HelpDesk application.

L . Welcome to the
Ogln HelpDesk Portal at
Please enter the reguired information to el
login.

&  admin

Bl sereens

Domain Default

Select the user you want to register a Hardware Token.



zHELpnesx

Home | Dashboard You are logged on as admin | B2 | ® Logout

Hello admin.
Q USER SEARCH Welcorne to the

Select the user you want to
manage.

Login Name: CentQS8_57eypodp
DN: cn=Cent058_57eypodp,0=R..,
Full Name: CentOS8_57eypodp
Domains: Default

Select CentOS8_5Teypodp

Gotothe OTP tab. At the bottom of the page, click Add 2 Token.

L HELPOESK & DASHBOARD FIDO SsH PKI

Heme | Openolp DefauitiCentOS8_5Teypodp You are logged on as admin | E§ | ® Logout

+ MANAGE OTP AUTHENTICATION SETTINGS + Back

Manage users hardware and software Tokens: register, deactivate, remove, test or resynchronize user devices,
Contigure OTP authentication settings: primary OTP mathod, fallback OTP method, challenge session timeout or enable push login notification,

Primary OTP Method:

Token | x
Fallback OTP Method: Mall |
OTP Challenge Timeout: 1 minute 30 seconds | =
Enable Push Login: O Yas T No

Emergency OTP:

Test user authentication Token -

Submit SeifReg link Mall B Primary Token

4 USER SECURITY TOKENS | KEYS

On the next page, click under Hardware Token Add Token.



2HELPDESK & DASHBOARD QTP FIBO 55H PKI

Defaut\CentDS8_57eypodp You are logged on as admin EE | ™ Logout

4+ REGISTER A NEW TOKEN € Back

You must first register your Software or Hardware Token to start using it
The registration consists in synchronizing a Secret Key and an initlal Token state

&, Hardware Token &, Software Token Q; Yubikey &, Another Token

Token Inventoried GQRCode-based Authenticator nventoried & YubiCloud Kanual Registration

S
Add Token Add Token Add T
Then enter the serial of your inventoried Token and clickon Register .
+ REGISTER A NEW TOKEN
You must first register your Software or Hardware Token to start using it.
The registration consists in synchronizing a Secret Key and an initial Token state.
&, Hardware Token 4+ INSTRUCTIONS TO REGISTER YOUR HARDWARE TOKEN

1. Enter the serial number displayed on the back side of your Token,

2. Click the "‘Register' button below.
Token Inventaried

RO
2308529300353

Cancel

Finally, you will see the Hardware Token that you have just registered in the user’s OTP tab.



RHELPDESK

Fallback OTP Method:
OTP Challenge Timeout:

Enable Push Login:

& DASHBOARD

Test user authentication

Submit SelfReg link

4 USER SECURITY TOKENS / KEYS

TOTP

Mail

10KEnNn

1 minute 30 seconds

© Yes

Token

Type: OATH Time-based (160 bits) =

v W

4.2.2 YubiKey Registration

Log in to the HelpDesk application.

~
L

No

L1

oTP

Primary Token

MR

Tl X

Ak

L1

FIDO



Login

Please enter the required information to
login.

Domain Default

Select the user you want to register a YubiKey.
L HELPDESK

Home [ Dashboard

Q USER SEARCH

Select the user you want to
manage.

Login Name: CentQS8_57eypodp
DN: cn=Cent038_57eypodp,0=R...
Full Name: CentOS8_57eypodp
Domains: Default

Salect CentOS8_5Teypodp

Gotothe OTP tab. At the bottom of the page, click Add a Token.

Welcome to the
HelpDesk Portal at
com.

You are logged on as admin | EE | ® Logout

Hello admin.



tHELPDESK & DASHBOARD aTp FlDo S5H PKl

DefaultiCentOSE_57eypodp You are logged on as admin | E§ | @ Logout

+ MANAGE OTP AUTHENTICATION SETTINGS # Back

Manage users hardware and software Tokens: register, deactivate, remove, test or resynchronize user devices,
Configure OTP authentication settings: primary OTP method, fallback OTP method, challenge session timeout or @nable push login notification,

Primary OTP Method:

Token | ®
Fallback OTP Methad: Mall -
OTP Challenge Timeout: | oo o e | =
Enable Push Login: Q Yes  No 4

Emergency OTP:

Test user authentication Token =

Submiit SeifReg Iink Mall z Primary Token =

& USER SECURITY TOKENS [ KEYS

On the next page, click under YubiKey 2dd Token .

gl-lELPDE SK aTe FIDG 55H PKI

DefaultiCentOS8_S7eypodp You are logged on a5 admin ES | @ Logouw

4+ REGISTER A NEW TOKEN € Back

You must first register your Software or Hardware Token to start using it
The registration consists in synchronizing a Secret Key and an initial Token state,

2, Hardware Token 4, Software Token & Yubikey 2, Another Token
Taken Imventoried [JR-'.‘.G:‘!-E-OHS-:‘!:‘I Authenticator Inventoried & YubiCloud Manual REgIE‘:IaII\'.II'!
RO

& i
Add Token Add Token Add Token

Plug the YubiKey in a USB port on your computer. Then press the button of the inventoried YubiKey to finish the registration.



Home [ Openotp | Register DefaultiCen058_S7eypodp You are logged on as admin BB | = Logow

+ REGISTER A NEW TOKEN € Back

You must first register your Software ar Hardware Token to start using it.
The registration consists in synchronizing a Secret Key and an initial Token state.

2 Yubikey + INSTRUCTIONS TO REGISTER YOUR YUBIKEY TOKEN

1. Plug the YubiKey in a USE port on your computer.

2. Prass the YubiKey button to finish the registration.
Inventoried & YubiCloud i : 9

' L

Cancel |

Finally, you will see the YubiKey that you have just registered in the user’s OTP tab.



RCDE'-: 5 & DASHBOARD oTP FIDO App Keys S5H 550 PKI
Home | Openoip Demos\Loic You are logged on as Loic | Ej2 | ® Logout
+ MANAGE OTP AUTHENTICATION SETTINGS € Back

Manage users hardware and software Tokens: register, deactivate, remove, test or resynchronize user devices.
Configure OTP authentication settings: primary OTP methed, fallback OTP method, challenge session timeout or enable push lagin

natification.
Primary OTP Method: Token
Fallback OTP Method: Mail

OTP Challenge
Timeout:

Enable Push 0O Yes 7 No
Login:

Test user authentication Token
Submit SelfReg link Mail ~

Primary 1

4 USER SECURITY TOKENS [ KEYS

YUBIKEY

_
Type: YubiKey {YubiCloud)
v £

4.2.3 FIDO Registration

Log in to the HelpDesk application.

]
B x

1 minute 30 seconds j ®

M

Ak

-
-



Login

Please enter the required information to

login.
&  admin

Domain Default

Select the user you want to manage the FIDO devices settings.
L HELPOESK

§ Dashbean

Q USER SEARCH

Select the user you wani i manage

Login Hame: st

DN CRe=Tant Uber U, DU s Lisers DU SBE NOIT, 0L SWeBADME D
Full Hasse: Test User Us

Domains: Dafaul

Eeleci’ | fesiumer]

Gotothe FIDO tab.

L HeLPoEsK B DASHECARD e
Defausitestoner]

0 MANAGE FIDD DEVICES SETTINGS

o must Tiesk register your FIDD Device or Token fo stan usieg ii.
I aevy o the checks below falls then the regisiraton cannod be done.

Your Web browser supports FIDD:  Wes 8
URL Is onabled for FIDO: Wes

Instructions to register your FIDO Device:

= Plug the FIDO Devics in a USH oot on the compuier,

« Chck ihe Dinking message below [or press Enber] 10 initlate the negisiration.
= When the device sinrs binking, press the buison bo preceed the registraiion

Device Type: 10 LZF BADOZ
Rogistaned UssiD;

Aegiatered Doman:

Welcome to the
HelpDesk Portal at
com.

‘fou ane logged on a5 Admin BERCDEVS | BB | Logout

Hilla Admin BERCDEVS.

S5H S50 ]

o e bogged on as hdmin BERCDEVS | BB | ® Logout

Plug the FIDO device in a USB port on your computer. Choose a Friendly Name and Device Type: FIDO2.

[Click Here or Press Enter] tofinishthe registration.



#& DASHEOARD oTP

EHELPI'-

0 MANAGE FIDO DEVICES SETTINGS Verify your identity with rcdev:

Pick an option

You must first register your FIDO Device or Token to start using it.

If any of the checks below fails then the registration cannot be done, tr  USB security key
Your Web browser supports FIDO: Yes @
URL is enabled for FIDO: Yes

Instructions to register your FIDO Device:
= Plug the FIDO Device in a USB part an the computer,
= Click the blinking message below (or press Enter) to initiate the registration,
« When the device starts blinking, press the button to proceed the registration.

Frisndly Hame: fido 2 token ]

Device Type U2F = FIDO2

Registered UserlD testuser] v

Registered Domain: Default
sHELP-..‘i =SK & DASHBOARD aTe
0 MANAGE FIDO DEVICES SETTINGS PIN required

Entar the PIM f
You must first register your FIDO Device or Token to start using it.

If any of the checks below fails then the registration cannot be done.

Your Web browser supports FIDO: Yes @
URL is enabled for FIDO: Yes

Instructions to register your FIDO Device:
= Plug the FIDO Device in a USB port an the computer.
+ Click the blinking message below (or press Enter) to initiate the registration.

+ When the device starts blinking, press the button to proceed the registration,

Friendly Name fido 2 token i}
Device Type: U2ZF = FIDO2
Reqgistered UserlD: testuser] v

Registered Domain: Default

& am

urity key




g HELPDESK & DASHBOARD oTP

0 MANAGE FIDO DEVICES SETTINGS Use your security key with redevs.com
Touch your security key n to complete the req
You must first register your FIDO Device or Token to start using it.

If any of the checks below fails then the registration cannot be done.

Your Web browser supports FIDO: Yes @
URL is enabled far FIDO: Yes

Instructions to register your FIDO Device:
+ Plug the FIDO Device in a USE port on the computer,
# Click the blinking message below {or press Enter) to initiate the registration.

+« ‘When the device starts blinking, press the button to proceed the registration.

Friendly Mame: fido 2 token o

Device Type: UZ2F & FIDO2
Registered UserlD: testuserl v

Registered Domain: Default ~

fido®

SHELPE.'.-'_SIa & DASHEOARD oTP

0 MANAGE FIDO DEVICES SETTINGS your security key?

.com wants to see the make and model of your security k

You must first register your FIDO Device or Token to start using it.
If any of the checks below fails then the registration cannot be done.

Your Web browser supports FIDO: Yes O
LIRL 15 enabled for FIDD:; Yes

Instructions to register your FIDO Device:
+ Plug the FIDO Device in a USB port on the computer.
« Click the blinking message below (or press Enter) to initiate the registration.
« When the device starts blinking, press the button to proceed the registration.

Friendly Name: fido 2 token

Device Type: UZF = FIDO2

Registerad UserlD: testuserl

Registered Domain: Default ~

fido§

The FIDO Device has been successfully registered.



Helpdesk success

You are logged or Registered FIDO Device #1 (FIDO2)

At the bottom of the page under User Security Tokens / Keys youwill seethe enrolled FIDO key.

T T - e . o -
Detauitipesusert Vi 6 Mol 4 83 Addenin BERCDEVS | B | & Lot
0 MANAGE FIDO DEVICES SETTINGS e

Wou must Tirst register your FIDD Device or Token to st using It
I vy of the chacis el fails then the regisirabon cannod be done.

Your Web browser supports FIDD:  Yes
UAL s enabled for FIDO: Yes

Instructions to register your FIDO Device:
= Plug i FIDD Davici in & LISE paet 60 1 eompiiter.
v Ciick the blnking message Below for peess Ener) 1o infliate B regiatrnion
= Witmn the device starts blinking, press ta burten i preceed the registration.
Frindty Nama: o

Device Type: @ U O ADO2

5. Build OTP List

Log in to the HelpDesk application.

Welcome to the

Logln HelpDesk Portal at

Please enter the required information to L
login.
&  admin

Domain Default




Select the user you want to build an OTP List.

zHELpnesx

Home | Dashboard You are logged on as admin | B2 | ® Logout

Hello admin.

Q USER SEARCH

Select the user you want to
manage.

Login Name: CentQS8_57eypodp
DN: cn=Cent0O58_57eypodp,0=R...
Full Name: CentOS8_57eypodp
Domains: Default

Select CentOS8_5Teypodp

Gotothe OTP tab. Atthe bottom of the page, click Build OTP List.

L HELPOESK & DASHBOARD FIDO SsH PKI

Home | Openotp Default\CentOS8_STeypodp You are logged on as admin | B | ® Logout

+ MANAGE OTP AUTHENTICATION SETTINGS % Back

Manage users hardware and software Tokens: register, deactivate, remove, test or resynchronize user devices,
Contigure OTP authentication settings: primary OTP mathod, fallback OTP method, challenge session timeout or enable push login notification,

Primary OTP Mathod:

Token | x
Fallback OTP Method: Mall |
OTP Challenge Timeout: 1 minute 30 seconds | =
Enable Push Login: O Yas T No

Emergency OTP:

er authentication Token -

Submit SeifReg link Mall B Primary Token

4 USER SECURITY TOKENS | KEYS



0sMs OTP { ok ] & maiL otp [ ok ] [BoTPLsT
5MS OTP: # Mail OTP: loic@rcdevs.com 4 List Size:
50 OTPs :J
Delivery 0 On demand £ Delivery ©Q On demand x
Maorde: Prafetch Mode: Pretetch Algorithm:
Mabile 1D SHAT j
Secure Mail: ves @ No ®
Message © Hormal © Flash x
Type:
The OTP List has been generated. Clickon View or Download to getthe list.
0sms oTP EAMAIL OTP @ [SoTPLIST
SMS OTP: & Mail OTP: loic@rodevs.com ' ‘ View o ‘ X Unregister
Delivery © On demand x® Delivery © On demand ] '
Mode: Prefetch Mode: Prafetch
Mobile 1D List Size: 50 OTPs (O used)
Secure Mail: Yes @ Mo o .
Message © Normal Elash " List Type: SHAT (160 bits)
Type:
tHELPDESK # DASHBOARD oTP FIDO App Keys SSH S50 PKI

Home | Openolp | Otp | List DefaultCentOS8_57eypodp You are logged on as admin | | & Logout

+ Manage OTP List € Back

OpenOTP Password List (50 QTPs)
[[v] oTP o TP 1D oTP 1] oTP D oTP
1 236321 2 414967 3 955860 4 586808 5 544196
6 782852 7 400464 8 888487 9 015929 10 112665
n 936877 12 580456 13 715994 14 365707 16 717964
16 022043 17 759688 18 485442 19 254163 20 249730
2 011363 22 362485 23 108452 24 377531 25 005256
26 787377 27 183087 28 771661 29 746733 30 993481
3 496374 32 811962 33 535279 34 582729 35 495234
36 695904 37 790428 38 657667 39 oo3aa 40 413175
a1 527056 42 124394 43 552280 44 301142 45 77342
46 508128 a7 200316 a8 548562 a9 806848 50 099520

6. App Keys Registration

Log in to the HelpDesk application.



. Welcome to the
Login HelpDesk Portal at

Please enter the required information to GRE
login.
&  admin

Domain Default

Select the user you want to manage the Application Passwords.

2HELPDESK

Home | Dashboard You are logged on as admin | B | ® Logout

Hello admin.

Q USER SEARCH

Select the user you want to
manage.

Login Name: CentQS8_57eypodp
DN: cn=Cent058_57eypodp,o=R...
Full Name: CentOS8_57eypodp
Domains: Default

Select CentOS8_5Teypodp

Gotothe App Keys tab.



2 HELPDESK & DASHBOARD QTP FIDO SSH 550 PKI

EfE | @ Logout

Home | Appkeys Default\CentOS8_57eypodp You are logged on as admin |

& MANAGE APPLICATION PASSWORDS € Back

Application passwords can be used as a replacement to your OTP.
They are useful for application like mail clients not supporting OTP.

Application Password Valid Until

OWA [Not Set]

Password Length: 10 :I
Explres After: 1 day j

m

Create a new Application Password, clickon Build.

Rebuild application keys

Do you want to create application keys




8HELPDESK # DASHBOARD oTP FIDO

Home | Appkeys Default\CentOS8_57eypodp

& MANAGE APPLICATION PASSWORDS

Application passwords can be used as a replacement 1o your OTP.
They are useful for application like mail clients not supporting OTP.

Application Password Valid Until

OWA wKWN ] Ls5NG 2021-05-28 16:03:04
Password Length: 10 :J
Expires After: 1day j

7. SSH Key Registration

Log in to the HelpDesk application.

Login

Please enter the required information to

login.
&  admin

Domain Default

Select the user you want to register an SSH Key.

S5H S50

Welcome to the
HelpDesk Portal at
com.

PKI

® Logout

€ Back



tHELFDESK

Home | Dashboard You are logged on as admin | B2 | ® Logout

Hello admin.
Q USER SEARCH Welcome to the

Select the user you want to
manage.

Login Name: CentQS8_57eypodp
DN: cn=Cent058_57eypodp,0=R..,
Full Name: CentOS8_57eypodp
Domains: Default

Select CentOS8_5Teypodp

Gotothe SSH tab.

SHELPDESK @ OASHEDARD ore FIDO _ Pl

Home [ Spankey DefaultiCentOSE_STeypodp You are logged on as admin | | B Logout

2, MANAGE SSH KEY SETTINGS € Back

Register your S5H Key to access 55H servers at com.

At the bottom of the page, clickon Generate SSH Key.

zHELPDESK @& DASHBOARD ore FIDO _ PrI

Home | Spankey DefaultiCentOSE_STeypodp You are logged onas admin | ElF | Logow

& MANAGE SSH KEY SETTINGS + Back

Ragister your 55H Key to access 55H servers at com.

Ganerate S5H Key

Please confirm you want 1o rebuild your S5H key pair.
Once updated, the current public key cannot be recovensd,
EXpOTt Format:

OpenSSH (PEM) j
Key Formar: RSA :J
Key Length: 4036 Bits j
Password:
Password:

Set the Key Format, Length and Password to protect your Private Key. Finally, clickon Register and save your Private Key.



.. () ) Opening Default_CentOS8_57eypodp.PEM

You have chosen to open:

8 Default_CentOS8_G7eypodp.PEM

which is: Text File (3.4 kB)
from: data:

What should Firefox do with this file?
~Openwith Choose...
© Save File

' Do this automatically for files like this from now on.

Cance

Now the Public Key is registered for that user.

L HELPOESK # DASHEOARD ore FIDO _ PKI

Home | Spankey DefaultiCentOSE_S7eypodp You are logged on as admin | m | B Logout

& MANAGE SSH KEY SETTINGS € Back

The key does not have an expiration date and will Rot auto-expira!
The key does not have 3 maximum usage count!

S5H Public Key:
{RSA 2096 Bits)

Conpy
s5h=rsa
BAAAEIN zaC Ly c 2EAAAADADABAAAL A CW2AE S INCELA ) fn Lo TIVZiABED 2 r91 CwlVERST 2At | £
FXVwPFA3Myg LCYB2ER0 jyHUP gt el 150 | ECB0R] adqV 102X vEM/ AgVIF | S 3at Z600AAS
LIKEyWIDVFael Li6 TG
SOIwFBrnTdz IgRg0 Lz Qe TnambEE | I +KD8d5wT DueqpD P2 86h 13 20ESknG 1 / KhO+X
S IxXFETOHO+AP L] Z0YwT 06 1RWuDEKEHRLG LKDAM xhdz n Ll kwl 0+ 9y vgONLopG Lt 2 LSGBp+ ThalnM
HEUSxhAkUY ISV zs reghimby18ymlcHS ckENygDS j U2 kVd9 j gedlb kOWCIBHA SdoBXUnD INI cXbS
vl g 24PGe callaBwr ka4 L roST FIFRY IREy0S tiwkknswMS TR/ g jWo 1F 1 rdBoB
FIZRBTVERIVIGrKLo0/BEDAOUGZ+ %
FIGLC LELEHI T+ w8 Y yAde4 S aHIG+C p I rWE L rRE SNpTEEL24AXSRELH
JGOOhGAFR IYGrG rWBEMKm L awl 2 COpEa /BT Trul)ddGt 1 jnF te6 794k x /hdoxtowCB0v 1yED
FeRKVMMrS5 JHEILPrzoM | 25rul 0D/ s@hndwogaky dVIGR T dcagPdSals HkvES T
F2LefMITALFriv2 491 200N Inrif g BMWa T +d 1gDF9edRv== Default\Cent0S8_STeypodp

User Statistics

Login Count: 2 success & 0 failure
Last Login: Naver

To import an SSH Key, clickon Tmport SSH Key .Copy and paste your Public Key into the Field.



tHELPDESK & DASHBOARD TP FiDO

Home [ Spankey Default\CentO58_S5Teypodp

% MAMNAGE SSHKEY SETTINGS

Register your 55H Key to access 55H servers at com.

ssh-rsa
AMAAB3NZaC 1yc 2 EAMMADAQABAAABYOCVMMY TdEe 1Ed+ FdEAT 20D
BK59Z0hUELT Mz 7dCpaNHmuY fE42 /0@ ind 1MjbGRZWreESUARD
m3GmEFn++@ LUr LoFFAWAWL02uk@x SHToOPCZLAKUESSSTIZBP) ir
*BV1ag3LougErTkITIghHHaN93sm1LUGFATT \RKBPgMa2 Lveifz
Public Key:  CZVPZTIhd00pITKTPuyQAUSFdCT+NK+0R@0r rHYNHVPVESCUSPWG
1fmVPO7RRET TMWderAd 10 r Skoelld+ rusAANs J8VIHIES31)xn0B
jMaSenCpgeRokZriTwreglinchZMgl8yLS LdBfI8tKgRSAfOKD |
rAj jbmgaXQy3PUBLzxZZ2@pLycbzIYo303nadmWD3Pr 7Urk10L
Hj+bTUNO3ZNTESaaR+IdYBownSNEUB16] tg3kAUTIcts LsThx0dd
*xQdUF JWCB5HS IWEBXNRIWL 5 XwB 2+ NI TqSwwYD3ecd 3aHChmIHAy
9eqydbItV7bADMZTPMAL1azT QU= A

Finally, clickon Tmport .
tHELPDF.SK & DASHBOARD oTP FIDO

Home [ Spankey Defaul\CentOS8_S7eypodp

A MAMNAGE SSH KEY SETTINGS

Thie key does not have an expiration date and will not auto-explre!
The key does not have a maximum usage count!

55H Public Key:
(RSA 3040 Bits)
Copy
ssh-rsa
AABABINZAC 1y 2EAMAADATABARAS T OC\VMMy TdEe 1Ed+ | dEAT2808KS g ZIRUET T 1Mz Tl palHauY
TE42/08in4 1M | bERIWre ESUAIBORIBREF s +m LUr ToF FENAWL02ukBxsHT oPC ZLAKUESsSTIZEP
1ira8V10q3LoegEr Tk TIghHHAND I SRILUGFAT t LRKOPOMaZ Lve it zczVpZT |hd00RI TRTFuyQA
uSFde T +hi + 0B r rHHHY PSS cUS WY | FnVPOTOBETTHWAD rbd IO rSkaelid« rusiils | BVIHZES3
1Jxn0B jMaShnCpgeRokZ riTuwrcgl inchMg 18yLS LB TR tKgdSI10k] | rij j bmgaklyIPUEL LR
ZZzdp jLychz1¥olo3nadehD3Pr 7Urk10LHj+bTUNe 32NTESaak+ IdYBown SHEUB1 6 tgkAUTc T
5 LsThue0Jd w0 dUF w0 5SH5 LWEBaNRWL s Xw B2+ ING o Suw 0 3ecd 34HC b T dy Begydb I TV I DADNZ
TPH4L1azTCoR0== Default\CentdS8_5Teypodp

User Statistics

Legin Count: 2 success & O failure
Last Login: HNever

8. SSO Customizations

Log in to the HelpDesk application.

You are logged on as admin | BB | ® Logow

. -

You are logged on as admin | B | @ Logout

€ Back



Login

Please enter the required information to
login.

&  admin

Domain

Default

Select the user you want to manage the SSO Portal.

2HELPDESK

Home [ Dashboard

Q USER SEARCH

Select the user you want to
manage.

Login Name: CentQS8_57eypodp
DN: cn=Cent038_57eypodp,0=R...
Full Name: CentOS8_57eypodp
Domains: Default

Salect CentOS8_5Teypodp

Gotothe SSO tab.

=HELPDESK & DASHBOARD oTP

Home | Spankey DefaultiCentOS58_STeypodp

MAMNAGE SSO PORTAL
Single Sign-On Settings
Enable SAML Usage.— * Yes Ho

Enable OpenlD Usage: = Yes Ho

1 hour j

550 Session Time:

9. User certificate enrollment

FIDO

Welcome to the
HelpDesk Portal at
com.

You are logged on as admin | EE | ® Logout

Hello admin.

ime to t

You are logged on as admin | Ef# | ® Logout




Log in to the HelpDesk application.

Login

Please enter the required information to
login.

Domain Default

Select the user you want to add a new Certificate.

zHELpnesx

Home [ Dashboard

Q USER SEARCH

Select the user you want to
manage.

Login Name: CentQS8_57eypodp
DN: cn=Cent058_57eypodp,o=R...
Full Name: CentOS8_57eypodp
Domains: Default

Select CentOS8_5Teypodp

Gotothe PKI tab.

t HELPDESK & DASHBOARD oTP

Home | Spankey DefaultiCentOS8_57eypodp

[@ MANAGE USER CERTIFICATES

No user certificate found.

Add new certificate Download CA

Welcome to the
HelpDesk Portal at
com.

You are logged on as admin | EE | ® Logout

Hello admin.
\ me to th

FIDO SS5H

You are logged on as admin | Ef§ | ® Logout

* Back

At the bottom of the page, clickon Add new certificate andsaveyour Certificate.



ﬁ HELPDESK & DASHEOARD QTP FIDO 585H

Home [ Spankey DefaultiCentOSE8_S7eypodp You are logged on as admin | EF | ® Logout
&l MANAGE USER CERTIFICATES @ O O Opening Default_CentOS8_57eypodp.pi2
You have chesen to open:

Click the actions in the table below to download, renew or delete your
0 Default_CentOSB_S7eypodp.p12

which is: Text File (2.4 kB)

certificates.

Serial Name Valid From  Valid To Status  Actions Ragias
What should Firefox do with this file?
27 DefaulliCeniOS8 57eypodp  26/05/2021 26/05/2022 vaid b & e
Open with Choose...
~u
E © save File

Do this automatically for files like this from now on.

Password: 4YrdkpmJ
Cancel [a]4
Add new certificate Dowvintoad CA —— -

The user certificate can be used to log in on WebADM web applications requiring PKI login.

You canclickon Download CA todownload the CA certificate of WebADM if you need it for specific purposes.

2HELPDESK & DASHBOARD oTP FIDD SSH PKI
Home | Spankey DefaultiCent058_S57eypodp You are logged on as admin | EfE | & Logout
@ Opening ca.crt
B MANAGE USER CERTIFICATES
You have chosen to open:
Click the actions in the table below to download, renew or delete your @ ea.crt
certificates. which is: CRT file (889 bytes)
from: https:[[192.168.4.200
Serial Mame Valid From  Valid To Status  Actions
What should Firefox do with this file?
27 Default\CentOS8_S7eypodp  26/05/2021  26/05/2022  valid -'."n Open with Keychain Access (default) a
o~ © Save File
L =
ﬁ Do this automatically for files like this from now on,

Cancal
Add new certificate Download CA

This manual was prepared with great care. However, RCDevs Security S.A. and the author cannot assume any legal or other liability for possible errors and their consequences. No
responsibility is taken for the details contained in this manual. Subject to alternation without notice. RCDevs Security S.A. does not enter into any responsibility in this respect. The
hardware and software described in this manual is provided on the basis of a license agreement. This manual is protected by copyright law. RCDevs Security S.A. reserves all rights,
especially for translation into foreign languages. No part of this manual may be reproduced in any way (photocopies, microfilm or other methods) or transformed into machine-readable
language without the prior written permission of RCDevs Security S.A. The latter especially applies for data processing systems. RCDevs Security S.A. also reserves all communication
rights (lectures, radio and television). The hardware and software names mentioned in this manual are most often the registered trademarks of the respective manufacturers and as
such are subject to the statutory regulations. Product and brand names are the property of RCDevs Security. © 2024 RCDevs Security S.A., All Rights Reserved
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