HARDWARE TOKEN IMPORT

The specifications and information in this
document are subject to change without
notice. Companies, names, and data used in
examples herein are fictitious unless otherwise
noted. This document may not be copied or
distributed by any means, in whole or in part,
for any reason, without the express written
permission of RCDevs Security.

Limited Warranty - Copyright (c) 2010-2024 RCDevs Security SA. All Rights

Reserved.

WebADM and OpenOTP are trademarks of
RCDevs. All further trademarks are the
property of their respective owners.

No guarantee is given for the correctness of
the information contained in this document.
Please send any comments or corrections to


mailto:info@rcdevs.com
file://www.rcdevs.com

B Hardware Token Import

Hardware Tokens

Inventory For The Hardware Tokens

For each purchase of hardware tokens from RCDevs, RCDevs provide an Inventory file encrypted that contains the tokens seeds.

Only your server can decrypt this file: it works with the license.
The Inventory for the hardware tokens in WebADM/OpenOTP allows:

> to review the token stock

> to register a token very easily

> with the serial number only for the RC200, RC300 & RC400 hardware tokens
> pressing a Yubikey

> to save time when importing a large number of tokens.

First, the Inventory must be imported via the menu Tmport of WebADM/OpenOTP by clicking on the /mport Inventory File

button.
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Once done, administrators or end-users can enroll the tokens very easily.

The inventory management is available from the menu Databases of WebADM by clicking on the link /nventoried Items.
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The Hardware Tokens Registration

Once a token isimported in the inventory database, this inventoried token can be registered very easily:

> from WebADM by an Administrator

> from a WebAPP by an End-user.

An inventoried RC200 can be enrolled via the serial number only, a Yubikey by pressing on it or a Yubikey by Manual Registration.
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‘fou must register a Hardware or Software Token for the user to start using it.
The registration consists in synchronizing a Secret Key and an initial Token state.

173 Token is already registered for usar:
Primary Token HOTP Disable

Instructions to register an inventoried Hardware Token:

1. Type the serial number displayed on the back side of the Token.
2. Click the 'Register button below.
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Token Serial:
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‘You must register a Hardware or Software Token for the user to start using it
The registration consists in synchronizing a Secrel Key and an Initial Token state,

1/3 Token is already registered for user:
Primary Token HOTP Disatle.

Instructions to register an inventoried Yubikey Token:
1. Plug the Yubikey in a USB port on the computer.

2. Press the Yubikey button to finish the registration.
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