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1. General overview

This documentation provides a brief overview of a few integrations after you have created and configured your OpenOTP cloud
tenant on RCDevs Mutualized Cloud Infrastructure or subscribed to the Dedicated Cloud Infrastructure. Please note that the
descriptions of each product in this documentation are not fully comprehensive. For more detailed information about a specific
product, | recommend referring to the “Advanced Configuration” sections where you will find the relevant references and

resources for further exploration.

The “Advanced Configuration” sections will provide you with more in-depth information on each product, including detailed
explanations, configuration steps, and additional resources to help you better understand and configure the specific integration.
Feel free to refer to those sections for a more comprehensive understanding of the products and their advanced configuration

options.

2. User creation, activation and token enrollment

The following steps outline how to create a user account in WebADM, activate the account, enroll a software token using the Push

mechanism, and conduct a test login via the WebADM Admin portal prior to commencing your integration.

2.1 Account Creation

Login on WebADM Admin portal with your Administrator account.

Web/

Cloud Edition v2.3.0 {Preview)

Pleasa enter your usernamsa and password:

Username: | admin
Password: | sessssseees

Domain: Default hd

Recovery Loegin 0

& Applications S Web Senices

Click on the create button in order to create a test account.


http://127.0.0.1/tags/token
http://127.0.0.1/tags/rcdevs-in-the-cloud
http://127.0.0.1/tags/cloud-services
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LDAP Server 2 (RCDevs Directory)
£ RCDevs Directory (3)

B & gn=admin # Home  Admin | Cresie | Search | Import = Databases = Applications | Aboul  Logout
[ 2h go=siher_admins
B b do=WebADM
&y Craate | Search Hello Admin (cn=pdmin)
Daotalis § Chack. Connected as Super Administrator to webadma.opanatp B
License Detalls

License Status:  Valid (Virualy

Hosied Tenant:  YOANN

User Quota: 5 active users

Host Qusta: 0 active: host

Suppon Services: Yes (Gendrate a support ticke? file)

Activated Services

Intemal PKI Sarvices:  « {no new certificate today)
Electronic Signature:  « (no signature & no seal today)
Mobile User Badging: 44 (badging nol enabled)

Mobile Push Service:  +* (no push sent today)

SMS Gateway Service: « (no SMS sent loday)

SMTP Email Relay:  + (no emad sent today)

Application Status

MFA Authantication Servar: Ok (w2.2.4)
Shared Session Server. Hot Registered
SMS Hub Server: Mot Registered
SSH Public Key Server: Ok (v2.1.1)
QR Login & Signing Senver: Not Registered
Dema Account Registration: Mot Regleterad
OpenlD & SAML Provider: Mot Configured
Saecure Password Reset Ok (w1.3.0)
Uger Self-Service Dask: Ok (v1.4.0)
User Self-Registration: Ok (wi4.0)

QpenOTP Cloud Tenant Registration: Mot Registered

Configurations Objects
User Domains: 1 (Detalis) Clisnt Policies: 1 (Dataits)
Option Sets: 1 (Details) Admin Roles: 1 (Details)

Select User/Administrator and then click Proceed .

Create New LDAP Object

@) @ WebADM Option Sat A 0 3‘9 WWebADM Account

OptionSet, Mountpoint, Domain, Client...

o A

LOAP group of users

) & UNIXAccount

LDAP group with dynamic contents UNIX POSIX Account
in O &a Qe
UNIX POSIX Group LOAP organizational unit container
LDAP country container
@] & Password Policy
LDAP domain container LDAP password policy configuration



On the next page, provide user’s information and then click Proceed .

Create Object of Type User / Administrator

Mandatory attributes

Container [ROOT] Select
Last Name test
Common Name user

Optional attributes

Password weeneres
[Mot Set] w
Email Address test_user@domain.com

.I) Use international format with space separator (ex. +33 612345678).

Login Name test user

User Certificate You can create a user certificate one object is created.

Preferred Language  [MNot Set]

Proceed

Arecap is prompted, check yourinputs and click create object.

Create Object of Type User / Administrator
Confirm object creation for cn=user

Attribute Value

DN cn=user

Last Mame test

Common Name  user
Password b
Email Address  test usen@domain.com

Login Name

Create Object

Your user account is now created.




LDAR Actions Object Details

B Delete this object Object class{es): person

€8 Copy this object Account is unique:  Yes (in [ROQTI

I‘.El Move this object Account badged-in: No

& Export to LDIF User activated:  No Activate Now! £

@, Change password
# Create certificate
(D) Advanced edit mode

user Rename
Country v | Add
(2 UNIX Account v | Add
Last Name e
[add values]
Emall Address test_user@domain.com

[add values] [delete attribute] iasl_user

Apply Changes | Re-Encrypt | Delete Selected

2.2 Account Activation

Now, we need to activate the account. On the user account,in object details,click Activate now button followed by

Proceed button.

Add Extensicn WebADM Account to cn=user

Optional attributes
WebADM Settings You can edit this attribute once object is created.

WebADM User Data  This attribute cannot be created manually.

J) Use international format with space separator (ex. +33 612345678).

Proceed Cancel

Finally clickon Extend object:



Add Extensicn WebADM Account to cn=user

The object will be extended with the objectclass WebADM Account. ﬂ
Mo new atiribute will be added to the object during extension.

Extend Object Cancel

Account is now activated. You can now seethe Application Actions menu.

Object en=user
LDAP Actions Cbject Details Application Actions
B Delete this object Object classies)  person, webadmAccount Secure Password Reset (1 actions)

4] Copy this object Account is unigue:  Yes (in [ROOT])
EE| Maove this object Account badged-in: No
E 3 Export to LDIF WebADM settings: None [CONFIGURE]

WebADM data: Neone [EDIT]

&, Change passwaord
User activated: Yes Deactivate

## Create certificate
‘ﬂ Unlock wempp acpess  --on S TIVETREEY. CLERLEE AREERL DRI IR
() Advanced edit mode

Object Name user __ Rename
Add Attribute (12) Country ~| Add
Add Extension (1) UNIX Account |
Last Name test

[add values]

%ﬁ%ﬁﬂiﬁﬁelme kit test_user@domain.com =
;ﬂdi:;:;:; test_user

Apply Changes | Re-Encrypt | Delete Selected

2.3 Token Enrollment

We are going now to enroll a software token. We advise you to use OpenOTP Token application in order to take advantage of all

features provided by OpenOTP.In Application Actions menu,clickon MFA Authentication Server >
Register/Unregister OTP Tokens.Select T use a QRCode-based Authenticator (time-based orevent-
based), then the enrollment QRCode is prompted. Open the OpenOTP Token application (or another authenticator app), then

click the camera button and scan the QRCode.


http://127.0.0.1/howtos/token_app/openotp_token/

You must register a Hardware or Software Token for the user to start using it.
The registration consists in synchronizing a Secret Key and an initial Token state.

Instructions to register a QRCode-based Software Token:

1. Install the software Token on the mobile device.
2. Start your software Token and Scan the QRCode displayed below.
3. Click the 'Register' button below after scanning.
Detached registration let you send the QRCode to the user via email for self-registration.

The registration is done when the suer scans the QRCode within the configured expiration time.
The protecticn PIN can optionally be sent via SMS.

Register Token: Primary Token

'-':-' | use a Hardware Token (Inventoried)

' luse a Yubikey Token (Inventoried or YubiCloud)

o @ | use a QRCode-based Authenticator (Time-based)
": ! | use a QRCode-based Authenticator (Event-based)

() 1 use another Token (Manual Registration)

QRCode:
{Enlarge)

Optional Information

Expiration Date: Edit
Registered User|D: test_user w

Registered Domain: = Default w
Mobile Push Data:

Detached Registration

Expiration Time: 30 Ming

QRCode Format: JPG W

Send QRCode: Q ves {Email) ) No
Enrolment PIN: BET440

o

If the QRCode has been scanned with OpenOTP token, you don’t need to click button. If the QRCode has been

scanned with another token application, you need to click button once the token is registered on your device.



TOTP Token has been registered

Ok

Your token has been registered successfully, we can now try to perform a login with it.

2.4 Test login

Come back on the user account, you will see now the token metadata registered on the account:

LDAP Actions Object Details Application Actions
B Delete this object Object class(es):  person, webadmAccount Secure Password Reset (1 actions)
€8] Copy this object Account is unique:  Yes (in [ROOT]) User Self-Registration (1 aglions)
€] Move this object Account badged-in: No MEA Authentication Server (16 actions)
& Export to LDIF WebADM settings: Mone [CONFIGURE] 5SH Public Key Server (3 actions)

WebADM data: 7 data [EDIT]

@, Change password
User activated: Yes Deactivate @

# Create certificate
' Unlock WebApp access  —Cd° ANd INVENLN: yYERARD, XEEQ20Y, MVEMAry, [etars
(D) Advanced edit mode

Obiact Name o e

Add Attribute (11) Country v i
UNIX Account W Add

Last Name —

[add values] o8

Email Address 7

[add values] [delete attribute] tesl_user@domain.com e

Login Name

[add values] fastipser

WBbﬁ\DMUSBFDﬂTB Edit Application Data

LGRS OpenOTP TokenID: 108 7bd7 3ch16fa850e 10fdd11b5167 1a 53058882 74840948,. ..

Apply Changes | Re-Encrypt | Delete Selected

The enrollment here has been performed with OpenOTP Token and Push mecanism are by default enabled. We will now perform

a test login with Push authentication.

In Application Actions menu,clickon MFA Authentication Server >



Test OTP & FIDO Authentication

# Home Admin Create Search

|
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Import Databases

About

Applications

user can start using it

Lagout

Register / Unregister FIDO Devices

You must register a FIDO Device before a user can start
using it.

Register / Unregister Voice Biometrics

Enral  your fingerprint  for
authentication.

voice voice biometrics
Resynchronize Tokens

Event-based and time-based tokens can get out of sync.
You can use the action to resync the Token counter or clock
drift.

Manage OTP PIN Prefix

Set an OTP PIN if you want the OTP passwords fo be
prepended by a static PIN password. Any OTP password
will have to be prefixed by the static PIN code in the form
[PINJ[OTP].

Manage OCRA Token PIN Code

Only OCRA Tokens support a PIN code feature. Use this
action to set or reset the PIN code on the user account.
Manage Emergency OTP

An emergency OTP is an auto-expirable static OTP which
can be used when the user cannct use his usual OTP/FIDO
method and requires a temporary access.

Manage Printed OTP List

You can use this action to register, remove, display and
download user OTP Lists.

Manage Application Passwords

You can use this action to register, remove and display per-
application passwords.

Unblock Account

You can use this action to unblock an account after the max
authentication attempts has been reached.

Import OATH-PSKC File

You can use the action to import a PSKC (RFC-6030) OATH
Token key file.

Export OATH-PSKC File

You can use the action to export the registered OATH Token
to a PSKC (RFC-6030) file.

]

Test OTP & FIDO Authentication

You can use this action to simulate a user authentication.

o B ¥

You arrive at the following page:

Test Signature & Confirmation
You can use this acticn to test a transaction confirmation or
qualified signatura.

Display Pending Transactions

Review or cancel pending confirmations and signatures for
the user.

Check on a Remote Worker

Require the remote user to badge (in check mode) and
confirm his location information.

_Canceli




Test OTP & FIDO Authentication for cn=user

You can use this page to test a user OpenOTP authentication reguest.
Some fields are optional and depend on your OpenOTP configuration.

Server Status: Accepting Requests

Server: MFA Authentication Server 2.2.4 (WebADM 2.3.0)
System: Linu 5.14.0-284.11.1.e88_2.c86_64 xl6_64 (B4 bit)
Listener: 127.0.0.1:8080 (HTTR/1.1 S55L)

Uptime: 27638 (0 days)

Cluster Mode: 22 (Sesaion Server 2)

Lacal Memony: OM (42M total)

Shared Mamory: 5h (00 total)

Connectors: OK (4 alive & 0 down)

Login Mathod: O nomal O simple
Username: test_user w
Domain: Default w

LDAP Password:

OTP Password:

Simulated Client: [Default]

Simulated Source: | 37.65.55.113

Simulated Options:

Request Seftings:

Virtual Attributes:

Browser Context: 841f11a588dd4cadlec2bB6abd828b1

Debug Made: [[] (enable debug logs for this request)

Start Cancel

Provide the LDAP password that you previously configured during the user account creation, then click Start .Apush

notification should be prompted on your phone. Approve the request. The test login has been performed successfully.

Result: Success

Message: Authentication success

Ok Cancel

If you didn’t regiter the token with OpenOTP token application, then an OTP challenge is sent if you only provided the LDAP

password. In that case, provide the OTP code generated by your token application and click Continue .



The test login has been performed successfully.

If the test login failed, you can browse the WebADM server logs to identify the problem. You can access the logs by accessing the

Databases tab>WebADM Server Log File. The following troubleshooting documentation will provide help and resolution on

common issues.

Cloud Edition v2.3.0 (

(-2023 ity ARl R Rspbrvid

Create  Search

> B N %
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:
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Test OTP & FIDO Authentication for

Result: Challenge (OTP)
Message: Enter your TOKEN password
Timeout: 56 seconds

OTP Password: | J

oven |

About  Logout

S0OL Daabases and Log Files

Admin Portal logs (edemin aug)
Manager Logs

Manager Intarface logs (admin audit)
Webipp Logs

Wisb Application logs (Lser audit)
WebSrv Logs

Web Service logs (user auwdit)

Alort Logs

System Alers from applications

S0OL Data Tables
Localized Messages

OpenOTP hardware Tokens and Spankey PIV kays
Recorded Sessions & Transactions.

Transaction records and SpanKey Sossions” audd
Physical Access & Mobile Badging

Dashboard with badging records and presence reparts
Cliant, Sarver and Mobile Centificales

Provides review and revocation for senvices your cerificates
Wb Services AP Héys

Access Tokens required for Web sandces with secure access

Syatem Log Files
WebADM Shared Event Logs
WebADM mixed ovent logs from all clusler nodes

G

‘WebADM Server Log File

WebADM local event lags from this server

3. Credential Provider for Wind

3.1 Overview

ows Login



http://127.0.0.1/howtos/troubleshooting/troubleshooting/

All features of the plugin are fully supported with OpenOTP Cloud. To ensure smooth operation and avoid any password-related
issues or mismatches between accounts created on your OpenOTP cloud solution and your domain accounts, we recommend
disabling the “Remote LDAP Password Check” setting in the OpenOTP Credential Provider plugin. By doing so, only the second

factor will be validated by OpenOTP, while LDAP password validation will remain within the Windows perimeter.

For the integration of local accounts, you have several options. LDAP passwords can be managed either by OpenOTP Cloud
solutions or within the Windows perimeter. To configure local users and computers outside the domain, please refer to the

documentation on Local users and computers out of domain. The provided link directs you to the specific documentation that

outlines the configuration steps for integrating local users and computers outside the domain with OpenOTP. It will provide you

with detailed instructions and guidance the different supported scenarios using local accounts.

3.2 WebADM Domain configuration

Please refer to that topic for the whole WebADM Domains configuration.

To be able to use UPNs and/or SAMAccountName attributs with Windows integrations and OpenOTP cloud solutions, you need to

configure your WebADM domain and OpenOTP cloud accounts correctly.

When you create an account on OpenOTP cloud, the uid attribut of the cloud account must match the value of the

SAMAccountName attribut of the corresponding account in your Active Directory (or local login name for local Windows

accounts).

For the WebADM domain configuration, here is an example on how to configure it.

Windows Domain information used for that configuration example:

> NETBIOS Domain name: SUPRCDEVS
> Domain Name: support.rcdevs.com

> User account UPN: Administrator@support.rcdevs.com

> SAMAccountName: Administrator

Edit your WebADM Domain configuration from WebADM Admin GUI > Admin tab> User Domains > Default >

CONFIGURE

> User Search Base and Group Search Base :[ROOT]or [Respectively pointing to your Users and Groups OUs]
> UPN Suffix :support.rcdevs.com
> UPN Mode : Implicit (Default)

> Domain Name Aliases :SUPRCDEVS

Your WebADM domain configuration is ready for Windows integrations.

3.3 Client SSL Certificate or API key Creation

3.3.1 SSL Certificate generation


http://127.0.0.1/howtos/local_user_computer_ood/local_usr_win/
http://127.0.0.1/howtos/webadm_admin/webadm_adm_guide/#10-webadm-ldap-domains
mailto:Administrator@support.rcdevs.com

To utilize OpenOTP in the cloud with OpenOTP Credential Provider for Windows, there are two solutions available to secure
communications between your Windows machine and the cloud infrastructure. The first option is to obtain a client SSL
certificate for the Windows client machine. To acquire an SSL certificate, you can refer to the following documentation. It is
important to note that when the client certificate expires, it must be manually renewed. If the certificate expires, the Windows
client will be unable to authenticate with OpenOTP. Please consider that the provided link is a placeholder and should be
replaced with the actual documentation or instructions specific to obtaining a client SSL certificate for Windows machines. The
documentation will outline the necessary steps to acquire and manage the SSL certificate to ensure secure communication

between the Windows client and OpenOTP Servers in the cloud.

By following the documentation, you will have the necessary guidance to obtain and renew the client SSL certificate, enabling

uninterrupted authentication with OpenOTP for your Windows client machine.

> The Certificate type must besetto Client .

> The Restricted Application setting can be setto OpenOTP if you want to restrict the usage of that certificate to OpenOTP

only (optional).

After obtaining the certificate and key from the WebADM internal PKI, you can download them separately. To use them with the
OpenOTP Credential Provider plugin, you need to merge the two files into a single file withthe .crt extension.When

merging, ensure that you add the key first, followed by the certificate.

During the installation of the OpenOTP Credential Provider, you will be prompted to provide the merged certificate file. This step

ensures that the plugin can establish a secure connection between the Windows machine and the OpenOTP cloud infrastructure.

Please note that the exact steps and prompts during the installation process may vary based on the specific version and
configuration of the OpenOTP Credential Provider. Follow the installation instructions carefully and provide the merged

certificate file when prompted to ensure a successful setup.

Found below, an example of a client certificate in the format accepted by

OpenOTP Credential Provider for Windows plugin:

MIIEVQIBADANBgkghkiGOWOBAQEFAASCBKcwggSjAgEAACIBAQD3fGHtbz2LB7TH
20098McFgNmd5f3s23fMzNB6Y1SHMxH]6jSqCFXJA6EK70aYV]aW4vP1XaCAjioUW
O53HiKtHfJlw9GcwVeV91/cNXefBKadgBjHstfX/msNjfK]BfNvc1EDITkk/tIAvx
S3DSZIA4KeSIqiGwWD19INT6G/x8LZzo+fOF+cp7rzKHGAIKi8 1P3N9P6rVhsh+z+
adam2tORs)2msXNLe4S+pUACT+ES1ILFMRAbEeFIOYYzMZgCil2I0kLy9TA+h+/eC
kM/BC6XGDWD4Mjnhcw8Mz+cEtRIyS3BIiEL/XTacsm68bGvWQkKAsBy40R3VQgGQf
dFOOVNUVAgMBAAECggEAUtvsFYim/ENgPXdn97ZY3h0OY9U6/PBF3eW87x00ke2BS
S8Gzt7XieOTMj+2vM2IVYNK1p2wPRpb8FAOFweZ61lgcQcEyQzafDVEfP/RuwXdmu
HmagXwyjo+MV2TFFIPtcLQHVj5Fu/R870F/3uBk57)JPgFe+QM9gRwIrfQmdsR25x
vJaMOTi6+BpszuAsWgmVFAOQq362Ix+G8GmulvOawwcd+zIZ3jFKZofwwRsOJa/xd
zs4rNSMgVQgFuj/ApS8jRqWHYpS00k91kVrbMBXk8HzvHRWPri0z4M20jk8UWvXT
TbtB80LsTuyl6abvZDeveK2y9jJg)JN/xJu00e5t8QQKBgQD+t9/lcwV1G50LDuP7
270x)Jg4RrrXU6HidUDfisINt809bvXbyUYfppvw3tq5u6X6pdQaLCkHpajXyyZI8
skTez20Lwj25Zp0OoaNxho+8Hx6WIdHKANX1l4ulkrHkdYLzUYC4My]322QKXc+G/
FDks084)ZBXswaK5r1qNPec6/wKBgQD4uzERrTcGkZxK1yINJOIStP651k96fgiX
V037PHS491DA31fnc394yMTwAGIr61bsFKZwyag7HKNa/2yRIDBv4]205HIRQHXfx


http://127.0.0.1/howtos/webadm_admin/webadm_adm_guide/#165-issuing-clientserver-ssl-certificates

wQGjBlkoVopFIlUnUhd5ZaELX4jy39kzxhtZn8DmTas3vR/dT5IAshVx/y2NfFBp5
ePap3KFVOQKBgE6253UJ9jnGGrvV8GH+P20t5ZHkaYB426G7UhzCKE1IM6YN800Tko
cLOHYpFk5mpnxThgbXEx7kRPCfTIzZWPsQtQHil952sUO5bo5DUEVA4KH82w5m9ia
O0IFV10Q1+AdYCYInZpOUuxu429ApgyO0korYfjZ/hSdUrO0TIIMtdKtd XJAOGAX58/
ZwdLbzgNeOws0Z91FFIG10+sdG/9h4jb/gkoSm+x20REHBPX/gxYodfWZbmM6ieq
MRSKisBVht6NnTEik405FI1zP8WEdil41p9vKUXT1JpnDtAEQIUGBY7RPvvuarAm
v0CoMddOol3tZ)DXY7ZFcE/VVRiycN6jHXxXffECQYEAOg9Fz9RBNp121wPoKI63
1/pxHultKucK1IbLdFGKyGDk75UpYeawSqjnEnlf/eWjmNgmDIoM1+RWAb+LNYZN
phs7w1lkALVx7aVCIv75jpl99e2W6Xfgngl)3r/5uAVIIldFXpwE1CsQvROIM5YYOd
N+gHq64Anij2Bxk5+0GJzYc=

MIIDhzCCAmM+gAwIBAgIBAzANBgkghkiGO9wOBAQsFADAeMRwwGgYDVQQDDBNXZW]B
REOgQOEQIZExZTI20TRjMB4XDTIzMDIyODEXxMjlwOFoXDTIOMDIyODExMjlwOFow
ODEIMCMGALUEAwwcd2luZG93cy50b3N0aW5nLm9wZW5vdHAuUY29tIDEPMAOGA1UE
DQwGQOxJRUSUMIIBIJANBgkghkiGOwWOBAQEFAAOCAQS8AMIIBCgKCAQEA93xh7W89
iwe0x9qKvDHBYDZneX97Nt3zMzQemNUhzMRyeo0gqghVyQOhJOzmmFSWIuLz9V2gg
14gFFjudx4irR3ycPRNMFXIfdf3DV3nwSmnYAYx7LX1/5rDY3yiQXzb3NRA5U5)P
7SAL8UtwOmMSAOCNkiKohsA9fZTU+hv8fC2c6PN9BfnKe68yhxgCJIVNTIzfT+qlY
blfs/mnWptrdEbCdprFzS3uEvqVAHE/hEtS35kQGXxHhZTmGMzGYAotdiDpC8vUwP
ofv3gpDPwQulxglg+DI54XMPDM/nBLUSMktwYhC/102nLJuvGxrlkJCgLAcuKEd1
UIBKH3RTjrzVLWIDAQAB04G1MIGyMAsGA1UdDwQEAwIFADATBgNVHSUEDDAKBggr
BgEFBQcDA|jBIBggrBgEFBQcBAQRZMFcwIwYIKwYBBQUHMAGGF2hOdHAGBLY8xMC4x
MC4xLjlyL29jc3AVMDAGCCsGAQUFBzAChiRodHRwWOi8vVMTAUMTAUMS4yMi9jYWNI
cnQvP2Zvcm1hdD1kZXIwJwYDVROfBCAwHjAcoBqgGlYWaHROcDovLzEwWLjEwWLjEuU
MjlvY3)sLzANBgkghkiGO9wOBAQsFAAOCAQEAhgXuX1RZoJOfmySF4aRQ9ngNLIly
GU+mgsHJw1BCGIWt5a893yZIMrPS/mN5DTU1jeN4gtqiZDTf3fDTmI79a55+Zc02
hfH55)mMDvp4UKXqOI8Ye2VpBubUVs/ZJdCTRiUYPAIIzZU38WP70ZOvKC6QVUBHY
F+XWFD5GsIIVKNDds4gFkUDphcY2AgOKYGO9y8m+WTs)fQlaYiQBWnEHacuC1Mzy
FS/I9ONFBMUVVyxiwy2Ch4BETgbGUfsSubIPDCbyuX7uofuqKExjaknNQM26/Lx6W
av+mYfvwENvywokel8f57b90UZ9/ZWDIMQvuAgedKdj/kNif/p7uXYV+ZQ==

Instead of using an SSL certificate, you have the option to utilize an API key, which can serve as an alternative for secure
communication between your Windows machine and the OpenOTP cloud infrastructure. One advantage of using an API key is

that it potentially does not have an expiration date if you choose not to set one when issuing it.

By opting for an API key, you can establish a secure connection without the need to manage certificate expirations. However, it’s
important to note that the API key should be treated with the same level of security as a certificate, as it grants access to the

OpenOTP cloud infrastructure.

When using an API key, ensure that it is securely stored and only accessible to authorized individuals. Follow the necessary
procedures to generate and configure the APl key within the OpenOTP Credential Provider, adhering to the security guidelines

provided by RCDevs.

Please refer to the relevant documentation for the specific steps to generate and utilize an API key as an alternative to SSL


http://127.0.0.1/howtos/webadm_admin/webadm_adm_guide/#17-api-keys

certificates in the OpenOTP Credential Provider configuration.

3.4 OpenOTP Credential Provider for Windows configuration

When installing the OpenOTP-CP plugin for Windows with OpenOTP Cloud, we recommend following the instructions below to

ensure a successful configuration:

1. Avoid setting the OpenOTP-CP plugin as the default plugin on your Windows machine until you have confirmed that your
configuration is working correctly. Otherwise, you may encounter login process issues, preventing access to your Windows
machine. This is the first step of the installer where you choose the components that you want to install. Keep default values
will not enforce OpenOTP-CP as default provider. Enable Credential Provider Filter will enforce the OpenOTP-CP as default

authentication provider. Be careful!

2. Enable the “Offline mode” setting to allow login when the Windows computer cannot establish a connection with the

OpenOTP service.

3. Disable the “Remote LDAP password check” setting to ensure that password validation occurs solely on the Windows side.

Otherwise, you will need to synchronize passwords between your LDAP infrastructure and OpenOTP Cloud.

You can find detailed instructions for the entire configuration in the OpenOTP Credential Provider for Windows documentation.

The primary difference lies in the inclusion of either a “client certificate” or an “API key” as new requirements. On the initial page,
you will need to provide the minimum information, which is the WebADM server URL. Typically, this URL points to your WebADM
tenant URL. If you have selected the Auto mode (recommended), enter your tenant URL and click the Configure button. The
Server URL setting must be afterward auto-completed with the whole OpenOTP URLThe Server URL setting will automatically be

populated with the complete OpenOTP URL. Provide any additional information if needed and click Next to proceed.


http://127.0.0.1/howtos/openotp_cp/openotp_cp/

#5 RCDevs OpenOTP-CP (64 bit) Setup X

Configuration 1/5
Setup server URLs, default domain, login text and dient ID E,C Devs

(® Auto (O Manual

WebADM URL:

|https://fdnéjl.eu1.openotp.com/] Configure
Server URL: (mandatory)

| w
additional Server URL: (optional)

| v
Login Text: (optional)

|w-:xk Resources g]
Loading Text: (optional)

| (i)
Client ID: (optional)

| (i)

At this step, the Certificate Authority file must be auto-completed, and you need to generate a client certificate or issue an API

key from WebADM and place it here. Here is an example with a client certificate.


http://127.0.0.1/howtos/webadm_admin/webadm_adm_guide/#165-issuing-clientserver-ssl-certificates
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ﬁ RCDevs OpenOTP-CP (64 bit) Setup X
Configuration 2/5 ‘
Setup security using a PKI. ‘R/cDevs

Client and server authentication settings.

Certificate Authority File (optional) :
IC: \Program Files\RCDevs\OpenOTP Credential Provider\ca. ﬂ‘

Client authentication (O API key (® Certificate

Certificate File (optional) :

l;ram Files\RCDevs\0benOTP Credential Provider\cert-v.crt [‘ o!
Certificate Password: (optional)

| ()

Confirm Password:

. Bak [ Next | | cancel

On the page 3/5, enablethe offline mode settingand configure other settings that you want to enable, then click Next

button. On the next page, set Remote LDAP password check to No.If youare usinglocal accounts on Windows side,

then please refer to the following documentation to achieve a working setup.


http://127.0.0.1/howtos/local_user_computer_ood/local_usr_win/

#8) RCDevs OpenOTP-CP (64 bit) Setup X |

Configuration 4/5 RCDeVS

Setup Credential Provider infos caeviriby colition

Authentication Form (optional) :
'simple (Default) v| @
Password Tile Image (*.bmp - 72px X 72px) (optional) :

| E e

Http Proxy Host and Port (optional) :
| [ (i)
Remote LDAP Password Check:
No v| @
Auto Create Local Accounts @
No (Default) i)
| Select groups
. Back [ Next | | cancel |

Once the configuration is finished click Next then Tnstall .Once theinstallation is performed successfully, you can try to

perform a login.

A RDP logins

Note that the RDP login with MFA to the machine where the plugin has been installed and configured will not be prompted until
the Credential Provider is enforced as default provider on that machine. Test first the local login, if the local login is working fine,

then you can enforce the CP as default provider and try the RDP login with MFA.

Once the login has been performed, you can check the logs from WebADM GUI > Databases >

WebADM Shared Event Logs:



[2023-05-19 15:31:54]1[10.10.2.2:45662] [OpenOTP:G22GEZ08] New openotpNormalLogin SOAP request
[2023-05-19 15:31:54] [10.10.2.2:45662] [OpenOTP:G22GEZ08] > Username: administrator

[2023-05-19 15:31:54]1[10.10.2.2:45662] [OpenOTP:G22GEZ08] > Domain: SUPRCDEVS

[2023-05-19 15:31:54][10.10.2.2:45662] [OpenOTP:G22GEZ08] > LDAP Password: XXXXXXXXXXXX
[2023-05-19 15:31:54]1[10.10.2.2:45662] [OpenOTP:G22GEZ08] > Context ID:
kCjLzPTD3FBJNgON4XHoTfYUIV3I1gQc

[2023-05-19 15:31:541[10.10.2.2:45662] [OpenOTP:G22GEZ08] > Options: NOVOICE, -LDAP

[2023-05-19 15:31:54]1[10.10.2.2:45662] [OpenOTP:G22GEZ08] > Virtual: preferredLanguage=EN
[2023-05-19 15:31:54][10.10.2.2:45662] [OpenOTP:G22GEZ08] Registered openotpNormallLogin request
[2023-05-19 15:31:54]1[10.10.2.2:45662] [OpenOTP:G22GEZ08] Resolved LDAP user:
cn=administrator,ou=TARIK,ou=WebADMs (cached)

[2023-05-19 15:31:54][10.10.2.2:45662] [OpenOTP:G22GEZ08] Started transaction lock for user
[2023-05-19 15:31:54]1[10.10.2.2:45662] [OpenOTP:G22GEZ08] Found user language: EN

[2023-05-19 15:31:54][10.10.2.2:45662] [OpenOTP:G22GEZ08] Found 47 user settings:
LoginMode=0TP,OTPType=TOKEN,PushLogin=Yes,ChallengeMode=Yes,ChallengeTimeout=90,0TPLength=€
1:HOTP-SHA1-6:QN06-
T1M,U2FPINMode=Discouraged,SMSType=Normal,SMSMode=0Ondemand,MailMode=0Ondemand,PrefetchExp

[2023-05-19 15:31:54]1[10.10.2.2:45662] [OpenOTP:G22GEZ08] Found 5 user data:

TokenType, TokenKey, TokenState, TokenlID,TokenSerial

[2023-05-19 15:31:54][10.10.2.2:45662] [OpenOTP:G22GEZ08] Found 1 registered OTP token (TOTP)
[2023-05-19 15:31:54]1[10.10.2.2:45662] [OpenOTP:G22GEZ08] Requested login factors: OTP
[2023-05-19 15:31:54][10.10.2.2:45662] [OpenOTP:G22GEZ08] Authentication challenge required
[2023-05-19 15:31:541[10.10.2.2:45662] [OpenOTP:G22GEZ08] Sent push notification for token #1
(session qiAWhyZppV722coQ)

[2023-05-19 15:31:54][10.10.2.2:45662] [OpenOTP:G22GEZ08] Waiting 28 seconds for mobile response
[2023-05-19 15:32:07]1[10.10.2.1:8950] [OpenOTP:G22GEZ08] Received mobile login response from
213.135.242.3

[2023-05-19 15:32:071[10.10.2.1:8950] [OpenOTP:G22GEZ08] > Session: qiAWhyZppV722coQ
[2023-05-19 15:32:071[10.10.2.1:8950] [OpenOTP:G22GEZ08] > Password: 16 Bytes

[2023-05-19 15:32:07]1[10.10.2.1:8950] [OpenOTP:G22GEZ08] Found authentication session started
2023-05-19 15:31:54

[2023-05-19 15:32:07]1[10.10.2.1:8950] [OpenOTP:G22GEZ08] PUSH password Ok (token #1)
[2023-05-19 15:32:071[10.10.2.2:45662] [OpenOTP:G22GEZ08] Updated user data

[2023-05-19 15:32:07]1[10.10.2.2:45662] [OpenOTP:G22GEZ08] Sent login success response

] »

3.5 Advanced configuration

For advanced configuration of OpenOTP Credential Provider for Windows and detailed explanations, have a look on the product

documentation.

3.6 Troubleshooting
If you encounter any issues with the integration, we recommend following these steps to troubleshoot and resolve the problem:

1. Check the WebADM server logs: To identify the root cause of the issue, examine the logs generated by the WebADM server. The


http://127.0.0.1/howtos/openotp_cp/openotp_cp/

logs may provide valuable information about the specific error or misconfiguration that is causing the problem.

2. Referto the troubleshooting documentation: For step-by-step instructions on resolving common integration issues, consult

the troubleshooting documentation. This resource is designed to assist you in diagnosing and resolving problems that may

arise during the integration process.

By reviewing the WebADM server logs and utilizing the troubleshooting documentation, you can effectively identify and address

any issues that may be impacting the integration of OpenOTP-CP for Windows with OpenOTP Cloud.

4. SAML/OpenlID

There is no significant change for OpenID/SAML integrations with RCDevs cloud edition software. Please refer to the RCDevs

Identity Provider documentation to setup your service provider with RCDevs cloud solutions.

This manual was prepared with great care. However, RCDevs Security S.A. and the author cannot assume any legal or other liability for possible errors and their consequences. No
responsibility is taken for the details contained in this manual. Subject to alternation without notice. RCDevs Security S.A. does not enter into any responsibility in this respect. The
hardware and software described in this manual is provided on the basis of a license agreement. This manual is protected by copyright law. RCDevs Security S.A. reserves all rights,
especially for translation into foreign languages. No part of this manual may be reproduced in any way (photocopies, microfilm or other methods) or transformed into machine-readable
language without the prior written permission of RCDevs Security S.A. The latter especially applies for data processing systems. RCDevs Security S.A. also reserves all communication
rights (lectures, radio and television). The hardware and software names mentioned in this manual are most often the registered trademarks of the respective manufacturers and as
such are subject to the statutory regulations. Product and brand names are the property of RCDevs Security. © 2024 RCDevs Security S.A., All Rights Reserved


http://127.0.0.1/howtos/troubleshooting/troubleshooting/
http://127.0.0.1/howtos/saml_openid/webadm_idp/

	Cloud Integration examples Token RCDevs in the Cloud Cloud Services Cloud Authentications Cloud Badging
	1. General overview
	2. User creation, activation and token enrollment
	2.1 Account Creation
	2.2 Account Activation
	2.3 Token Enrollment
	2.4 Test login

	3. Credential Provider for Windows Login
	3.1 Overview
	3.2 WebADM Domain configuration
	3.3.1 SSL Certificate generation

	3.3 Client SSL Certificate or API key Creation
	3.3.2 API Key generation

	3.4 OpenOTP Credential Provider for Windows configuration
	3.5 Advanced configuration
	3.6 Troubleshooting

	4. SAML/OpenID

