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1. Product Documentation

This document is an installation guide for the OpenOTP Authentication Provider for AD FS 3.0 / 4.0. Hence, the installation or
configuration of WebADM, including token registration is not covered in this guide. For installation and usage guides to WebADM
refer to the RCDevs WebADM Installation Guide and the RCDevs WebADM Administrator Guide available through the RCDevs’

online documentation library.

2. Product Overview

The OpenOTP Authentication Provider for AD FS is a component that integrates the RCDevs OpenOTP one-time password
authentication into an Active Directory Federation Services server, adding OpenOTP authentication as a possible MFA option in
the AD FS Management tool. RCDevs OpenOTP Authentication Server is a WebApp that is tightly coupled to the RCDevs WebADM
application server. The Authentication Provider enables you to use all types of authentication tokens and authentication
standards supported by the OpenOTP authentication module. That includes OATH/HOTP, OATH/TOTP, OATH/OCRA, Mobile-OTP,
YubiKey, SMSOTP, MailOTP. Software tokens are provided by various publishers and for a variety of platforms including Android
andiOS.

3. System Requirements



The OpenOTP Authentication Provider has to be installed on the Windows servers with an AD FS role. Your environment should
fulfill the following requirements:

> Windows 2008 or later.

> Network access.

> Aninstance of WebADM and OpenOTP running in your network.

> Permanent connection to OpenOTP server’s network API.

> DNS suffix set to match your AD domain.

4., Preliminary Information

Administrative/elevated permissions are necessary on any server to correctly set up and/or change the OpenOTP Authentication
Provider’s configuration. To correctly set up the provider, please gather the following information. You will need to enter during
the installation process:

> The URI(s)s of the OpenOTP web-service(s) (mandatory).

> These URIs are mandatory, due to the client needs to know where the OpenOTP SOAP network API can be reached. They are

entered as a comma-separated list. At least one URI is necessary.
> Your local domain (optional). Needed to force a domain, which is not set as default on the OpenOTP side.
> Acustom login text or tile caption (optional). A text that is displayed on the AD FS login pane.

> Aclient ID (optional). An ID to identify this part of your infrastructure to OpenOTP, allowing to modulate OpenOTP’s behavior

with client policies.
> A certificate authority (CA) file (optional).
> A certificate file and the certificate password (optional).
> A custom settings string (optional).

> SOAP timeout delay (optional).

M Note

OpenOTP plugin for ADFS works for ADFS 3.0 & 4.0 (earlier than Windows server 2008). If you have an older version, you have to
update your ADFS Infrastructure.

5. Installation and Configuration

5.1 Installation

In this post, we will assume an existing ADFS infrastructure installed and available. This post will not cover how to set up ADFS.
Please refer to the Microsoft documentation and/or the TechNet blog for details about how to install and configure ADFS
Microsoft Documentation. For this recipe, you will need to have WebADM/OpenOTP installed and configured. Please, refer to
WebADM Installation Guide and WebADM Manual to do it.



https://docs.microsoft.com/en-us/
http://127.0.0.1/howtos/webadm_install/webadm_install/
http://127.0.0.1/howtos/webadm_admin/webadm_adm_guide/

M Note

Before running the MSiI file, please make sure your ADFS services are running.

The OpenOTP plugin for ADFS must be installed on every ADFS server. Please download the plugin from the RCDevs Website.

Extract files from the archive on your ADFS server(s) and run the MSl file and click on Next .

A Note

MSI file should be executed with domain admin permissions or local admin permissions. To ensure that you have the required

permissions for the installation, you can execute the MSiI file through PowerShell executed in “Run As Administrator” mode.

15 OpenOTP-AP (64 bit) Setup - ht

9]
:
O Welcome to the OpenOTP-AP (64 bit)
> 5 Setup Wizard
(VK
0]
- The Setup Wizard will install OpenOTP-AP (64 bit) on your
A= computer. Click Mext to continue or Cancel to exit the Setup
o Wizard.
3J
n )
@
o |
Back [ Next | | Cancel
15 OpenOTP-AP (64 bit) Setup - *

Please read the following license agreement carefully security salutions

End-User License Agreement ‘ RC Devs
~

RCDEVS OpenOTP-AP LICENSE AGREEMENT ~

RCDevs COpenOTP Authentication Prowvider ("CpenOTP-AP™)
Copyright (c) 2010-2019% RCDews S5a, All rights
reserved.

IMPCRTANT: READ CAREFULLY: By using, copying or
distributing the Software Product wyou

accept all the following terms and conditions of the
present OpenlD License Lgreement ("Agreement™).

If you do not agree, do not install and use the v

[#11 accept the terms in the License Agreement

Pint | | Bak [ MNext | | Cancel



https://www.rcdevs.com/downloads/Integration+Plugins/

Consent for End-User License Agreement and click on Next . On the next page, choose your default folder location and click on

Next .

15 OpenOTP-AP (84 bit) Setup

= *
Custom Setup 1
Select the way you want features to be installed, \R/c Devs

Click the icons in the tree below to change the way features will be installed.

Full install

=) ~ | Core components

This feature requires 10KE on your
hard drive. Ithas 1of 1
subfeatures selected. The
subfeatures require 4170KE on your

hard drive.
Location: C:\Program Files\RCDevs\OpenOTF Authentication Frias
Provider), | I e e
Reset | Disk Usage | | Back || Mext I Cancel

On this page, you have to configure one of your WebADM servers URL. If you are running a WebADM cluster, then both OpenOTP
URLs should be automatically retrieve in the Auto mode. If your OpenOTP URL(s) can not be automatically retrieve, then

configure URL(s) manually like below :

ﬂ RCDevs OpenCTP-AP (64 bit) Setup

4
Configuration 1/5 ‘
Setup server URLs, default domain, login text and dient ID Ec Devs

(® Auto (2 Manual

WebADM URL:

|htq:|s:;;192. 168.4.20 |“Cor|ﬁgure

Server URL: (mandatory)

Ihth:s: //192.168.4. 20:5443 jopenotp/ 6
additional Server URL: {optional)

Ihtn:s: //192.168.4. 21: 8443 jopenotp/ 6
Login Text: (optional)

IWcrk Resources |§|

Loading Text: {optional)

IChed( your phone if push login is enabled for your account 16|

Client ID: {(optional)

[

Back | Mext | C_a!'lo_;l_

Click Next . On the next page, every configuration is optional. If you’d like to use a client certificate for enhanced security,
please use this next screen to provide the detail. Clicking on the information marks (i) will provide additional help during the

installation procedure.



ﬁ RCDevs OpenCTP-AP (64 bit) Setup Y
Configuration 2/5 < -,
Setup security using a PKI. ‘R/C DEVS

The following settings are generally not required.
They are applicable only if you have set the Server URL with HTTPS in the previous

step.
Certificate Authority File: (optional)
IC:'n,l_lsers'\\;oann'\.ﬂ.ppData'-J_ocaI'\Temp'n,l'-,ca.crt E:J
Certificate File: {optional)
| L)
Certificate Password: (optional) ]
Confirm Password:

Back [ Next Cancel

The next page allows you to configure failover with OpenOTP, SOAP request timeout and UPN Mode. Keep the default

configuration if you are not sure of what you need. Clickon Next and Tnstall.

Here you may set up a custom settings string for your WebADM and OpenOTP configuration (This setting is deprecated since
WebADM client policies). Furthermore, you may change the default SOAP service timeout. If two server URLs are defined in server
URL, you can optionally configure a request routing policy (i.e. the server selection policy). There are three policies available:

> Ordered: The first server is always preferred. When it does not respond, the second server is used.

> Balanced: The server is chosen randomly for each request. When it does not respond, the other is used.

> Consistent: The server selection depends on the user ID. A request for one specific user is also always routed to the same

server. If it does not respond, the other server is used. Click Next when you are done and afterward Tnstall.

ﬁ RCDevs OpenCTP-AP (64 bit) Setup X
Configuration 3/5 ‘
Setup preferences for this machine. \R/c D evs

The following settings are for advanced configurations.
‘fou should keep the default values here.

SOAP Timeout: (Default 30)

30 (1)
Server Selection Policy: (optional)
Ordered (Default) v |

On the next page, you can configure a custom message when users need assistance. For example:



ﬁ RCDevs OpenOTP-AP (64 bit) Setup x

Configuration 4/5 RC A
Setup user assistance information. vt

The following settings are assistance information for users,

Support Information: (optional) Ctrl+Enter for new line )

Contact your support if you encountered any issue

On the next screen, you are prompted to provide the ADFS WAP IP address(es) and the ADFS absolute URI which can be returned
by the following PowerShell command:

EX Select Administrator: Windows PowerShell = a X

et-A i ject Identifier |
s ’ -

The checkbox can be used to return to

OpenOTP, a unique value per service provider in order to create and match a dedicated client policy for each service provider
configured with ADFS. If no unique identifier can be retrieve for a service provider, then the default Client ID value configured in
step 1/5is sent to OpenOTP. This feature is supported over WS-Federation, SAML and OpenID implementations. The

is mandatory as soon as you are using SAML and per service provider identifier.



ﬁ RCDevs OpenOTP-AP (64 bit) Setup

x
Configuration 5/5 ‘
Setup ADFS spedfic configuration infos ?/C Devs

Authorized Proxies IPs (optional) :

|192.168.4.8;192. 168.4.9 0'

Send the service provider ID as the Client ID to OpenOTF | & |
ADFS absolute URI :

Click Next to continue the setup.

i OpenOTP-AP (64 bit) Setup

o B
Ready to install OpenOTP-AP (64 bit) RCDevs
( W :

Click Install to begin the installation. Click Badk to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back | Install Cancel

Installation is near complete. At the end of the installation of ADFS plugin, you will have a message like below:

Impaortant

Please enter your ADFS SPHN User SID
This configuration is needed for ADFS 4.0

In order to retrive the SID of your SPN user:

1. Open CMD
2. Run the command bellow :

wmic useraccount where (name="SPN_USER' and domain="SPN_DOMAIN") get sid

lgnore |

You need to provide the SID of your ADFS service account. On my side, the command will be:



C:\Users\administrateur>wmic useraccount where (name='svc_adfs' and domain='SUPRCDEVS') get sid
SID
S-1-5-21-2556788148-2650686732-506205049-1105

A 'mportant Note

The previous command should be executed through Windows Command Prompt and not with PowerShell.

In case you are using Managed Service Account, the above command will not give you the SID and you might need to use Get-

AdServiceAccount command instead on your AD domain controller. In this example the service account is “adfs$”:

PS C:\Users\Administrator. SUPRCDEVS> Get-ADServiceAccount -identity svc_adfs$

DistinguishedName : CN=svc_adfs,CN=Managed Service Accounts,DC=support,DC=rcdevs,DC=com
Enabled : True

Name : svc_adfs

ObjectClass : msDS-GroupManagedServiceAccount

ObjectGUID : c8cc36ac-4a81-4973-bcba-f23e59f7f50d
SamAccountName :svc_adfs$

SID 1 S5-1-5-21-2556788148-2650686732-506205049-1105

UserPrincipalName :

Warning
Please enter your ADFS SPN User SID

This configuration is needed for ADFS 4.0

In order to retrieve the SID of your SPN user:
1. Open CMD
2. Run the command below :

wmic useraccount where (name="SPN_USER' and domain="SPN_DOMAIN) get sid

IS-1 -5-21-2556788148-2650686732-506205045-1105

Ignore |

A 'mportant Note

The previous command should be executed through PowerShell and not with Windows Command Prompt.

On the next screen, you have to register the OpenOTP service in your ADFS instance. The registration should be done only once
per ADFS instance. Click on Yes ifit’s the first time you install OpenOTP ADFS plugin. For the others, ADFS servers in the same

instance, click on No . ADFS services should be running during the registration.



Important

Provider registration should be done enly on you primary ADFS
server. This your primary ADFS Server?

M Note

After provider registration, ADFS services will be automatically restarted.

15 OpenOTP-AP (54 bit) Setup - X
Installing OpenOTP-AP (64 bit) RCDevs
‘/ security solutions

Please wait while the Setup Wizard installs OpenCTR-AF (64 bit).

Status: Registering authentication provider ... (this may take a few seconds)

Back || nNext | [ Cancel |

On the next screen, clickon Finish and theinstallation is done.

1 OpenOTP-AP (64 bit) Setup — b4
-
O Completed the OpenOTP-AP (64 bit)
> S Setup Wizard

Ie)
U1 Click the Finish button to exit the Setup Wizard.
2>

n . :
3J
-
Q

O




A Plugin installation

Repeat this procedure on every ADFS servers! The registration of the plugin must be done only once.

6. ADFS Configuration for Multi-Factor Authentication

In this documentation, we enable OpenOTP Multi-Factor authentication on the default ADFS login page. This page is disabled by
default. Have a look to Technet Microsoft to enable the default ADFS login page. With ADFS 4.0 on Windows Server 2019,

the PasswordLess featureis now available. Thatinvolves you can login on ADFS by just providing the Username and the OTP.

The username provided must match a valid account in the AD.

6.1 Configuration for ADFS 3.0

Now, we will configure the ADFS server(s) to have multi-factor authentication. For this, go on Windows Server Manager, click on

Tools and ADFS Management.

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers

[ | AD FS Management

- SERVERS
188 Dashboard L servers | 1 total

i Local Server
& All Servers
rﬂ AD DS Sen.-er‘l\'ame IPvd Address Manageablity

= = ADSI| Edit
=§ AD FS n . & - .
WIN-RDP 192, .3.50  Online - Performance counters not Cor_ﬂponeﬂt Services

2 DNS

Filter L 2w (@A)

Computer Management

. :Z 3

§ii File Action View Window Help
&=
S wr

b | Service
b [ Trust Relationships Overview

b || Authentication Policies
AD FS provides single-sign-on (SSQ) access for client computers.

Leam More
Configuring Trust Relationships
Configuring Authentication Policies
Troubleshooting AD FS

AD FS Help

On the ADFS Management page, right click on Authentication Policies and click on Edit Global Multi-factor Authentication...


https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/troubleshooting/ad-fs-tshoot-initiatedsignon

Gl File Action View Window Help

&% 7[5
Taors

b ] Service
p (1 Trust Relationships ‘ Authentication Policies Overview
p || Authentication Policies|

| Edit Global Primary Authentication... pation and mutifactor authentication settings globally
| Edit Global Multi-factor Authentication... |
View l% »

Mew Window from Here

Refresh
Help

Primary authentication is required for all users trying to access applications that use AD FS
for authentication. You can use options below to configure global and custom primary
authentication seftings.

On the next page, you will find a new option available in the additional authentication methods named “RCDevs OpenOTP

Authentication Provider”. Check the box of this option and click on 0%k .

Configure muttifactor authentication (MFA) settings.

Users/Groups

MFA is required for the following users and groups:
AD\Domain Admins Add...
AD\Domain Users

Devices

MFA is required for the following devices:
[] Unregistered devices

[] Registered devices

Locations

MFA is required when accessing applications from the following locations:
[ Bxranet

[ Intranet

Select additional authentication methods. You must select at least one of the following methods
to enable MFA:

[] Cerifficate Authentication
4| RCDevs OpenOTP Authentication Provider

What is multifactor authentication?

[ ok || camcel |[ Aoy |

Your ADFS server is now configured with OpenOTP for ADFS plugin. In order to use it, your relaying party must be configured for
multi-factor authentication.



M OpenOTP User Activation

All accounts where authentication will be handled by OpenOTP must be activated. Look the following

6.2 Configuration for ADFS 4.0

Now, we will configure the ADFS server(s) to have multi-factor authentication. For this, go on Windows Server Manager, click on

Tools and ADFS Management.

. server Manager - O x

| Ir Manage

Tools

Active Directory Adminis

Active Directory Domain
WELCOME TO SERVER MANAGER

Dashboard Active Directory Module

i Local Server Active Directory Sites an

& All servers : : Active Directery Users ai
. Configure this local serveorsmaagarent
i ADDs QUICK START ADS'fE"’”'

Certification Autharity
. Add roles and f r
2§ ADFS 2 Add roles and features B
-= DMNS 3 Add other servers to manag Computer Management
BR File and Storage Services P Defragment and Optimi.

4 Create a server group Disk Cleanup
DNS

5 Connect this server to cloud  event Viewer
Group Policy Manageme

iSCSI Initiator

Local Security Policy

Wi ft Azure Service:
ROLES AND SERVER GROUPS RIESOT ADE e
Roles:5 | Servergroups:1 | Servers total: 1 ODBC Data Sources (32-

On the ADFS Management page, under Service rightclickon Authentication Methods andclickon

Edit Multi-factor Authentication Methods.

QADFs - u] x
@ File Action View Window Help |- 8 x
@ |nm He

s e (-
v [ Service I —_— 3
) Attribute Stores | Authentication Methods Overview .
) Alithertication Moy Edit Primary Authentication Methods...
] Certificates Edit frimary Authentication Methods... i el Edit Multi-factor Authentication Meth...
] Claim Descripti Edit Mul on Methods. = .
B3 Device Registrw i
) Endpoints View ? New Window from Here
) Scope Descripti New Window from Here " A Refresh
7] Web Applicatio s ==
] Access Control Pol ——— fng to access applcations that use AD @ e
1] Relying Party Trust: Help i to configure settings for pamary

] Claims Provider Trusts
| Application Groups m“mul therticalk
Forms Authentication,
Microsoft Passport Authentication
Multi-factor Authentication Methods
‘You can use options below to configurs sattings for mult factor authentication methods.
Authentication Methods  hot configured Edt

Edit multi-factor authentication methods



http://127.0.0.1/howtos/activate/activate/

On the next page, you will find a new option available in the additional authentication methods named

RCDevs OpenOTP Authentication Provider .Checkthe box of this optionifit’s not already checked and click
Apply.

Edit Authentication Methods

X
Frimary Multifactor

Select additional authentication methods. You must select at least one of the following methods
to enable MFA:

[[] Certificate Authentication
[] Azure MFA

| RCDevs OpenOTP Authertication Provider

What is multifactor authentication?

oK | Cancel |

Relaying parties configured for MFA authentication can now use OpenOTP for ADFS plugin.

6.3 Windows Hello For Business

In order to be able to use OpenOTP authentication for Windows Hello for Business devices registrations, you need to execute the
following command through PowerShell on your primary ADFS server :

Set-MsolDomainFederationSettings -DomainName <DOMAIN NAME> -SupportsMfa $true

Adapt the command with your domain name. On my side itis:

Set-MsolDomainFederationSettings -DomainName SUPRCDEVS -SupportsMfa $true



6.4 PasswordLess Configuration for ADFS 4.0

Windows Server 2019 brings some changes to ADFS. Two of these are especially interesting for use cases with OpenOTP:

> External Authentication Providers as Primary authentication method : OpenOTP can now be used as the first authentication
factor, allowing you to not expose AD password as the first factor. Furthermore, since OpenOTP ADEFS plugin can

validate both AD password and a 2nd factor, it can be configured as primary authentication provider.

> Password Authentication as additional Authentication : You can optionally change the default authentication flow from
surname + password followed by OTP, to username + OTP followed by password. In that scenario, the second factor is the AD

password. This is especially useful for preventing the AD account from being locked due to a brute force attack on the
password of a leaked username.

6.4.1 ADFS OpenOTP Plugin as Primary Authentication Method

To configure ADFS OpenOTP plugin asprimary authentication method, open the ADFS Management console, expand

Service folderandclickon Authentication methods ,configure

ADFS Authentications Methods > Primary Authentication Methods > Edit and enable the setting
Allow additionnal authentication provider as primary :
Edit Authentication Methods *

Primary  Additional

Select authentication methods. By selecting more than one authentication method, you enable
users to have a choice of what method to autherticate with at sign in.

i Integrated Windows authentication method is specified, it appears as the default
authentication method on browsers that support Integrated Windows authentication.

Learn more about Azure MFA (Multi-Factor Authentication).

Extranst

Forms Authertication

[ Cerfficate Authentication

[] Device Authentication

[] Microsoft Passport Authentication

Intranat

Forms Authertication

Windows Authertication

[ Cerfficate Authentication

[ Device Authentication

[] Microsoft Passport Authentication

Mlow additional authentication providers as primary

i Lzure MFA authentication methods will not be available until an Azure Active
Directory tenant is configured. Learn More

o To use device authentication as a primary authentication method, you need to configure
device registration.

oK || cancel || pgy

Click Ok button and edit again Primary Authentication Methods.As ADFS OpenOTP plugin isalready

installed, you should now see RCDevs OpenOTP Authentication Provider available.



Edit Authentication Methods
Primary  Addtional

Select authentication methods. By selecting more than one authentication method, you enable
users to have a choice of what method to authenticate with at sign in.

if Integrated Windows authentication method is specified, it appears as the default
authentication method on browsers that support Integrated Windows authentication.

Learn more about Azure MFA (Multi-Factor Authentication).

Estranet

Forms Authentication

[] Certificate Authertication

[] Device Authentication

[] Microsoft Passport Authentication

[] RCDevs OpenOTP Authentication Provider

Intranet

[] Windows Authentication ~
[] Certificate Authentication

[ ] Device Authentication

[] Microsoft Passport Authentication

[] RCDevs OpenOTP Authentication Provider

Allow additional authentication providers as primary

(i ) Azure MFA authentication methods will not be available until an Azure Active
Directory tenant is configured. Learn More

i ) To use device authentication as a primary authentication method, you need to configure
device registration.

Cancel Apply

Enable it for access you want to protect with OpenOTP :
Edit Authentication Methods
Primary  Additional

Select authentication methods. By selecting more than one authentication method, you enable
users to have a choice of what method to autherticate with at sign in.

I Integrated Windows authentication method is specified. it appears as the default
authentication method on browsers that support Integrated Windows authentication.

Learn more about Azure MFA (Multi-Factor Authentication).

Extranst

W] Foms Adbertoaton ]
[ Cetificate Authentication

[] Device Authentication

[] Microsoft Passport Authentication

RCDevs OpenQOTP Authertication Provider

Intranat

[] Windows Authertication ~
[] Cerfficate Authentication

[] Device Authertication

[] Microsoft Passport Authentication

RCDewvs OpenQOTP Authertication Provider

Mlow additional authentication providers as primary

i Lzure MFA authentication methods will not be available until an Azure Active
Directory tenant is configured. Learn More

o To use device authentication as a primary authentication method. you need to configure
device registration.

QK Cancel Apply




You can now try to perform a login with PasswordLess authentication.

M Note

The following screenshots are coming from another instance of ADFS. Don’t take into account the ADFS URL and UPN value use

for that login example

YORCDevs
Sign in

administrateur@yorcdevs.com|

Click Next button:



L X X @ YO_ADFS19 Pour relicher voire scuris, appuyez sur : Control-X|

n B A e @@ @ o4 P
@ OpenOTP Authentication Provic. X & = [n x
&« C @ yoadis19.yorcdevs.com/adfs/ls/idpinitiatedsignon?client-request-id = 7TaB8B8aeb- 1 226-4f01-0200-008001 000013 T e

YORCDevs

Work Resources

Click Continue button and OpenOTP plugin will call OpenOTP server for authentication :

aed @ YO_ADFS18 Pour rellcher voire scuris, appuyeT sur @ Control-3¢
n's S O o

@ OperOTP Authentication Provic: X | 4 - [} x
« c # yoadfs19.yoredevs.com/ adfs/ls/idpinitiatedsignon?client-request-id =TagB8aeb- 1 226-401 -0200-008001 0000 1r e

YORCDevs

Work Resources
Enter your TOKEM password

QTP Authentication

| bl!'.' Tirree Password




Provide the OTP and you are logged in.
6.4.2 LDAP Password as Additional Authentication Method

To configure LDAP password as second factor, open the ADFS Management console, expand Service folderand click on

Authentication methods,configure

ADFS Authentications Methods > Additional Authentication Methods > Edit and enable the setting

Forms Authentication :

@ YO_ADF5S18 Pour relichas volre SoUrs, appUYez sur : Contral-3|
n m A & B @ B e
||
| | | Edit Authentication Methads * - &N
| Primary [Addbonal | |
1| Select ackdtionsl authentication mefhods. You must select ot least one of the follawing methads ; Actions
| 1o enable MFA
. Authertication Methods -
AR —— rview e
Edit Primary Authentic.
Edit Multi-factor Auth...
[] ACDevs CpenC TP Authertication Frovider
View »
Mew Window fror Here
L move abiout sddbionsl s thentication providers lods {6 Refresh
1o sccess applcatons that use AD F5 for B sep
k seitngs for prmary authenbication methods.
pTP Authertication Provider Edt
i:urP Athentication Prowder
sthods

i for addiionl s.therbeabon methods
kabion Edt

Apply the configuration.

Now, all policies requiring additional factor or MFA will ask for User LDAP password as 2nd factor.

After OpenOTP success login, I’'m now prompted for the LDAP password of my account :



@ YOLADFS19 Pour reliicher voire souris, appuyez sur : Cantral-X

YORCDevs

For security reasons, we require additional information
to verify your account

€~ administrateur@yorcdevs.com

| provide my password and then I’'m connected :

'Y 1] @ YO_ADFS18 Pour relicher volre scuris, appuyez sur : Control-3
n A e B @ O f o« ()
@ Signin x4 = ] X
“~ (¢ ] @ yoadfs19.yoredevs.com/adfs/ls/idpinitiatedsignonPelient-request-id=a9a7 1021-70%0-4a59- 2200-008001 00004 ov fr e

YORCDevs

You are signed in.
® Sign in to one of the following sites:

]

® Sign out from all the sites that you have accessed.

Sign out from this site.




6.5 Voice Biometric Authentication through Web Browser
In order to use Voice authentication with ADFS and to provide your VOICE password through the microphone of your

computer/laptop and your Web browser, ADFS needs to support some additional HTTP headers (worker-src). By default, we

advise to configure the following through PowerShell :

Set-AdfsResponseHeaders -SetHeaderName "Content-Security-Policy" -SetHeaderValue "default-src 'self'
'unsafe-inline' 'unsafe-eval'; img-src 'self' data:; worker-src blob:"

You may have a custom ADFS configuration where the HTTP headers values configured are different from the ones previously

described. The important part is regarding ‘worker-src blob:” which must be added to your existing configuration.

Set-AdfsResponseHeaders -SetHeaderName "Content-Security-Policy" -SetHeaderValue "EXISTING
CONFIG"; worker-src blob:"

After enabling it, you can use VOICE authentication through ADFS. You will be prompted for VOICE password as below :

YORCDevs EU

Work Resources

Vocal OTP Authentication

| Record

Enter your VOICE password
Remaining time : 81 seconds

Clickon Record button, the microphone is triggered and then provide your VOICE password, and you are logged in. More

information on VOICE authentication and registration are available on the following documentation

7. Uninstalling the OpenOTP Authentication Provider

If you ever decide to uninstall the provider, simply re-run the installer and choose Remove .


http://127.0.0.1/howtos/voice_biometric/voice_registration/

'ﬁ?l OpenOTP-AP (64 bit) Setup — X
Change, repair, or remove installation
. evs
Select the operation you wish to perform. \ F
Change

Lets you change the way features are installed.

Repair

Repairs errors in the most recent installation by fixing missing and corrupt
files, shortcuts, and registry entries.

Remove |

Removes OpenOTP-AP (64 bit) from your computer.

Back Next Cancel

8. Troubleshooting

To pinpoint a problem in your ADFS for OpenOTP plugin setup, you can start with the Windows Event viewer: “Applications and

Services Logs”, enter in “AD FS” folder and then “Admin” logs. Also look at /opt /webadm/logs/webadm.log .
If the provider registration failed, you can manually register OpenOTP Authentication provider by executing the following
command through PowerShell. You may need to adjust the version number and the PublicKeyToken of OpenOTP plugin for

ADFS.

The command for the registration looks like :

Register-AdfsAuthenticationProvider -TypeName "AuthenticationProvider.AuthenticationAdapter,
OpenOTPAuthenticationProvider, version=x.x.Xx.X, culture=neutral, publicKeyToken=xXxXXXXXXXXXXX,
processorArchitecture=AMD64" -Name "OpenOTPAuthenticationProvider"

In order to figure out the values for PublicKeyToken and version, you can execute the following command :

([system.reflection.assembly]::loadfile("C:\Windows\Microsoft. NET\assembly\GAC_64\OpenOTPAuthenticatior

Which return:



OpenOTPAuthenticationProvider, Version=1.0.12.0, Culture=neutral,
PublickeyToken=b04a046270ba95d2

A Note

The name folder containing the OpenOTPAuthenticationProvider.dll may change according to the version of the ADFS plugin.

Please adapt the path if required. The path below is for 1.0.12.0 version of ADFS plugin.

The registration command is then:

Register-AdfsAuthenticationProvider -TypeName "AuthenticationProvider.AuthenticationAdapter,
OpenOTPAuthenticationProvider, version=1.0.12.0, culture=neutral,
publicKeyToken=b04a046270ba95d2, processorArchitecture=AMD64" -Name
"OpenOTPAuthenticationProvider"

9. Video Demonstration

You .
Tube Play Video on Youtube
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https://www.youtube.com/embed/xb32E1hzRhs?start=1
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