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Bj Active Directory Read-Only mode

Active Directory Microsoft Active Directory Read Only LDAP

How To Configure WebADM with a Read-Only Active Directory

A 'mportant Note

That setup require an enterprise license which can only be issued by RCDevs team. Self-generated Freeware/Trial licenses are not

supported. Regular enterprise license bought through the RCDevs web store are not supported.

In some circumstances, we can not write in the LDAP backend. In that case, we need to store some configurations in a local LDAP

database and users extra information in a SQL database.

In this example, we will start with a WebADM server running with a local MariaDB and RCDevs Directory Server. It could be the

VMWare Appliance or a new installation WebADM Installation Guide. We will configure it to use a read-only Active Directory

server.

1. WebADM Configuration

We edit /opt/webadm/conf/webadm.conf and Change webadm_account_oclasses and

webadm_group_oclasses parameters. It should contain the following class:

webadm_account_oclasses "person"
webadm_group_oclasses "group", "groupOfNames", "groupOfUniqueNames", "groupOfURLs",
"posixGroup"

We change also the data store to SQL:
data_store SQL
We restart WebADM:

/opt/webadm/bin/webadm restart

2. Container Creation

In WebADM, we create a container for the mount point. We click on Create ,weselect Domain and weclickon Proceed:


http://127.0.0.1/tags/active-directory
http://127.0.0.1/tags/microsoft-active-directory
http://127.0.0.1/tags/read-only-ldap
http://127.0.0.1/howtos/vmware_appliance/vmware_appliance/
http://127.0.0.1/howtos/webadm_install/webadm_install/
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& openLoap (2) _
® &G dc=WebADM # Home  Admin  Creale  Search Import Databases  Slalisics  Applicalions  About  Logout
B ¥p) o=Root (2)
Create Mew LDAP Object
& @ cn=admin
o] . cn=ppolicy
Create f Search — . - e
WebADM Option Set User / Administrator
* Details / Check a & j .
* Creale { Search OptionSet, Mountpoint, Domain, Client. . Administrator or LDAP user
Details / Check
& staticGrou ~ & oymamic Group
LDAP group of users LDAFP group with dynamic contents
B unix Account - & unixcrow
UNIX POSIX Account UNEX POSIX Group
&& Organizationai unit (P Omanisation
LDAP organizational unit container LDAFP organization container
O n Country -] @ Domain
LDAP country container LDAP domain container
ry——
LOAP password policy configuration

We enter a name for the domain, for example, test, and we clickon Proceed :

L} LDAP Server (OpenLDAP) L3 6.8-2 . :
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B 4 dc=WebADM # Home  Admin  Create Search Import Databases  Stafistics  Applications  About  Logout
B ¥} o=Root (2)
B @ c=admin

@ Q) en=ppolicy
Craate [ Search -

* Details / Check
Contai ROOT, Select
* Creale / Search e [ROa _—

Dietails | Check
s Domain test

Create Object of Type Domain

¥ This is & LDAP Domain object (dc) and not a WebADM Login Domain
Optional attributes
Description [ Note

Password

Weclickon Create Object:
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\ openLoe (2)

2] @L“mmm # Home Admin Creale Search Import Databases Stalistics Applications About Logout
B ¥ o=Root (2) _

= . cn=admin Create Object of Type Domain

= A c=ppolicy Confirm object creation for domaincomponent=test

* Create / Search _

Details ! Check Altribute Tl

Create / Search 1 |

* Details / Chack DN demaincomponent=test

.B. LDAP Server (OpenLDAP) ¥

®E

{ opentoap (3) —
[ &) de=WebADM # Home  Admin  Create = Search Import  Databases  Stafistics  Applicaions  About  Logout
® @ de=test
B V) o=Root (2) Object domaincomponent=test @
& @ enzadmin LDAP Actions Object Details
. c.e'awimsﬂa o @ Delete this object Object class(es): domain
1 2 i ’
W Details / Check €8] Copy this object
* Create / Search & Export to LDIF
Details / Check &, Change p
D Advanced edit mode
&4 Create child object
BS View child abjects
KA Export subtree
Object Name et —_—
Add Attribute (1) ; i
Deseription | Mote j| Add
Domain O
[delete atiribute] taat

3. MountPoint Creation

To create a Mount Point, clickon Admin tabandclickon LDAP Mount Points box:
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4 openLDAP (3) :
= ) de=WebADM # Home | Admin Create Search Import Databases  Statistics  Applicaions  About  Logout
# A5 de=test
WebADM Server Administration
B &) o=Root (2)
B @ cn=admin WebADM v1.6.8-2 (B4bit) running on server rovm7 local (192.168.3,155) in standalone mode,
B R en=ppolicy
c.r'em / Search Server Viersion Details: Apache/2.4.37 PHP/7.1.23 OpenSSL/1.0.2p-fips
* Deatails / Chack Intarmal Server Time:  2018-11-19 14:26:42 Europe/Berlin (NTP check Ok)
Dbl Hardware Modules: Mo HSM Cannected
Details / Check

WabADM Features:  WebApps (Enabled), WebSrvs (Enabled), Manager (Enabled)

Active LDAP Server:  LDAP Server (127.0.0.1) Aclive SOL Server: SOL Server (127.0.0.1)
Active Session Server: Session Sarver [::1) Active PK| Server: PKi Sarver (127.0.0.1)

Local Domalns (1) ] Trust Domains (1] ; Client Policies |

K U

LDAP Option Sets (1) Administrator Rales (1)

LDAP Mount Points (0)
";!A" Connect secondary LDAP = AP I f i i

sarvers 1o the frae view.

i | Pty et g

We clickon Add MountPoint :

L} LDAP Server (OpentDAR)

A OpenLDAP (3) ( 2010 Jews SA. All Rights Resarved e T
# ) dc=WebADM # Home Admin Creale Search Import Dalabases Statistics  Applications  About  Logout
® M) de=test
isterad LDAP Mount Paints
& %) o=Root 2) S
& @ cn=admin
o] . cn=ppolicy Mo LDAP MountPoint configured
* Create f Search
Details / Check —
s Create Soarch [ roanonon R
Details / Check

We add aname and clickon Proceed :

1} LDAP Server (OpenLDAP) O

{\ opentoaP (3) i
[ & dc=WebADM # Home Admin Create Search Import Databases  Stalistics  Applications  About  Logout
" @ C Co o]
reate uration Object of Type MountPoint
) o=Root (2) g bject of Type
=admi
= . cn n
@ M cn=ppolicy ' .
Create | Saarch Container de=MountPoints, dc=WebADM | Select
* Details / Check
* Create | Search Common Name test
Details / Check
WebADM Object Type WebADM Mount Point (MountPoint)
Optional attributes
WebADM Settings This attribute is not available with SQL data store.
I Note

Weclickon Create Object:
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O\ opentoaP (3) B

¥ & do=WebADM # Home  Admin  Create  Search Import  Databases  Statistics  Applications
& &) do=test

¥} o=Root (2)

& @ cn=admin Confirm object creation for cn=test,dc=MountPoints, dc=WabADM

@ R cn=ppolicy

* Create | Search

Details { Check

* Create / Search
Details / Check

.
ol T
About Logout

Create Configuration Object of Type MountPoint

Weclickon select andchoose the container previously created for Mount DN. Now, we add the IP address of the Active

Directory server in Host Name(s)field, the port number, the tree base of the AD and AD user and password to connect to the

LDAP.

M Note

The AD user should have read access on the Active Directory.

We clickon Apply:
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{ openLDAP (3) : ;
# A dc=WebADM # Home  Admin Creale  Search Import = Databases  Statistics = Applications = About  Logout
- @ ' Object Setti for en=test,dc=MountPoi de=WebADM
t Settings for cn=test,dc= oints,dc
B ) 0=Roat (2) jec 9 ts
B @ c=admin
; Disable Mount Point Yes * No (default
= M en=peolicy ( ’
*Create.iSe.‘irch © Mount DN de=test Select |
Details / Check [F S——
* Creale [ Search The LDAP tree node where to mount the remote LDAP.
Details / Check
+  Host Name(s) 192.168.3.194

LDAP server name(s) or IP address(es).
You can set a comma-separated list of servers. The next servers are used for failover.

Port Number 389

LDAP sarver port.
+ Encryption Type None (Default) j
B Tree Base de=test, de=local

Mourited LDAP tree base or base DN (mandatory with most LDAP servers).
B Login DN cn=administrator cn=users, de=test dc=local
Mounted LDAP bind DN. WebADM will bind anonymously if not set.

a mﬂm srrasnne
Trusted GA Gerlificate =
Client Certificate File Edit

Cliant Certificate Key Fila Edil

Resat

- | Fa R —
L} LDAP Server (OpenLDAR) , o o -
Juml-Yom
r 2010-2018 RCDeys SA, All Rights He: W B n v —

{\ opentDaP (3)

# #) de=WebADM # Home  Admin  Create  Search  Import D_alabases Statistics ~ Applications ~ About  Logout
o fﬁ_::l_lﬂm Registerad LDAP Mount Points

# @ CN=Computers

& @) CN=ForeignSecurityPrincip... A test (co=test do=MountPoints, do=WebADM) 0

= a CM=Infrastructure Status: Enabled [CONFIGURE] [RENAME] [REMOVE]

m @ Ch=Keys Extended: No (EXTEND) (DETAILS) (SCHEMA)

= & CM=LostAndFound Directory Type: microsoft

Server(s): 192.168.3.194:3589
Encryption: NONE
Maount Point: de=test

Tree Base: de=test dc=local

® M) CN=Managed Service Accoun...
1 g CN=NTDS Quotas

& @) CN=Program Data

# @) CN=System

& g CN=TPM Devices

® #0 CN=Users

®E & QU=0omain Conirollers

* Create [ Search
Details { Check

= ¥}) o=Root (3)
5 @ en=admin
@ R en=ppolicy
o} l cn=test user
* Craate [ Search
Details / Check

* Create / Search
Details f Chack

Login DN: cn=administrator,cn=users, de=test.de=loc...

MountPoint Ok




4. Local Domain Creation

Now, we create a local domain for the mount point. A local domain works only with one LDAP backend, so the default local

domain works only with OpenLDAP.

Weclickon Admin tabandon Local Domains box:

™y

Eren

L} LoAP server (OpenLDAP)

{\ OpenLDAP (3)
® R de=WebADM # Home  Admin  Creale  Search Import Databases  Stalistics  Applications  About  Logout
® A dostest
r WebADM Server Administration
) o=Root (2)
& @ en=admin WebADM v1.6.8-2 (64bit) running on server revm7.local (192.168.3,155) in standalone mode.
a en=ppolicy
C'.mm 1 Saarch Server Viersion Details: Apache/2.4.37 PHP/7.1.23 OpenSSL/1.0.2p-fips
* Details  Check Internal Server Time:  2018-11-19 17:09:59 Europe/Berlin (NTP check Ok)
S ] Hardware Modules: Mo HSM Connected
Details f Chack
WebADM Features:  WebApps (Enabled), WebSrvs (Enabled), Manager (Enablad)
Active LDAP Server:  LDAP Server (127.0.0.1) Aclive SOL Server: SOL Server (127.0.0.1)
Active Session Server: Session Server (1) Activa PKI Server:  PKI Senver (127.0.0.7)
-'::|_ Lecal Domalns (1) Trust Domains (0) Client Pollches ({
Associate domain names with w
LDAP wser search bases,
LDAP Mount Points LDAP Option Sets (1 Adminisirator Roles
y

Clickon Add Domain:

.E. LDAP Server (OpenLDAP) ¥
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{\ openLaP (3)
Applications

23] @M # Home  Admin  Create  Search Import Databases  Statistics About  Logout
# 4 dostest
B @ o0=Root (2) Registered Local Domains
& @ cn=admin
B ) cr=ppolicy Default (cn=Default,dc=Domains,dc=WebADM) @
* Create f Search Status: Enabled [CONFIGURE] [RENAME] [REMOVE]
Details / Check

Create | Search User Search Base: [ROOT]

Details f Check
Ok

We enter the name of the domain and clickon Proceed .
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{\ opentbap (3)
B (R de=WebADM
B 4 de=test
B ¥} o=Raot (2)
& @ en=admin
& @ en=ppolicy
Create [ Search
Details / Check

* Create f Search
Details / Check

Clickon Create Object:

1} LDAP Server (OpentDAP) T

Q opentoar (3)
& &) do=WebADM
B 4 do=test
B ¥} o=Root (2)
] ‘ cn=admin

& . cn=ppolicy
* Create f Search
Details / Check
* Create [ Search
Details | Check

. ecso

# Home Admin Creale Search Import Databases Statistics Applications About Logout

Copyright © 2010-2018 RCDevs SA, All Rights Hes:

Create Configuration Object of Type Domain

Mandatory attributes
Container de=Domains, de=WebADM Select
Common Name test|
WebADM Object Type WebADM LDAP Domain (Domain)

Optional attributes
WebADM Settings This attribute is not available with SQL data store.,

Description / Note

T ————
12 e - el Yo
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# Home  Admin  Create  Search  Import  Databases  Statistics | Applications  About  Logout
Create Configuration Object of Type Domain
Confirm object creation for cn=test, de=Domains,de=WabADM

Attribute Value
DN cn=test,dec=Domains,dc=Web...
Coemmon Name test

WebADM Object Type Domain

We select the mount point as User Search Base. We can add domain name aliases, like test.localif needed, and we click on

Apply:

4} LDAP Server (OpentDAP)

{\ openLDaP (3)

# 40 de=WebADM

B 4 destest

E #)) o=Root (2)
B @ co=admin
@ @ en=policy

Create ! Search

* Details / Check

Creale | Search
Details f Check

It’s done:
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# Home Admin Create Search Import Databases Statistics Applications About Logout

Object Setfings for cn=test,dc=Domains,dc=WebADM

Disable Domain Yes * Mo (default)
+ User Search Base de=test| Select

The LDAF user search base comesponding to the domain,

Group Search Base Select

The LDAP group search base corrasponding to the domain.

This sefting is ignored if WebADM uses only direct group_mode.

Note: Defaults to the User Search Base if not set,

Domain Name Aliases

Comma-separated list of alternative domain names.
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ok el

{\ opentosp (3)
[ &) dc=WebADM # Home  Admin Create Search Import Databases  Statistics  Applications  About = Logout
A destest
B @ 0=Root (2) Registered Local Domains
@ @ cn=admin
5 @ cn=ppolicy Default (cn=Default, dc=Domains,dc=WebADM) @
* gr:tr:it; .: 2?1?:: Status: Enabled [CONFIGURE] [RENAME] [REMOVE]
*Cma[e!%awh User Search Base: [ROOT]
Details / Check

tast (cn=test de=Domains,dc=WebADM) O
Status: Enabled [CONFIGURE] [RENAME] [REMOVE]
User Search Base: do=lest

Ok

Now, we can try an authentication by following this documentation Authentication. We need to select the right local domain

during the authentication. Otherwise, OpenOTP won’t be able to find the user.
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